ITE2 Worksheet 14.2.7 Threats to Network Security 

Replace the XXX with the appropriate words

1. Common services such as XXX and XXX must be secured on a corporate network, so that only authorized users have access to sensitive and personal information. 

2. By the late 1990s, all of the major developers of NOSs, including Apple and Novell, built their software around XXX and XXX services. 

3. List the risks associated when TCP/IP services are run on a NOS connected to the 

Internet. (at least 3)

4. Several outside sources can be the cause of these attacks, including: (name 4)

5. Describe the difference between a Hacker and a Cracker. 
6. A XXX attack occurs when the targeted system cannot service legitimate network requests effectively because the system has become overloaded by illegitimate messages. 

7. Denial of Service attacks come in many forms. Common DoS attacks try to take advantage of weaknesses with XXX, or weaknesses in XXX. 

8. A XXX or XXX attack is designed to overwhelm the software running on the target system. 

9. XXX attacks can be very difficult to stop because they can originate from hundreds or even thousands of coordinated hosts. 

10. A XXX is a program that presents itself as another program to obtain information.
