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Configuring Linux as an NIS Client

Estimated Time: 30 minutes

Objective

To configure a Linux Red Hat system as an NIS server and client.

Equipment

e A computer with Linux Red Hat 7.X installed.

Scenario

The system administrator of a large company has been asked to enable some computer
systems to share information, including a common set of user accounts, user groups, and
TCP/IP hostnames. In order to centralize the administrative efforts involved, the
administrator decides to configure a Linux Red Hat system as an NIS server to manage
the database. The administrator also configures the employees’ computer systems as
NIS clients.

Procedures

Setting up a Linux system as an NIS client

Step 1

Step 2

Step 3

To configure a Linux system as an NIS master server, first configure the system as an
NIS client. Use the following steps to configure a Linux system as an NIS client.

Log in as the root user.

When setting up an NIS client, first get the NIS domain name, NIS master server name,
and the NIS slave server names. In a true running network, these might already be
configured. However, for the purposes of this lab, the names will be invented.

Since there is no NIS domain name, one must be defined. To do so, type domainname
Ciscotest at the shell prompt. After pressing enter, the screen should look similar to
the following.
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Step 4

Step 5

Step 6

Step 7

[root@chi anpowei]# domainname Ciscotest

[root@chi anpoweil#

This command will set the NIS domain name to Ciscotest. To verify the NIS domain
name, type domainname at the shell prompt. The screen should look similar to the
following.

[root@chi anpowei] # domainname
Ciscotest

[root@chi anpoweil #

This command will only set the NIS domain name temporarily. When the system is
rebooted, this information will be erased unless the system is configured to run this
command every time the system boots up. There are many methods that can be used to
force a Linux system to run commands upon startup. Many of these commands have
already been learned or will be learned in this course. One easy method is to edit the
/etc/init.d/network file by using the following steps:

1. First,type vi /etc/init.d/network atthe shell prompt to view the
/etc/init.d/network file so the system is configured properly.

2. After opening the file, press the i key to enter insert mode. Use the arrow keys to
navigate to the ninth line and enter the following text:

# Set the NIS domain name.
domainname Ciscotest

Next, press the Esc key to close this file and return to the shell prompt. Then type
:wq, and press the Enter key.

Set up the /etc/yp.conf file. To work properly, the ypbind daemon needs to know
the NIS domain name and the names of the NIS servers. The ypbind daemon is the
process that runs the NIS service on the system. This information is contained in the
/etc/yp.conf file. Therefore, the file needs to be edited with the proper information. To
edit this file, first open it by entering vi /etc/yp.conf atthe shell prompt.

The vi editor should now be open with the contents of the /etc/yp. conf file in view. As
in the previous step, enter insert mode to make the proper configuration change. Do this
by pressing the ikey. Once insert mode has been entered, navigate to the bottom of the
text and enter the following:

domain Ciscotest server Phoenixl
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Step 8

Step 9

This will define the name of the NIS master server. If the network consisted of NIS slave
servers, they would be entered directly below this text . Enter the following text in this file:

domain Ciscotest server Phoenixl
domain Ciscotest server Tempel
domain Ciscotest server Scottsdalel

Now close this file and return to the shell prompt. Do this by pressing the Esc key. Then
type :wgq and press the Enter key.

To run NIS as a client, start the ypbind and ypwhich daemons. The ypbind daemon
performs two functions, the master and the slave functions. The master process handles
requests for information from the NIS server and the slave process checks the bindings.
The ypwhich daemon finds the NIS server. Starting these daemons and configure them
to run automatically every time the system is booted. To do this, type
/sbin/chkconfig ypbind on atthe shell prompt. The screen should look similar to
the following.

[root@chi anpoweil # /sbin/chkconfig ypbind on

[root@chi anpowei] #There are other ways to accomplish this, but this may be the
easiest way.

At this point, the Linux system should be setup to run as an NIS client. If this system was
connecting to an actual NIS server, the ypwhich and ypcat hosts commands could
be used to test connectivity. However, since this system is not connecting to an NIS
server, these commands will return error messages.

Reflection

Configuring a Linux system can be very useful. What are some circumstances in which
using NIS might be beneficial? When would using NIS not be beneficial?
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Using Device Manager in Windows 2000 Server

Estimated Time: 20 minutes
Objective

Upon completion of this lab, the student will be able to navigate the Windows 2000
Device Manager, locate hardware, and manually reinstall a device.

Equipment
e Windows 2000 Professional or Windows 2000 Server installed.
Scenario
Windows 2000 Server, has just been installed on a PC. While testing devices, it is
determined that the CD-ROM is not working properly. Uninstalling and reinstalling the
CD-ROM device can resolve the problem.
Procedures
First, navigate through the device manager. Then reinstall the CD-ROM driver.
Step 1

Right-click on My Computer and select Properties. List the different tabs available in the
System Properties window.

Step 2

Click on the Hardware tab. Now click on Device Manager. Use the space below to
record what is on the screen.

Step 3

Click on the plus sign next to Keyboards to see the type of keyboard on the system.
Next, double-click on the keyboard.

What is the Device Status?
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Step 4

Click on the Resources tab. List the IRQ that the keyboard is using and then click OK.

Step 5

Locate the CD-ROM device. Click on the box to the left of the DVD/CD-ROM drives. The
CD-ROM installed on the system will be displayed. Double-click the system CD-ROM.
What tabs are listed? What do the tabs contain?

Step 6

Click on the Drivers tab. Click the Uninstall button. Click OK. The computer is
uninstalling the CD-ROM. When it is finished, look at the CD-ROM device. Is the CD-
ROM device there? Why or why not?

Step 7

Reinstall the CD-ROM driver. Click the Action button in the Device Manager. Click Scan
for Hardware Changes. What happened?

Is the CD-ROM drive in the Device Manager?

Reflection

How can using the Device Manager be beneficial to an administrator who is
troubleshooting the devices connected to the server?
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Using the HCL

Estimated Time: 20 minutes
Objective

Upon completion of this lab, you will be able to identify and analyze the compatibility of
system hardware to the corresponding operating system.

Equipment
You will need the following items to complete this lab:
e Internet access
Scenario
You have been assigned the responsibility of loading a Network Operating System onto a
server that best supports the existing hardware. Your manager has asked that the
Network Operating System be Windows 2000, Linux (Red Hat), or Linux (Caldera).
Procedures
In this lab, you will be exploring the websites of the Network Operating Systems listed
above. There are four pieces of hardware that need to be compatible with the Network
Operating System. Compatibility information can be ascertained using the Hardware
Compatibility List (HCL) of each Network Operating Systems. Each NOS website
contains a HCL.
Step 1
Open up three instances of an Internet Browser.
Step 2
The websites are as follows, Copy/Paste or type each URL into the browser:

e Windows 2000 Server:

http://www.microsoft.com/windows2000/server/howtobuy/upgrading/compat/defa
ult.asp

Once connected click on the Hardware Devices tab. Now you can start your
search.

e Linux (Red Hat):

http://hardware.redhat.com/

Once connected, click on Hardware Compatibility List and you can now start
your search.

e Linux (Caldera):

http://www.caldera.com/support/hardware/
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http://www.microsoft.com/windows2000/server/howtobuy/upgrading/compat/default.asp
http://www.microsoft.com/windows2000/server/howtobuy/upgrading/compat/default.asp
http://hardware.redhat.com/
http://www.caldera.com/support/hardware/

Once connected click on OpenLinux eSERVER 2.3 and you can start your
search.

Step 3

Using the HCL gather information concerning the hardware components below.
Depending whether or not the product is supported by the NOS, write yes or no next to
each device.

Network Operating Systems
Device Product Windows 2000|Linux(Red Hat) | Linux(Caldera)

Network Interface Card |3Com Etherlink XL (3¢905)

Video Card RAGE 128 PRO

CPU Pentium Il

Hint:Type, compatable
CPU in the "Search AMD K5
This Site" box AMD Ko-IlI

SCSI DELL PowerVault 110T LTO

Reflection

Which website did you find to be the easiest to navigate and find the information you
were looking for?

Which website was the most difficult to navigate?

7 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.




Adding Swap File Space in a Linux System

Estimated Time: 20 minutes

Objective
To assess and add swap space in a Linux Red Hat operating system.

Equipment

e A computer with Linux Red Hat 7.X installed

Scenario
The system administrator of a large company notices that one of the Linux Apache Web
servers for the internal company Web site has been running slowly, and most of its
resources have been used up. Most of the IT budget for the year has been spent.
Therefore, adding more RAM is not an option. The administrator decides to add more
swap space to the server instead.

Procedures

Step 1: Assessing swap usage
In order to determine how much swap space to add, first look at the size of some files on
the system. Determine how much memory is being used and how much is left on the

system.

The free command in Linux can be used to check the system memory. Type free -m
-t at the shell prompt.

How much physical memory is available? How much physical memory is being used?
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Step 2: Adding a swap file

To add swap space on a system, add a swap file by using the following steps:

1.

2.

Log on to the system as root.

Create a file that is equal in size to the swap file that is going to be created. Do this
by using the dd command. Enter the following command at the shell prompt:

dd if=/dev/zero of=/swapfile bs=1024 count=131072
The screen should look similar to the following.

[root@chi anpowei] # dd if=/dev/zero of=/swapfile bs=1024
count=131072131072+0 records in

131072+0 records out

The swap file that was created will need to be setup. After it is setup, the Linux
system can use it to swap memory to a disk use the mkswap command to enable
Linux to use the new swap file. However, the new swap file will not be active. Enter
the following command at the shell prompt:

mkswap -f /swapfile

or

/sbin/mkswap -f /swapfile

The screen should look similar to the following.

[root@chi anpowei] # /sbin/mkswap —f /swapfile

Setting up swapspace version 1, size 134213632

To activate this swap file, use the swapon command. To make this swap file inactive,
use the swapoff command in place of the swapon command. Enter the following
command at the shell prompt:

swapon /swapfile

or

/sbin/swapon /swapfile

The screen should look similar to the following.

[root@chi anpowei] # /sbin/swapon /swapfile

[root@chi anpowei] #
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5. Now, check to see if the swap file is enabled. Use one of the following commands.
cat /proc/swaps
or

free

The swap file that was just created will not be used the next time the system is
rebooted unless the entry in made in /etc/fstab.

Reflection

This method is the quickest and easiest way to add swap space. However, it does create
some problems. By creating this swap file on a partition that is already being used, the
file can become fragmented as the partition gets used more and more. What are some
other methods that can be used to add a swap file?
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Installation Demonstration of Windows 2000 Professional

Estimated Time: 50 minutes
Objective

In this exercise, the student will learn how to install Windows 2000 Professional step by
step.

Equipment
The following equipment is required for this exercise:

o A computer with no operating system installed, or a computer with at least one
blank partition with no operating system on it.

e A processor of Pentium class or better.
e A minimum of 2 GB hard drive with at least 1 GB of free space.
Scenario

A new computer has just been delivered and the technician is assigned the task of
installing Windows 2000 Professional.

Procedures

In this lab, the student will learn how to install the Windows 2000 Professional operating
system.

Installing Windows 2000 Professional
Note: In this lab, Windows 2000 Professional will be installed from the CD.

1. Turn on the computer, and enter CMOS setup. After the beep, press the DEL key to
enter CMOS setup.

2. Using the arrow keys, select the BIOS FEATURES SETUP and press the Enter key.

3. If the boot sequence is not set to boot from CDROM first, scroll down and change the
boot sequence to boot from CD-ROM first, by using the Page Up, Page Down, (+) or
(-) keys.

4. Insert the Windows 2000 CD into the CD-ROM drive.

5. Press the Escape key once.

6. Select Save and exit setup, and press the Enter key.

7. Type Y and press the Enter key.

8. If prompted to press any key to boot from CD, then press any key. The message

“Setup is configuring your computer’s hardware configuration ...” should be
displayed.
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9. A blue screen will appear with the message Windows 2000 Setup. Wait while
Windows 2000 loads files.

Hindows 2HEE Setup

Setup iz starting Hindows 2HH8

10. The next screen offers three options, as shown on the screen below. This lab uses
option 1. Press Enter to begin installation of Windows 2000.

Windows 2888 Professional Setup

Welcome to Setup.
This portion of the Setup program prepares Microsoft(R>
Windows 28BBC(THM> to run on your computer.

= To set up Windows 2HBBH now, press ENTER.

= To repair a Windows 20B@ installation, press R.

= To guit Setup without installing Windows 2888, press F3.

ENTER=Continue R=Repair F3=Quit
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11. Press F8 to accept the Licensing Agreement.

Hindows 2B@8 Licensing Agreement

3606 30E-0E 30E--0E 0E-E 0E-E 0E-E 0E-E 0E -0 000 000 000 000 00 00 00 B E PEBE PERE PEIE PEIE PEIE PEIE PR MMM MMM N NN NN

Microsoft Windows 2080 Professional Licensed Copies: 1

E-0E 30E--0E 0E--0E -0E--0E -0E--0E -0E--0E -0E-0E -0E -0 -0 -0 -0 -0 -0 -0 -0 BE-BEBE BEBE BEBE BEBE 3B 3N

END-USER LICENSE AGREEMENT

3o 006 P00 o0 -6 0 006 B -0 0P 006 B0 00 BE-BE 0 00 BB -0 0 006 B0 E-BE BE-BE

IHPORTANT-READ CAREFULLY: This End-User License Agreement
("EULA"> is a legal agreement hetween you C(either an
individual or a single entity? and Microsoft Corporation for
the Microsoft software product identified ahove,. which
includes computer software and may include associated media,
printed materials, and “online" or electronic documentation
C"Product">. An amendment or addendum to this EULA may
accompany the Product. YOU AGREE TO BE BOUND

BY THE TERHS OF THIS EULA BY INSTALLING.

COPYING, OR OTHERWISE USING THE PRODUCT. IF

YOU DO NOT AGREE. DO NOT INSTALL OR USE THE

PFRODUGT ; YOU MAY RETURN IT TO YOUR PLACE OF

PURCHASE FOR A FULL REFUND.

1. GRANT OF LICENSE. Microsoft grants you the following
rights provided that you comply with all terms and
conditions of this EULA:

# Installation and use. You may install, use. access.

PAGE DOWN=Next Page

F8=1 agree ESC=I do not agree
12. Windows will now show all partitions, and prompt to select which one to install to. If
there are no partitions available, then select To create a partition in the
unpartitioned space, press C. to create a partition and install Windows on this
partition. If a partition already exists, then follow the options on the screen to delete it.
Press the Enter key to begin the installation.
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HWindowsz 2888 Profezsional Setup

The followi ig h the ex ing partitions -and
unpartitioned s on this computer.

Uze the UP and DOWW ARRROW keys to select am item in the list.

= To szet up Windows 2888 on the selected item, press EMTER.

= To create a partition in the unpartitioned space. press C.

= To delete the selected partition. press D.

1999 HB Disk 8 at Id & on bus 8 on atapi
Unpartitioned space 1998 HE

13. Select Format the partition using the NTFS file system and press Enter. NTFS
offers more security than FAT32, and should be the file system of choice when
installing Windows 2000.

ZAA8 haz heen
Bat Id B on bus B on :
partition nAust be Format
em fo
ct the fil

zelepct a different

B
Format the partition uzing the FAT file

ENTER=GContinue  ES
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14. Windows formats the partition with the specified file system. This may take several
minutes, depending on the size of the hard drive.

Wind 2088 Profe onal Setup

Please wait while Setup formats the partition
Gz Hew <Unformatted) 1396 MB

on 1999 HD Disk B at Id B on bus B on atapi.

Setup iz formatting...

15. Setup will now check the disk and copy files needed to install Windows 2000.

Window

Please wait while Setup copiesz filez to the Windows 2888
in allation folde
This may take several ninut to conplete.

Betup iz copying Files...
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16. The system will reboot and continue with setup. Do not press a key to boot from the
CDROM.

17. Click Next when the setup wizard appears. Setup will start detecting and installing
devices on the computer. If Next is not clicked, Windows will automatically go to the
next step.

[ Windows 2000 Professional Setup

Welcome to the Windows 2000
Setup Wizard

Thiz wizard metall: Windows 2000 Prafessional on your
computer. The wizard needs 1o gather some information
about you and o computer 1o sl up Windows 2000
propely

Chck Hext to contiinue with Setup

X

Hest >

18. Click Next when the Regional Settings window appears.

Windows 2000 Professional Setup ;
Regional Settings m %

You can customize Windows 2000 far different regions and languages.

The system locale and uszer locales control how numbers, curencies, and dates
appear.

The zystem locale i set to English [United Statez], and the uzer locale is set o
E nglizh [United States] for all users on the computer.

To change zustem or uzer locale [%ttings, click Cugtomize. Customize... i

§ The keyboard lapout controlz the characters that appear when you type.

E ach uzer will use the 15 kevboard layout.

< Back Mewst >

Ta change the kevboard layout, click Custamize. Cuztomize,.. 1

i
5

19. Enter Administrator for the name and CWA for the organization.
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20. Click Next.

Windows 2000 Professional Setup 1

Perzonalize Your Software i 1
Setup uses the information pou provide about yourzelf to personalize pour Windows 3@ '

2000 zoftware. %N ......... .
y i Tope vour full name and the name of vour company or organization.
i

M ame: !

Organization; a

3

¢ Back I Mest » I

21. Enter the product key that came with the Windows 2000 CD.

Windows 2000 Professional Setup

Your Product Key
“our Product Key uniquely identifies your copy of “Windows 2000,

Brmmmm

The 25-character Product K.ey appears an the yellow sticker
oh the back of your Windows 2000 CD caze.

FRODUCT REY:
LY
| 11111-ARARAT1T11-ARARAT1T

Type the Product F.ey below:

Froduct Key:

< Back I Hest > I

22. Click Next.
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23. Enter KIT2 for the computer name text box, and password in the administrator
password box and confirm password text boxes. Be sure to enter the password in
lower case letters, because Windows 2000 is case sensitive for passwords.

Windows 2000 Professional Setup

Computer Hame and Administrator Password
“You must provide a name and an Administrator passward for your computer.

Setup has suggested a name for your computer. [F pour computer is on a
network, your network. administrator can tell pou what name o use,

LComputer name:; i

s Setup creates a user account called Adrinistrator. vou uze thiz account when
E&3a  pou need full aocess to pour computer,

Tupe an Adminigtrator password, %

Administrator password: i

Confirm pazsword: i

< Back I Mext » I

24. Click Next.

25. Enter the correct date, time, and regional area for the location.

Windows 2000 Professional Setup

Date and Time Settings
Set the correct date and time for pour Windows computer.

~Date & Time-

Saturday , Februan 19, 2000 j |11:14:05 P =

~Time Zone

[GkAT+07:000] B Copenhagen, tadrid, Paris

v Avtamatically adjust clock for daylight saving changes

< Back I MHext » I

26. Click Next.
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27. Click Next to do a typical installation.

Windows 2000 Professional Setup

Metworking Settings

Inztalling netwark, saftware allows vou o connect ta ather camputers, netwarks.,
and the Internet,

5_1':_‘1,_' Chooze whether ta use typical or custom settings:
Lt
Creates network connections uzing the Client for Microsoft Metwarks, File

and Print Sharing for Microzoft Metworks, and the TCPAP tranzport
pratocol with automatic addrezsing.

{ " Custom settings
Allows wou bo manually configure networking components.

L3

< Back | Mext = |

28. Click Next to install this computer as a member of the workgroup, workgroup. This
will take up to ten minutes to complete.

Windows 2000 Professional Setup =

Workgroup or Computer Domain

A workgroup iz a collection of computers that have the zame workgroup name. &
domain iz a collection of computers defined by a network. administrator,

Cio you want this computer to be a member of a domain’?
[''ou may need to obtain thiz information from wour nebwark, administrator ]

{* Mo, this computer iz not on a netwark, or is on & netwark, without a domain
Type a workgroup name in the following bos,

" “es. make thiz computer a memmber of the following domain:

Warkaroup ar computer damain;
wORKGROLUP

¢ Back | ﬂe:-:t>£|
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29. Remove the Windows 2000 CD, and click Finish to restart windows.

Windows 2000 Professional Setup B2

Completing the Windows 2000
Setup Wizard

“f'ou have succeszsfully completed YWindows 2000 Setup.

If there iz a CO i your drive, remove it Then, to restart
vour computer, click Finish,

< Bk

30. Click Next when the Welcome to the Network Connection Wizard window appears.

Metwork Connection Wizard

Welcome to the Network
Connection Wizard

IJzing this wizard you can create a connection bo ather
computers and network s, enabling applications such as
e-mail, WWeb browsing, file sharing, and printing.

To continue, click Mext.

< Back I Mext » I Cancel
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Network Identification Wizard
Users of This Computer
wWha can log on to this computer?

You can require all users to enter a user name and password to log on, or you can
have Windows assume the same user will always log on ko this computer,

“Which option do wou prefer?

™ Users must enter a user name and password ko use this computer,

% Windows always assumes the Following user has logged on to khis computer:

User name: |User &

Password: | [

Confirm password: |

<= Back | Mext = I Cancel |

31. Select the radio button User must enter a user name and password to use this
computer.

32. Click Next.
33. Click Finish to complete the Network Identification Wizard.
34. This is the last step in the process.

Windows 2000 Professional Setup =

Performing Final Tasks
Setup must complete a final set of tasks.

(| Please wait while Setup:

o
+ Ingtalls Start menu items
= Reqgisters components

Saves settings

Removes any temporan files uged
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35. The log on box will be displayed. Log on with the Administrator account and
password that were created during Setup.

Log On to Windows

Professional

Built on NT Technology

T TR = R |

Liser name: E-ﬁ-l;i'niristratur

Password: E sbkkahok |

[ Log on using diak-up conneckion

| K, I Zance! Shubdaovn. .. Opkions =<

36. Enter password in the password text box, and click OK.
37. The system will now log on and launch the Windows 2000 Desktop.

38. Remove the check from the Show this screen at startup screen.

i Getting Started with Windows 2000 i ﬂ
o e ]

Register Now

Getting Started

IUse Internet Explorer to find and view infarmation from
&ll sources including the Internet,

Discover Windows

Connect to the Internet

IJse Qutlook Express to send and receive e-mail
messages.

Internet  Qutlook
Explorer  Express

39. Click Exit.

Windows 2000 has now been successfully installed.
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Troubleshooting

Before proceeding with the installation, confirm that the system meets the proper
hardware requirements. Also make sure that the Operating System is being installed on
either a blank partition or a hard drive that has enough space to install the operating
system.

When the installation is complete check hardware settings to see if the network card
driver is installed. Upgrade the driver if necessary.

Ping the instructor’s server to check network connectivity.
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Configuring an IP Address and Default Gateway in Windows 2000

| L=
I

Estimated Time: 20 Minutes
Objective
Configure a Windows 2000 Professional IP address.
Equipment
The following equipment is required for this exercise:
e A computer system with Windows 2000 Professional installed.
o Network connection from the system to hub, switch, or some other host.
Scenario
The Air Guitar Company has just installed a server with Windows 2000 Professional. The
company has asked the network administrator to configure the system with an IP address
and subnet mask.
Procedures

Before beginning this lab, make sure the Windows 2000 Professional system is ready to
log in. Power the server on, if necessary.

Ask the instructor or a lab technician for the appropriate IP address information for the
system. Record that information in the table provided:

Host IP Address Configuration |

IP address:

Subnet mask:

Default gateway:

DNS server

DHCP server Enabled/Disabled

Note: If the instructor provides a DHCP server, write down the IP range, subnet mask,
and default gateway for the network.
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Step 1: Log in

Step 2:

Log in as the Administrator.

Configure TCP/IP to use a static IP address

Right-click My Network Places, and then click Properties. This will display the Network
and Dial-Up Connections window.

1.

2.

8.

9.

Right-click Local Area Connection and then select Properties.
The Local Area Connection properties dialog box appears.

Click on TCP/IP Verify that the check box to the left of the entry is selected. Then
click Properties.

The Internet Protocol (TCP/IP) Properties dialog box appears.
Click Use The Following IP Address.

In the IP Address box, the Subnet Mask box, and the Default Gateway box, type the
values that were entered in the table in the Procedures step of this lab.

Click OK.
Click OK to close the Local Area Connection Properties dialog box.

Minimize the Network And Dial-Up Connections window.

Step 3: To test the static TCP/IP configuration

1.

Open the Command Prompt. Select Start > Run and type emd in the window to
display a command prompt.

At the command prompt, type ipconfig /all and then press Enter.

This will display the TCP/IP information configured on the physical and logical
adapters in the computer.

Record the current TCP/IP configuration settings for your local area connection in the
following table:

Current IP Address Configuration

IP address:

Subnet mask:

Default gateway:

DNS Server

DHCP Server Enabled/Disabled
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Step 4: Using Ping

1. Atthe command prompt type ping xxx.xxx.xxx.xxx (replace the xxx.xxx.Xxx.xxx
with the IP address that was entered for the computer. Example ping 10.1.1.5)

This will send messages to the system to test if the IP address information was entered
correctly.

A successful reply is displayed like the output shown below,

WINNT" System32'cmd.exe

Microsoft Windows 2008 [Uersion 5.MAA.21951
(C>» Copyright 1985-2080 Microsoft Corp.

C:s>ping 171 .68.1108.143
Pinging 171.68.118.143 with 32 hytes of data:

171.68.118.143: hytes=32 time<{1Bms TTL-128
171.68.118.143: hytes=32 time<{iBms TTL=128
171.68.118.143: hytes=32 time<{1Bmsz TTL=128
171.68.110.143: hytes=32 time{iBms TTL-=128

Ping statistics for 171.68.118.143:

Packets: Sent = 4, Received = 4, Lost = B {8z loss).
Approximate round trip times in milli-seconds:

Minimum = Bmns, Maximum = Bns, Average = Bns

Civy

Troubleshooting

As an IT professional, configuring and troubleshooting TCP/IP can be a daily activity.
Always double-check the static IP configuration. Most operating systems will issue a
warning when another node on the network with the same IP address is detected. Be
careful when manually entering IP configuration settings, especially numeric addresses.
The most frequent cause of TCP/IP connection problems is incorrectly entered IP
address information.
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Logging on to Windows 2000 Professional

Estimated time: 10 minutes
Objective
In this exercise, the student will learn how to log on to Windows 2000 Professional.
Equipment:
The following equipment is required for this exercise:
e A computer with Windows 2000 Professional installed.
Background

The option to Log on to Windows 2000 Professional must be enabled in order to give
users the ability to log on to either a network domain or a local computer.

The logon process is the main component of security for the Windows 2000 Professional
operating system. It defines who is accessing the computer and its network resources. It
also specifies the rights and permissions the user has for accessing these resources.

Procedures

In this lab, the student will log on to the local computer using the local administrator
password. Logging on to the local computer as administrator will give the student full
administrative control of this computer, but the student will not have access to any
network resources. The student will have to log on to the domain using a domain user
account in order to have access to network resources.

Step 1: Log on to the Local Computer

1. When the computer finishes booting, the Windows 2000 Professional logon screen
displays.
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Log On bo Windows "

Professional

Built on NT Technology

S e R

I A

Llser name; E-ﬁl:l’ninisl:ral:ur

Password: | *E

[ Log on using diskup conneckion

ik, Zzncel Shubdawan. .. Options <<

2. Log on with the following information:
Username: Administrator

Password: cisco This does not match with what was created in the installation
lab? password

Passwords are case sensitive and only display asterisks when they are entered.

3. Press the Enter key, or click the OK button to log on to the local Windows 2000
machine.

Step 2: Log off of Windows 2000
1. The user must first log off of the system before logging on to Windows 2000 again as
a new user. Click the Start button and select Shut Down to display the Shut Down

Windows dialog box.

2. Select Log off Administrator from the drop-down box. The administrator will now be
logged off and the system will return to the start-up screen.
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Using the Windows 2000 Professional GUI

\i

Estimated Time: 15 Minutes
Objective

In this exercise, the student will explore the basic features of the Windows 2000
Professional GUI.

Equipment
The following equipment is required for this exercise:

e A computer system with Windows 2000 Professional with administrative tools
enabled.

Scenario
The Air Guitar Company has just installed a system with Windows 2000 Professional.
The company has asked the administrator to explore the basic features of the Windows
GUI.

Procedures

Before beginning this lab, make sure that the computer with Windows 2000 Professional
is powered on and ready for log in.

Step 1: Log onto Windows 2000

Once the Windows server boots, the Log On to Windows dialog box appears. Log in
with the following information:

Username: Administrator
Password: cisco

After entering the password, click the Enter button. If the username and password were
typed in correctly, the system will authenticate the user and grant access to the server.
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Step 2: Navigating the Desktop

Once user information is authenticated, the desktop environment will display.

orart ||| [ @ 2 || 22 1031 aM

The desktop environment includes several icons and the taskbar. By default, the taskbar
resides at the bottom of the screen. Windows is designed for a two-button mouse. The
function of left and right mouse buttons is described in the following table below.

Mouse Button Function

Use this button to select and drag
Left )

items.

This button is used to bring up a
Right menu for the selected object (when

applicable).

A user can run applications by opening windows on the desktop. Windows include
borders that can be dragged to resize the window, and graphical buttons that can be
clicked to minimize, maximize, restore and close the window. The table below shows the
window buttons and their function.
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Window Button Function

This button minimizes a window. Clicking its title
- | on the taskbar can restore a minimized window

(the taskbar is part of the panel).

| D I This button maximizes a window.
This button restores a maximized window to its
E original size.

This button closes a window. If the window
H contains an application running in the

foreground, this option will terminate the
application.

The Windows taskbar contains icons that start key applications or opens different menus.
It also contains an area that displays the names of the open windows. A user can switch
between these windows by clicking on the names in the taskbar.

The icons in the table below typically appear on the taskbar.

Taskbar Icon Function

, This icon opens the Start menu.
ﬂ Start

This icon launches the Internet Explorer
Web Browser (iexplore.exe). This is a Quick
Launch icon, and may not appear on all
taskbars.

This icon minimizes all open windows to
reveal the desktop. This is a Quick Launch
icon, and may not appear on all taskbars.

The Windows Start Menu is typically the first place an administrator goes to perform a
task.

Right-click on the taskbar and select Properties, and then click the Advanced tab.
Check the box for Display Administrative Tools and click OK.

Click on the Start button and select Programs from the menu. After the Programs
submenu appears, select the Administrative Tools option, as shown below.
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Once in the Administrative Tools submenu, left-click on Computer Management.

The Computer Management Window offers centralized management that allows a user to

configure most of the system’s key components:

e Network services such a mail, Web, DNS, SNMP

e Shared Folder

¢ Hardware devices (via Device Manager)

e Local Users and groups

e Storage
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mSystem Toals
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@ Event Yigmer &Services and Applications
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ﬁ Performance Logs and Alerts
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Windows 2000 Professional system administrators typically use the Computer
Management Window to complete a majority of their administration tasks. The student
will return to this window in future labs.

The student will explore some of the Computer Management features in the next step.
Step 3: Using Event Viewer

Event Viewer can be used to track down the root of a problem. Now, click on the plus

sign (+) to the left of Event Viewer. The Management Tree will expand to display all of the

logs kept by the Event Viewer.

The Event Viewer is used to track, or log, events on the system. If the system crashes or

the administrator suspects a security problem, the Event Viewer can give some idea as to

what happened.

1. What are the names of the logs shown in the expanded tree?

Click on the minus sign (-) next to Event Viewer to collapse the tree.

Next, click on the plus sign (+) to the left of System Information and highlight System
Summary, as shown below.
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| ation vew Toos || & o AR 2S2RE 2 HE
Tree I Item | Yalue
g Computer Management (Local) N 25 Mame Micrasoft Windows 2000 Advanced Server
E‘ﬁg System Taols Wersion 5.0.2195 Service Pack 2 Build 2195
@ Event Yiewsr 05 Manufackurer Microsoft Corporation
=S System Information System Mame WIMEK
=) N System Manufacturer Dell Computer Corparation
[_ Hardware Resources Syskem Model CiptiPlex Gx110
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-3 Local Users and Groups — o E_‘ L ) — !
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(27 Disk Management Page File Space 309,764 KB
ﬁ? Disk Defragmenter
= Logical Drives
- Remavable Storage =
4| | > 1| |

N

According to the output of the System Summary on the server, what is the version
number of the NOS?

3. Who is the system manufacturer?

B

What type of processor does the server have?

5. What is the BIOS version of the system?

6. What is the total amount of physical memory on the system?

Once the above questions have been answered, close the Computer Management
window by clicking on the “X” at the top right corner of the window.

Step 4: Log off Windows 2000

From the Start menu, log off the system.
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Reflection

Who should have access to the Computer Management window?

What information is provided in the System Summary?

What other information can be found under System Information?
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Using the Windows 2000 CLI

Estimated Time: 10 Minutes
Objective

In this lab, the student will learn how to use the Windows 2000 Professional command-
line Interface (CLI) by executing several commands.

Equipment
The following equipment is required for this exercise:
e A computer with Windows 2000 Professional installed.

Scenario

The system administrator is going to be setting up a telnet administration, which is run
from the command line.

Procedures

In this lab the student will access the CLI. The student will learn and execute various
helpful commands to become familiar with using the CLI and how it works.

Step 1: Opening the CLI
There are two ways to access the CLI:
1. Logon as the Administrator.
2. On the taskbar, click Start > Programs > Accessories >Command Prompt.
3. When the command prompt opens type exit to close the CLI.

4. On the taskbar, click the Start > Run, and then type cmd.
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e | Command Prompt

Step 2: Executing commands and Navigating with the CLI

1.

Press ALT + Enter on the keyboard. The display will then switch to fill the entire
screen with the Windows 2000 CLI.

Type dir at the C:\> prompt. This will show the contents of the C: drive.

Type cd winnt at the C:\> prompt and then dir. This will show the contents of the
C:\Winnt folder.

Type cd\, this will bring the user back to the C:\> prompt.
Type edit autoexec.bat. The autoexec.bat file can be edited with this command.

Press Alt + the letter F, to display the drop-down menu. Go to exit and press Enter to
get back to the command prompt.

Type ipconfig /all to display the network configurations of the computer.

e \Whatis the IP address?

o What is the DNS server address and the hostname of the computer?

Troubleshooting

Using the CLI can help with troubleshooting a variety of problems when the GUI is not
available. Using the CLI will enable a user to effectively access the operating system and
make repairs without crashing the system.
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Navigating the Windows 2000 Professional file system with Windows
Explorer and My Computer

Estimated Time: 15 Minutes

Objective
In this lab, the student will learn how to navigate the Windows 2000 Professional file
system with Windows Explorer. The student will also learn how to use the navigation
tools to locate files and folders.

Equipment
The following equipment is required for this exercise:

e A computer with Windows 2000 Professional installed.

o A Marketing folder with an Excel file named Spreadsheet.xls saved in the
Marketing folder

Scenario

A user needs help locating a lost file. The student will use various ways to navigate
through the system and locate files.

Procedures

The student will use Windows Explorer and My Computer to navigate to files.
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Step 1: Navigating the Windows 2000 file system using Windows Explorer
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1. Right-click the My Computer icon on the desktop or right-click the Start button and
select Explore from the menu.

2. Click on the (+) sign to the left of the MyComputer icon. Locate the local Disk C:\
icon and click on the (+) sign to expand the contents of the drive.

3. If the user clicks directly on the drive, the contents of the drive will be displayed on
the right side of the screen.

4. On the left side menu of Windows Explorer, locate the Documents and Settings
folder and click on the (#) sign next to it. This will display the contents of the folder.

5. Click directly on the folder itself and the contents of the Documents and Settings
folder will display on the right side of the screen.

6. Click on the (+) sign next to the Administrator folder to expand it.

7. click on the (+) sign next to the All Users folder to expand it

8. Now the user has successfully navigated to the Administrator and All Users folder

using Windows Explorer.

9. Close the Windows Explorer Window.
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Step 2: Navigating the Windows 2000 Professional file system using My Computer

Double-click the My Computer icon located on the desktop.

1. This will display all of the drives located on the system.

2. Click on the folder view Ed button located on the menu bar. A drop-down menu
displays the folder and file options in My Computer. Select the Details option to
change the view. The Details view provides important information including the date
last modified, size, and type.

3. Double-click on the Local Disk (C:) icon to display the contents of the C:\ drive.
Change the view to details again if it is necessary to see the file information.

4. Locate the Documents and Settings folder and double-click on it.

5. This will display the contents of the Documents and Settings folder. Within this folder,
locate the Administrator and All Users folders.

Reflection
There are various ways to navigate and to locate files and folders.

1. What is another way to locate files or folders, or to navigate the Windows 2000
Professional file system?
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Adding Users in Windows 2000 Professional

Estimated Time: 10 Minutes
Objective
e Describe the role and purpose of user accounts.
e Plan and create local and domain user accounts.
Equipment
The following equipment is required for this exercise:

¢ A system with Windows 2000 Professional installed with Administrative Tools
enabled.

Scenario

The Air Guitar Company has just installed a new system with Windows 2000
Professional. The company has asked the student to log onto the server and create local
accounts.

Procedures

Before proceeding with this lab, the student will need to obtain information from the
instructor in order to create the new users. The student will need:

e User names

e Full names

o Descriptions

e Passwords

Additionally, the student will need the user name, password and domain to log on as the
administrator.

In this lab, the student will create two user accounts in Windows 2000 Professional. Log
on as the administrator and create the first user. While logged on as the first user, use
the Run As command to gain administrator privileges to create the second user.
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Step 1: Creating a User Account

1. Log on as the Administrator.

2. Go to: Start > Programs > Administrative Tools > Computer Management.

3. Under System Tools, expand Local Users and Groups.

4. Right-click on the Users folder and select New User.

O Computer Management =]
J Ackion  Wiew |J = | | | @
Tree I Mame | Full Mame | Description
g Computer Management {Local) __WIWare_...  _ WIWare_user_ Wiware User
Elﬂ System Toals @F\dministrator Built-in account For administeri
[]..@ Event Viewear QGuest Built-in account For gquest acce:
[]---% System Information IUSR_WINZK Internet Guest Accounk Built-in account For anorymous
E]---ﬁ Performance Logs and Alerts QIWF\M_WINZK Launch IIS Process Account  Builk-in account For Internet In
-] Shared Folders mNetShowServ. . Windows Media services r..,  Windows Media services run ur
i gTsInternetUser TsInternetlser This user account is used by Te
S ] usert The user
[—]@ Storage Vigw >
----- (7 Disk Man, —=
----- E Disk Defr  Refresh
= Logical D1 Expork List,..
E]--@ Remowvat ——
[]--@ Services and Help
1] | i
reates a new Local User account |
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5. Create the first new user. Enter all information as provided by the instructor.

Note: Make sure that all options are unchecked.

6. When finished, click the Create button.

The new user has now been created.

New User ﬂ E
User name: IL::u:aILI sl
Eull narne: IJ ohn Doe
Description: IEnter a dezcription here. .
Pazsword: I"“’“‘""""

LConfirm pazssword:

Ixxxxxxxx

[T User must change password at next logon

™ User cannat change password
[ Pazzword never expires
[T Account is disabled

Create I Cloze

7. Log off of the system.

8. Using the account information that was just created, log back on to the system.

Note: Since the student is now a new user, Administrative tools will not be available.
Follow these steps to add Administrative tools to the start menu:

a.

b.

C.

d.

Right-click on task bar and click Properties

Select the Advanced tab

Under the Start Menu Settings, check the Display Administrative Tools

Click Apply and click OK to exit back to the desktop

9. The second user will be added with the “Run As” command.

10. Go to Start > Programs > Administrative Tools > Computer Management.
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11. Right-click on Computer Management and select Run As. Enter the Administrator
Account Information and click OK.

Run As Other User E |

‘¥ou may not have the necessary permissions to use all
the Features of the program wou are about to run. You

may run this program as a different user ar conkinue ko
run the program as WINZK)\Administrator,

" Run the program as WINZEA&dministrakar

—{% Run the program as the following user:

User name: I Adrniniskr akor

Password: I

Darmain; I |

0K I Cancel

This grants administrator privileges to this instance of Computer Management only.
12. Repeat steps 2-7 to create the second user.

Troubleshooting
To create accounts in Windows 2000, the user must be either logged onto the server as
Administrator or operating the tools as Administrator with the “Run As” option. If problems
are encountered while creating these accounts, verify that the necessary administrative
privileges are had by logging off of the server and logging on again using the
Administrator account.

Reflection

2. What are some of the other applications found under the Administrative Tools of the
Start menu?

3. Isthe Run As option available for any other Administrative Tools in Windows 2000
Professional?

4. Why is it important that only an administrator is allowed to create user accounts?
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Managing User Accounts in Windows 2000 Professional

Estimated Time: 15 Minutes

Objective

In this lab, the student will learn how to manage user accounts using the Windows 2000
Professional operating system. Also discussed are the features and tools that are used to

manage user accounts.

Procedure

In this lab, the student will learn some of the Windows 2000 Professional techniques that
are used to manage the user accounts after they are created. The student will use the

studentA1 and the studentA2 accounts that were created in a previous lab.

Step 1: Changing User Account Properties

1.

2.

Log on to the system with the Administrator account.

Open the Computer Management screen by selecting Start > Programs >
Administrative Tools > Computer Management.

Click on the plus sign (+) next to the Local Users and Groups icon to expand it.
Click on the Users folder to display the list of users in the right side of the screen.
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5. Right-click on the StudentA1 account and select Properties.

6. Select the User Cannot Change Password and the Password Never Expires radio

buttons. Next, click Apply, and then click OK.
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Step 2: Changing a Password

1. Right-click on the StudentA1 account and click Set Password. Type in a new
password and then type it again to confirm the password. Click OK.

Step 3: Resetting a User’s Password

Ixxxxx

Mew pazsword:

Coanfirmn passward: Ix““l

s I Canzel

1. Right-click on the StudentA1 account and select Properties.

2. Uncheck the User Cannot Change Password and the Password Never Expires
radio buttons. The User must change password on next login box will display.
Click Apply and then click Close to exit.

3. Log off as the administrator and log on with the StudentA1 account. When logging
back on, a message prompting will be displayed the user to enter the new password.
Type it in and then confirm it. Log in with the StudentA1 account.
4. Log off as StudentA1.
Step 4: Deleting an Account

1. Open the Computer Management screen from administrative tools in the start
menu.

2. Navigate to the StudentA1 account.

3. Right-click on the account and select Delete. Read the message and select Yes to
confirm the deleted message.

Local Users and Groups _ ]

3 Each uset is represented by a unique identifier which is independent of the user name, Once a user is deleted, even
' creating an identically named user in the future will not restore access ko resources which currently include the user in
their access contral lists.,

fire yol sure you want ko delete the user Stugl?

Yes Mo
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Troubleshooting
Sometimes a user will have problems with their account. Passwords can be forgotten or
entered incorrectly and after a certain number of attempts, a user can be locked out.
These tasks can be used to unlock the account. User account management should be
kept simple in order to maintain the large number of user accounts in a large company.
Reflection

1. What other method can be used to change user account information?
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Creating Files and Directories Using Windows 2000 Professional

Estimated Time: 15 Minutes
Objective

In this lab, the student will learn how to create files and directories in Windows 2000
Professional.

Equipment
The following equipment is required for this exercise:
o A computer system with Windows 2000 Professional installed.

Scenario
The IT department has purchased some new computer systems. They want new
directories and files created on the server for the people that are going to be receiving
these new computers.

Procedures

In the first step of this lab, the student will create a directory or folder. Then, the student
will create a file and save it inside the directory.

Step 1: Creating a Directory
1. Log in as the Administrator.
2. Right-click on the My Computer icon, or the Start button and select Explore.
3. Locate the Local Disk (C:) and click on the plus (+) sign to expand this drive.

4. Click on the Local Disk (C:) icon to display the contents of this drive on the right side
of the Windows Explorer screen.

5. Move the cursor to the right side of this screen, right-click in an open area and select
New > Folder, to create a new directory on this drive.

6. When the folder is created, name it Lab 5.3.5.
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Step 2: Creating a File
1. Double-click on the Lab 5.3.5 folder to open it.

2. Right-click on an open space in the directory and select New > Text Document, to
create a new file on this drive.

3. When the file is created, name the file Lab 5.3.5 document.

4. The file can now be opened and edited or saved. Double-click on the file to open it
and then type the sentence below.

| have learned how to create a file and directories with Windows 2000
Professional.

5. Close the document and select Yes when asked to save the file.

Troubleshooting
Make sure that file names contain valid characters. There are some characters that
Windows will not allow in a file or folder name. Do not use the following characters listed

below.

VARRSY
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Creating Groups in Windows 2000 Professional

Estimated Time: 20 Minutes

Objective
e Create groups in Windows 2000 Professional.
e Add members to these groups and organize user accounts.

Equipment
The following equipment is required for this exercise:
o A system with Windows 2000 Professional installed.

Scenario
The ABC Company stores sales reports on their Windows 2000 Professional computer.
The company would like to allow specific users to access these reports over the network.
The network administrator’s task is to create and configure the necessary groups to
accommodate this request.

Procedures
A group is a collection of user accounts. Groups are used to simplify the management of
users and access to shared resources. Groups allow a user to define permissions for
multiple users at one time. After group permissions are defined, members are then added
to the group. Windows 2000 provides different types of groups for different tasks.
In this lab, the student will create two local groups called Marketing and Engineering. The
student will than create LocalUser1, LocalUser2, LocalUser3, and LocalUser4. The
student will add users to the Engineering group, and then remove a user from the
Engineering group.
Note: LocalUser1 and LocalUser2 were deleted in lab 8.3.2.

Step 1: Creating Local Groups

1. Log in as the Administrator.

2. Open the Computer Management screen. Click on Start > Programs >
Administrative Tools > Computer Management.

3. Click on the plus (+) sign to expand Local Users and Groups, and then click Users.
This will display the list of current and built-in local users in the details pane.
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10.

11.

12.

13.

14.

Create the accounts LocalUser1, LocalUser2, LocalUser3, and LocalUser4. Give
each account a full name and make the password for each account, password.

Now, click Groups. This will display the list of current and built-in local groups in the
details pane.

To create a new group, right-click on the right panel and select New Group. The New
Group dialog box will be displayed.

Type Marketing in the Group name box. Then type Access to Client Files in the
Description box. Click on the Create button.

The Select Users or Groups dialog box displays.

Scroll down the list of users to find the LocalUser1 and LocalUser3. Hold the Ctrl
key down and select LocalUser1 and LocalUser3 and click Add. Click OK.

In the New Marketing Group dialog box, notice that LocalUser1 and LocalUser3
are listed in the Members box. Click Create.

Windows 2000 Professional creates the group and adds it to the list of users and
groups. Note the New Group dialog box is still open and might block the view of the
list of users and groups.

Repeat steps 5-10 to create a group named Engineering. Type Access to design
files in the description box, and make LocalUser2 and LocalUser4 members of the
Engineering group.

When both groups have been created, click Close to close the New Group dialog
box.

Notice that the Engineering and Marketing groups are listed in the details pane.

Step 2: Adding and Removing Members

1.

In the details pane of Computer Management, double-click on the Engineering
Group.

The Engineering Properties dialog box displays the properties of the group. Notice
that LocalUser2 and LocalUser4 are listed in the Members box.

To add a member to the group, click Add. The Select Users or Groups dialog box
will display.

In the Name box, select LocalUser3, click Add, and then click OK.

The Engineering Properties dialog box will list LocalUser2, LocalUser3, and
LocalUser4 in the Members box.

Select LocalUser4 and then click Remove.

Notice that LocalUser4 is no longer listed in the Members box. LocalUser4 still
exists as a local user account, but it is no longer a member of the Engineering group.

Click OK.
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Step3: Deleting a Local Group

1. Right-click the Engineering group in the Computer Management details pane, and
select Delete.

A Local Users And Groups dialog box appears, asking whether or not to delete the
group.

Click Yes.
Notice that the Engineering group is no longer listed in the Computer Management
details. The members of the group were not deleted. LocalUser2 and LocalUser3

are still local user accounts on the computer.

Click the x in the upper right hand corner of the window to close Computer
Management.

Troubleshooting
The user must be logged onto the system using an account with administrative privileges
to perform system administrator tasks in Windows 2000 Professional. If there are any
problems finding the necessary tools or making changes to the system, make sure to be
logged on as the Administrator.

Reflection

What are some benefits of using groups to control access?
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Assigning Permissions in Windows 2000 Professional

Estimated Time: 30 Minutes
Objective

In this exercise, the student will learn how to assign NTFS permissions to the folders
based on the scenario that is described in the following section.

Equipment
The following equipment is required for this exercise:
e A computer with Windows 2000 Professional formatted with NTFS.

Scenario

There is some sensitive data that needs to be contained Create the folders and assign
the proper permissions to the folders. The goal is to give LocalUser2 permissions to be
able to create and delete files in these folders and prevent LocalUser1 from doing so.

Procedures

In the first part of the lab, create the folders and assign permissions using the chart as a
guide to help create the folders and assign the proper permissions. Then, assign
permissions to folders based on the following chart. In the second part of the lab, log in to
the system as the administrator to test the permissions.

Step 1 Initial Lab Setup

First, create the folder structure exactly as it is shown in the following chart on the C:\
drive of the computer. 1. Create a folder on the C:\ drive. Name it Chemistry.

2. Next, create two more folders within the Chemistry folder. Name one Experiments
and the other Laboratory.

3. Now, open the Experiments folder and create a new folder. Name it Week 3.
Assign users and permissions to the following folders. Use the LocalUser1 and

LocalUser2 accounts that were already created. Log on to the system as one of the
users and test these NTFS permissions in the second part of the lab.
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Folders Users & Groups Permissions

Users Group > - Read & Execute
C:\Chemistry

Administrators Group—> -> Full Control

Users Group »> - Read & Execute
C:\Chemistry\Experiments

Administrators Group »> -> Full Control

Users Group »> - Read & Execute
C:\Chemistry\Experiments\Week_3 | Administrators Group »> -> Full Control

LocalUser2 - Modify

Users Group - - Read & Execute
C:\Chemistry\Laboratory
Administrators Group - -> Full Control

Step 2 Verifying NTFS
1. Log in as the Administrator.
2. Open My Computer and right click on the C:\ drive.
3. Click Properties.
4. Under the general tab, verify that the file system is NTFS, click OK.
If the file system is not NTFS then this lab will not work.
Step 3 Assign NTFS permissions for the folders
Only the Administrator account can complete the following steps.
1. Open Windows Explorer and navigate to the Chemistry folder.

2. Right-click the Chemistry folder and select Properties. The properties box should be
displayed for the folder in the General tab view.
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Chemistry Properties ?I ){I

General I Sharir‘lgl Securit_lrll

CI IChemiStr_l,l

Twpe: File Folder
Location: it
Size: O bytes

Size on dizk: 0 bytes

Contains: O File=, 3 Folders

Created: Today, March OB, 2002, 2:57: 31 Fhd

Attributes: I Readonhd Advanced... |
I Hidden

3. Click on the Security tab.

4. Next click the Add button to add permissions for the user or group accounts
according to the chart in Step 1.

Note: (This needs to be done for each folder in the chart but this can only be done
one folder at a time.) When you click the Add button, Windows will display the Select
Users or Groups box.
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i 5elect Users or Groups

Lookin: | SOUTHTROOM101

I ame | In Folder | -

ﬁ Evemone

ﬁ.ﬁ.uthenticated Uszers
€3 ANONYMOUS LOGON
€L EATCH

€L DIALUP

€ INTERACTIVE

€3 NETWORK

addl | [ Ehesk Names

<< Tupe names separated by zemicolons or chooze from ligt x>

)% Cancel

Make sure that the name of the computer in the computer box is your computer, if it
is not scroll through the drop-down menu and select your computer.

According to the chart in Step 1, begin adding user accounts and group accounts by
selecting them in the name box and clicking the Add button. Again, do so according
to the chart in Step 1, then click OK.

Note: Do not proceed to Step 7 until all Users & Groups have been added to the
specified folder according to the Chart in Step 1.

To assign permissions, click on the users group and set the permissions according to
the chart in step 1 by checking the appropriate box. Do this by right clicking on the
folder and selecting the Security tab just like in steps 2, 3, & 4. Then click on the
Admin group and set the permissions by checking the appropriate box. Next click
Apply and then OK to close the window.

Repeat steps 6 & 7 for each folder that is highlighted in the chart in Step 1.
When finished, click OK to return to the properties dialog box for the folder.

Now go back to the Chemistry folder and open the properties box by right clicking on
the folder and selecting Properties. Then, select the Security tab again. If the
properties box contains user accounts and groups that are not listed in the chart
remove them by selecting them and then click Remove. The Everyone group must
be removed, otherwise it will inherit the permissions. To remove the Everyone group,
deselect the box next to, Allow Inheritable permissions from parent to propagate
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to this object. A warning message will appear. Read it first and then select Remove
to confirm that the Everyone group will be removed. The Everyone” group should
automatically be removed at this point.

Note: If it does not, then manually remove the Everyone group by selecting it and
clicking Remove.

10. Click OK to save the changes and close the properties box.
11. Close all the boxes and log off Windows.
Step 4: Test the NTFS permissions you assigned in Step 1

1. Test the permissions for the Week 3 folder while logged on as LocalUser1 by doing
the following:

e Logon as LocalUser1, and navigate to the Chemistry\Experiments\Week 3
folder.

e Try to create a file in the Week 3 folder.
Was the attempt to create this file successful?
Test the permissions for the Week 3 folder while logged in as LocalUser2

e Log off Windows and Log back on as LocalUser2, and then navigate to the
Chemistry\Experiments\Week 3 folder.

o Try to create a file in the Week 3 folder.
Was the attempt to create this file successful?

2. Test permissions for the Laboratory folder while logged in as Administrator by doing
the following:

e Log off Windows and Log back on as Administrator, and then navigate to the
Chemistry\Laboratory folder.

e Try to create a file in the Laboratory folder.
Was the attempt to create this file successful?

3. Test permissions for the Experiments folder while logged in as LocalUser1 by doing
the following:

e Log off Windows and log back on as LocalUser1, then navigate to the
Chemistry\ Experiments folder.

e Try to create a file in the Experiments folder.

Was the attempt to create this file successful?
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4. Test Permissions for the Laboratory folder while logged in as LocalUser2 by doing
the following:

e Log off Windows and log back in a Local User2, then navigate back to the
Chemistry\ Laboratory folder.

e Try to create a file in the Laboratory folder.

Was the attempt to create this file successful?

Reflection

From how permissions are assigned in this lab it is possible to control who has access to
specific folders on a computer and protect sensitive files that are located on computers
on a network.

Troubleshooting

Assigning NTFS permissions can be a confusing task when you are dealing with large
amounts of data. It is a good idea to keep the process as simple as possible. Also, when
formatting a drive or volume with NTFS, the Full Control permission is assigned to the
Everyone group. Change this default permission and assign other appropriate NTFS
permissions to control access to the folders and files on the network.
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Configuring HTTP Services on Windows 2000 Professional

=

Estimated Time: 30 Minutes

Objective

In this lab, the student will configure a Windows 2000 Professional system with HTTP
services and create an HTTP server.

Equipment

The following equipment is required for this exercise:

Scenario

o A computer system with Windows 2000 Professional installed.

The Marketing Director of the XYZ Company needs help creating a web site that the
employees in the Marketing and Sales department will be able to access and provide
content and information for their clients. It is your job to create an HTTP site on the server
for them to access.

Procedures

In the first step of this lab, start the HTTP services and configure the HTTP site on the
server. In the second step, configure the HTTP site properties and build the content that
will be on the HTTP server.

Step 1: Starting the HTTP Services

1.

2.

Log on with the Administrator account.

Open the Control Panel. Go to Start > Settings > Control Panel.

From the Control Panel, double-click on the Add & Remove Programs icon.
Next, click on the Add/Remove Windows Components button.

When the Windows Components Wizard appears, click in the box next to Internet
Information Services (lIS).
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Windows Components Wizard

Windows Components
You can add or remove companents of Windowes 2000,

To add or remaove a companent, click the checkbox. & shaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Detailz.

Components:

4 = |ndexing Service

O % Internet Information Services [[15] 14.1 ME
| Eﬂ tanagement and Monitoring Tools 0.8 MB
[ = Message Queuing Services 26 1B
1 2= W etwnrkinn Services niwme T

Dezcrption:  Enables fast full-text zearching of files.
Total dizk zpace required: 0.1 MB Dietals |
Space available on dizk; 3932 ME —

< Back I Hest > I Caricel |

6. Click the Next button to install the Internet Information Services. The Windows 2000
Professional CD will be needed to complete the installation. When prompted, insert
the installation CD to copy the necessary files. The installation process will complete
in a few minutes.

7. Click Finish to close the installation box. Then click Close to close the Add/Remove
Programs box. Finally, close the Control Panel.

Step 2: Configuring the HTTP sites properties and building the content
1. Open the Start Menu and go to Programs > Administrative Tools > Internet

Services Manager. This will open the IS configuration page where the user can
begin to configure and create an HTTP site.
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¥ Internet Information Services -10] x|
| action  view |J1--I| |||§|JE|}III| ‘
Tree I Computer | Local | Connection Type | Skatus
; Z* chris-wak, Yes TCRYIP
= 2 * chris-wzk

¥}l Defalt FTP Site

i+l- o) Default Web Site

(-4 Default SMTP Wirtual Server

q | 0

2. Once the IIS page opens, find the name of the computer and click the plus (+) sign
next to it. This will display the FTP, HTTP, and SMTP Virtual Server icons.

3. Click on the Default Web Site icon to display the default web site contents and the
directories where the content files are stored.

4. Right-click the Default Web Site icon and choose Properties. From this page, the
user can configure all the properties and control what will be displayed on the HTTP
site.

5. While on the Web Site tab, select the IP Address box. Click on the arrow from the
drop-down menu and select the IP address of the computer.

6. Next, go to Connections section of the same tab and change Connection Timeout
value to 120. After making these changes select Apply.

7. Click on the Home Directory tab and click Browse to select the folder that will
contain the website documents to view on the site. This is typically,
C:\inetpub\wwwroot. Click Apply to save the changes. Close the Internet Services
Manager.

Note: If using a third party HTML editor like FrontPage, make the home directory
folder the My Webs folder. As web pages are created and edited, all the files will be
saved in this folder, not the default folder.
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Step 3 Checking the connection

1. To check if the HTTP site is working properly, go to any computer on the network and
type the IP address of your HTTP server into the address bar of the Internet browser.
All the contents of the FTP directory should be visible in the browser.

2. Open the command line interface. At the prompt type £tp and then the address of
the server. Type in the user name and password.

3. To check the contents of the directory type dir.
4. To exit the site, type bye.

Troubleshooting

If there is trouble connecting to the HTTP site, check the IP address that is typed in the
browser as well as the IP address that is specified in the HTTP site properties page. If the
network IP addresses are assigned dynamically with a DHCP server, then the IP address
might change from time to time. Assign the HTTP server a static IP address so that the IP
address does not change. This will save administrative costs and troubleshooting access
to the HTTP site.

Reflection

If setting up a HTTP server in a business or corporate network, routers and firewalls will
have to be configured to allow HTTP access to the HTTP server. Remember that the IP
address of the HTTP server might not be a public IP address and therefore will not be
directly connected to the network. In this case, you will have to configure the router to
forward incoming HTTP requests to the proper computer on which the HTTP server
resides.
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Configuring FTP Services on Windows 2000 Professional

=

Estimated Time: 20 Minutes
Objective

In this lab, the student will configure a Windows 2000 Professional system with FTP
services and create a FTP server.

Equipment
The following equipment is required for this exercise:
e A computer system with Windows 2000 Professional installed.
Scenario
The Marketing Director of the XYZ Company wants an FTP site that the employees in the
Marketing and Sales department will be able to access, so they can download files when

they are away from the office. Create a FTP site on the server for them to access.

Procedures
In the first Step of this lab, the student will start the Internet Information Services (1IS)
services and configure the FTP site on the server. In the second step, the student will
configure the FTP site properties and build the content that will be on the FTP server.

Step 1: Starting the FTP Services

Note: The IIS services were installed when the HTTP server lab was complete. If not,
complete steps 1-6. If [IS services are installed, skip steps 1-6.

1. Open the Control Panel. Click on Start > Settings > Control Panel.
2. Double-click on the Add & Remove Programs icon.
3. Next, click on the Add/Remove Windows Components button.

4. When the Windows Components Wizard appears, click in the box next to Internet
Information Services (11S).

5. Click the Next button to install the Internet Information Services (1IS). The Windows
2000 Professional CD will be necessary to complete the installation. When prompted,
insert the installation CD to copy the necessary files. The installation process will
complete in a few minutes.
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6. Once the installation completes, click Finish to close the Installation box. Click Close
to close the Add/Remove Programs box. Close the Control Panel.

Step 2: Configuring the FTP sites properties and building the content
1. Open the Start Menu and go to Programs > Administrative Tools > Internet
Services Manger. This will open the IIS configuration page where the user can begin

to configure and create the FTP site.

2. Once the IIS page is open, find the name of the computer and click the plus (+) sign
next to it. This will display the FTP, HTTP, and SMTP Virtual Server icons.

g Internet Information Services -0 x|
| action  view |J1--b| |||§|JE|}III| ‘
Tree I Computer | Local | Connection Type | Skatus
E2finterret Information B chris-wizk ves  TCPI
= B} * chris-wizk

oy Default FTP Site

r+l- o Defalt Web Site

(-4 Default SMTP Yirtual Server

1 | 0

3. Right-click on the Default FTP Site icon and select Properties.

4. From this page the user can configure all the properties and control what will be
displayed on the FTP site.

5. While on the FTP site tab, go to the IP address box and select the IP address of the
computer from the drop-down menu.

6. Go to Connection section of the same tab and change the value from ten to two to
limit the number of connections allowed at a time. Then change the Connection
Timeout value to 120. After making these changes, select Apply.

7. Next, select the Messages tab and create messages that will be displayed to people
when they connect to the FTP server.
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8. Click on the Home Directory tab and click Browse to select the folder that will be
used when the FTP site is accessed. Click Apply to save the changes and close the
Internet Services Manager.

9. Go to the C:\Inetpub\ftproot directory. Once in this directory, right-click and create a
small text file. Save this file as MyFTP.

Note: Make sure that the content of this folder contains only the information and files
wanted on the FTP server.

10. Verify that your FTP site is working at the command prompt. Go to Start > Run and
type in cmd. At the command prompt type in the IP address (ftp 10.1.1.5 for
example).

e Login as anonymous and press Enter for the password.

o Now type the word dir to see if the file MyFTP file is there.

e Type the word bye to exit the FTP session.

e | CAWINDOWS\System32\emd.exe - ftp

Troubleshooting

If there is trouble connecting to the FTP site, check the IP address that is typed in the
browser and the IP address that is specified in the FTP site properties page. If the
network IP addresses are assigned dynamically with a DHCP server, the IP address
might change from time to time. Assign the FTP server a static IP address so that the IP
address does not change. This will save administrative costs and troubleshooting access
to the HTTP site.
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ftp://ftp 10.1.1.5/

Reflection

If setting up a FTP server in a business or corporate network, routers and firewalls will
have to be configured to allow FTP access to the FTP server. Remember that the IP
address of the FTP server might not be a public IP address and therefore will not be
directly connected to the network. In this case, configure the router to forward incoming
FTP requests to the proper computer on which the FTP server resides.

1. What are the advantages and disadvantages of anonymous log in to FTP sites?

66 - 306 IT Essentials 1l v3.0 Copyright © 2004, Cisco Systems, Inc.



Configuring Telnet on Windows 2000

P

y 4

I
AR 4 IP
Linux Server |

Workstation (or
another server)

Estimated Time: 40 Minutes
Objective

In this lab, the student will learn how to configure Telnet services on Windows 2000
Professional.

Equipment
The following equipment is required for this exercise:
o A system with Windows 2000 Professional installed.
¢ A network connection from the workstation to a hub or switch.
e A PC with a Telnet client program connected to the same hub or switch.
Scenario
The ABC Company has just installed a server running Windows 2000. The company has
asked that Telnet services be configured so that the workstation can be remotely
administered using Telnet.

Procedures

Before beginning this lab, make sure that both the Windows 2000 Professional
workstation and the other PC are ready for log in. Power these hosts on, if necessary.

This activity requires that the PC be connected to at least one other host on the same IP
network. Verify that the Ethernet connections are in place. If using a hub or switch, check
the LED lights to verify a connection.
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Finally, ask the instructor or a lab technician for the appropriate IP address information
for both hosts. Record that information in the tables provided:

Connected Host IP Address Configuration

IP address:

Subnet mask:

Default gateway:

Local Host IP Address Configuration

IP address:

Subnet mask:

Default gateway:

Record the IP address of the server and workstation in the boxes provided in the network
diagram.

Step 1: Log in to Windows 2000
Log in as the Administrator.

Step 2: Setting the IP address
Configure the Windows 2000 Professional workstation IP address, subnet mask, and
default gateway to match the information entered in the table. If this information has
already been configured in a previous lab, get the other workstation’s information.
Configure the workstation IP stack accordingly. Use ping to verify that the server can
communicate.

Step 3: Open Administrative Tools

On the workstation, start the Computer Management console. Go to Start > Programs
> Administrative Tools.

Step 4: Services and Applications

Once the Computer Management window displays on screen, click the plus (+) symbol to
the left of Services and Applications and select Services from the expanded tree.
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Step 5:

E Computer Management

=] E3

| ation wew || & 5 [Bm BB 2] = 1 =
Tree I MName  / | Descripkion | Skakus | Skartup Type | Log @ &~
i @ Event Yiemer ;I %Alerter Motifies sel...  Started Automatic Loca
T, System Information %F\pplicatian Manage... Provides s... Manual Loca
&4 Performance Logs and Alerts %C"DBUUk Supparts ... Manual Loca
g Shared Falders %COM+ Ewent System  Provides 5., Started Manual Loca
E;-, Device Manager %Computer Browser Maintains a... Started Aukarmatic Loca™
# 7 | ocal Users and Groups %DHCP Client Manages n...  Started Bukarnatic Loca
EI@ Storage 88 DHCP Server Provides d...  Started Automatic Loca
i istributed File Syst,.. Manages lo... arke ukomatic oca
(1 Disk Management Distributed File Syst... M | Started  Automat L
B Disk Defragmenter 88 Distributed Link Tra...  Sends notif... Started Autamatic Loca
=) Logical Drives %Distrihuted Link Tra... Stores info... Manual Loca
@ Eemwadble Stlfarau.;e %Distributed Transac... Coordinate..., Started Automatic Loca
EI" %Ewéﬁé:n Applications %DNS Client Resolves ...  Started Automatic Loca
I
i 8 Telenhan %DNS SErver Answers q...  Started Aukarmatic Laca
phany %Event Log Logs event... Started Aukomatic Loca
%Fax SErvice Helps you ... Manual Loca
%File Replication Maintains fi... Manual Loca
%File Server for Maci...  Enables Ma...  Started Automatic Loca
%FTP Publishing Service Provides F..,  Started Automatic Loca
-5 Internet Information Services__ %IIS Admin Service Allows adm...  Started Bukomatic Loca
il Manual

<]

|2

%Indexing Service
4

Loca ™
»

The Services section contains controls for starting and stopping the various services that

are run in Windows 2000.

Configuring the Telnet Service

In order to allow Telnet clients to connect to the workstation, the Telnet service must be
started. Scroll the right-hand pane until the Telnet service is visible.

Notice that the Status column is blank for the Telnet service indicating that the service is

not currently running. To start the Telnet service, right-click on the service and select

Start from the menu.
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|Start service Telnet on Local Computer | |

A Status indicator displays as Windows attempts to start the service. Check the Status
column and verify that the service has started.

Mame Description Skatus af

Enables ar... Started

Step 6: Locating the Telnet Service

The Telnet service for Windows 2000 Professional defaults to using NT LAN Manager
NTLM authentication, which is not supported on all systems. In order to make sure that
the Telnet service will work with any Telnet client, the service needs to be configured to
accept clear text usernames and passwords, if NTLM authentication fails. To do this, start
Telnet Server Administration, which is located in the Administrative tools menu next to
Computer Management.
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Step 7:

Step 8:

N Telnet Server Administration

Microsoft (R> Windows 20688 (TM>» <(Build 2175
Telnet Server Admin (Build 5.68.979281.1>

Select one of the following options:

@» Quit this application

1> List the current users

2> Terminate a user session ...
Display ~ change registry settings ...
Z2tart the service
Stop the service

Type an option numher [B — 51 to select that option: _

Telnet Administration

The Telnet Server Administration program is a menu driven program, to allow plain text
as well as NTLM. Press 3 to enter the Display / Change the registry settings section of
the program.

At the next menu, choose 7 for NTLM. The default value for NTLM is 2, which does not
allow clear text authentication in any circumstances. Changing the NTLM value to 1 will
allow clear text authentication if NTLM fails. The following dialog with the menu will
change NTLM to 1:

Current value of NTLM = 2

Do you want to change this value? [Y/n] y

NTLM [current value = 2; acceptable values 0, 1 or 2]: 1
Are you sure you want to set NTLM to: 1? [Y/n] y

Activate the changes that were just made by Stopping and Restarting the Telnet
service.

Note: Although it is convenient to allow clear text authentication so that clients can have
unrestricted access to the Telnet service (provided a valid user name and password are
present during the Telnet login), it is not recommended that clear text authentication be
enabled on a production server.

Starting the Telnet Session

To restart the Telnet service, enter a 0 to return to the main menu, and press the
corresponding number 5 to stop the service. Verify that the Telnet service has stopped by
going to Computer Management. Once the service has been stopped, it can be started
again by choosing the correct number 4 from the menu. The following text will appear on
the screen when the service is started:
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Starting Microsoft Telnet Service...
Microsoft Telnet Service started successfully

The Telnet service could be initially started from here as well as the Computer
Management console. Now that the Telnet service has been started and configured on
the Windows 2000 Professional workstation it will be used to Telnet into the other
workstation. Add netstat —-a command to verify connections.

Step 9: Run Command Window
Go to another workstation and test this connection. On the workstation, the easiest way

to start a Telnet session to the Windows 2000 server is to go to Start > Run and enter
telnet ip_address _or_hostname.

Run ﬂ E

E Type the name of a program, Folder, document, ar

Internet resource, and Windows will open it For you,

Open: | telnet 192, 165.0.4 -]

[0]4 I Cancel | Browse, .. |

Once the Telnet client window comes up, it may warn that the user is about to send
password information through the Internet zone and it will prompt for permission. Click
Yes and the window will display as shown below.

" WINNT' System32' telnet.exe

W=
e lcome to Microsoft Telnet Server

A Telnet session is comparable to having a command prompt open on the Windows 2000
server. From here, the system can be manipulated remotely.
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Step 10: Remote System Statistics

In some environments, the statistics of the computer being logged into may not always be
known. There are some commands and programs that can give useful information about
the server being logged in to. Among these is the ver command, which displays the
version of windows that the system is running. Type ver into the Telnet window and
press Enter. Output should appear similar to the output displayed below.

C:\>ver

Microsoft Windows 2000

C:\>

[Version 5.00.2195]

The netstat -a command is also very useful in tracking connections to the server.

MWINNT, System32' cmd.exe - WINNT! System32' teln

:1518
:1516
nethios
tnethios
tepmap
imicrosof t-ds
tizakmp

;1838

1633

13456

1133

62515

62517

:6251%

th2521

62523

th2524
inethios—ns
tnethios-dgm
inethios—ns
tnethios-dgm
inethios—ns
tnethios—-dgm

o] ]
[ xixix]
R -]

—5EN
—EEN

C
c
C
c
C
c
C
c
C
c
C
c
C
c
C
c
C
c
C
c
C
c
c

a=Ra =R~ RN~ R- R R~ Ra- RN -Ro- e~ R -]

anadune.cisco.co
CHRIS-W2K:telnet
CHRIS-U2K:8
CHRIS-U2K:8
>

3L

R R L R
KKK K K K K K KK K K KK KX X

m:nethios—ssn ESTABLISHED
HED

G

G

While logged in to the server, a user can run programs and issue commands, provided
those commands do not require the GUI.

When finished with the Telnet session, type exit at the command prompt. Note: The
current logged in user (name and password) on the local computer will be used
automatically when establishing a Telnet session. If the user is not defined on the Telnet
destination computer, a valid login name and password will have to be provided.

Create these accounts prior to doing this lab.

Troubleshooting

This lab requires that the two workstations have TCP/IP connectivity with each other. If
the user cannot telnet to the server from the workstation, verify each system’s IP
configuration and physical connections to the network.
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If the Telnet session is opened, but the user cannot log in, verify that the username and
password being used have been configured on the server.

Also, verify that NTLM authentication has been disabled, as described in Step 6 of this
lab.

Reflection

1. Telnet allows an administrator to remotely access the server. What kind of
administrative tasks can be performed using the Windows CLI through Telnet?

2. Telnet service is not enabled by default on a Windows 2000 server. What are the
dangers of enabling Telnet services?
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Starting and Stopping Services in Windows 2000

Estimated Time: 25 Minutes
Objective

In this lab, the student will learn how to manually stop and start services on Windows
2000 Professional.

Equipment
The following equipment is required for this exercise:
o A system with Windows 2000 Professional installed.

Scenario
The ABC Company has just installed a server running Windows 2000. The company has
asked that for security concerns, the Telnet services be manually stopped in all Windows
2000 systems

Procedures
In this lab, the student will open the services management screen, locate, and stop the
telnet service from running. Depending on the setup and configuration of your PC, the
telnet service may be stopped or started. This lab will provide the steps in order to both
start and stop the telnet service. Depending on the configuration of your PC, you may first
have to follow the procedures for starting the telnet service in order to stop it.

Step 1: Log in to Windows 2000
Log in as the Administrator.

Step 2: Staring the Service
1. Right-click the My Computer icon on the Desktop and choose Manage.

2. Click and expand the Services and Applications icon.

3. Click and expand the Services icon.
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E Computer Management

S[=] B3

| ation wew || & = | Bm BB 2] = 1 =
Tree I Mame 7 | Descripkion | Skatus | Startup Type | Log i~
: @ Event Viewer ;I %F\Ierter Motifies sel...  Started Automatic Loca
), System Information %Applicatian Manage,., Provides s.., Manual Loca
ﬁ Performance Logs and Alerts %C"DBDDk Supports ... Manual Laca
g Shared Falders %COM+ Ewent Syskem  Provides a...  Started Manual Loca
__E_'.;, Device Manager %Cnmputer Browser Maintains a... Started Aukomatic Loca™
[-#&5 Local Users and Groups %DHCP Client Manages n... Started Aukomatic Loca
[—]@ Storage 884 DHCP Server Pravides d...  Started Automatic Loca
[ Disk Management %Distributed File Sywst,.. Manageslo,,, Started Automatic Loca
Ky Disk Defragmenter 88t Distributed Link Tra... Sends notif... Skarted Automatic Loca
=) Logical Drives %Distributed Link Tra... Storesinfo... Manual Loca
@ Eemwadble Stlfzurau_ge %Distributed Transac... Coordinate... Started Automatic Loca
EI" %Ergﬁé:n Applications %DNS Client Resolves .., Started Automatic Loca
5
%DNS Server Answers Q... Started Aukomatic Laca
%Event Log Logs event,,. Started Aukomatic Loca
%Fax Service Helps you ... TManual Loca
. %File Replication Maintains fi... Manual Loca
%File Server for Maci,.. Enables Ma... Started Automatic Loca
%FTP Publishing Service Provides F..,  Started Automatic Loca
-5 Internet Information Services__| %IIS Admin Service allows adm...  Started Aukornatic Loca
bl Manual

<

|2

%Indexing Service
1

Loca ™
3

4. To stop the Telnet service, right-click Telnet and choose Start.

O computer Management =]

|

J Ackion Wiew |J o= |

|@|J P E I W

Tree I

@ Event Yiewer
) System InFormation
ﬁ Performance Logs and alerts

[

Mame # | Descripkion | Staktus | Startup Type | Lag t;l
%TCP,I'IP Print Server Prowides a ... Started Aukomatic Loca
%Telephany Provides T...  Started anual

Manual

L 7] Shared Faolders %Termlne o des a Started Automatic
%Uninter Bes a Manual
Pause
%Utility I+ Resume 5 and Manual
[—1@ Storage %vm-mare Resta_rt orizati,..  Started Autarnatic
[ Disk Managemer S ¥hware P servi.., Starked  Automatic
& D'5k_ Defre.lgmenter SvMware Al Tasks P borka..  Starked Autamatic
=) Logical Drives %Windw refresh lls, re... Manual
@ E‘\emnvadble SL‘I!:ural.ge %Windom - des & ... Started Autormatic
EI@E RS T %Windw Properties des 5., Started Automatic
&5 oHer .
%Wlndom des 5., Started farual
B Telephorey : Help )
%Wlndw = jdes 5,..  Started Aukarnatic
48 WMI Control . _ :
% —— %Wlndows Media Pro... Usedtogr... Started Automatic
B Indexing Service %Windows Media Sta,,.  Provides m..,  Started Aukarnatic
& wINs %Windows Media Uni... Provides W... Started Autamatic
F ons %Windows Tirre: Setsthe co.., Manual
-5 Internet Information Services. %Warkstatian Prowides n..,  Started Automatic
A World Wide Web Pu... Provides'W.., Started Autormatic
4| | ] %

|Start seryvice Telnet on Local Computer
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A Status indicator displays as Windows attempts to start the service. Check the
Status column and verify that the service has started.

Mame / Descripbion Skaktus Sk

Enables ar... Started 1

Step 3: Stopping the Service
1. Right-click the My Computer icon on the Desktop and choose Manage.
2. Double-click the Services and Applications icon.
3. Double-click the Services icon.

4. To stop the Telnet Service, right-click Telnet and choose Stop.
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Writing a Script in Windows 2000

Estimated Time: 30 Minutes

Objective
The objective of this lab is to learn how to write a script in Windows 2000.

Equipment
The following equipment is required for this exercise:
e A computer with Windows 2000 Professional installed.

Scenario
The system administrator needs to create a script in the startup folder that will display on
the users desktops when they log on to their systems. To experiment with writing scripts
for that, practice with a sample script that will be created in this lab.

Procedures

In this lab, the student will create and execute a Visual Basic Script and place it the start
menu.

Step 1: Writing the Script
1. Open up Notepad. Go to Start > Programs > Accessories > Notepad.
2. Type this text into Notepad:
Dim Greeting
Dim UserName
UserName = InputBox ("Please enter your name:")
UserName = Trim (UserName)
If UserName = "" Then

Greeting = "Why won't you tell me your name? That's not very nice."
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Elself UserName = "go away" Then

Greeting = "That's not very nice."

Elself Username = "who's asking?" Then
Greeting = "l asked you first."

Else

Greeting = "Hello, " & UserName & ", it's a pleasure to meet you."
If UserName = "Steve" Then

Greeting = Greeting & " | like the name Steve."
End IF

End IF

MsgBox Greeting

3. Save the document as Greeting.vbs

Note: If the student needs to edit changes after saving, have them change the extension
to .txt.

To change the file back to a .vbs scripts go to the following folder:
C:\WINNT\system32
In this folder associate the Greeting.vbs file with the wscript file.
Step 2: Executing the Script
1. Navigate to the folder where the file was saved and double-click on it.

2. Do not type anything in the box and click OK. Notice what message is displayed and
how it corresponds to the entry in the text of the script.

3. Click OK.

4. Double-click the script again and this time type go away in the box. Notice what
message is displayed and how it corresponds to the entry in the text of the script.

5. Click OK.

6. Double-click the script again and this time type who’s asking in the box. Notice what
message is displayed and how it corresponds to the entry in the text of the script.

7. Click OK.

8. Double-click the script again and this time type Alice in the box. Notice what
message is displayed and how it corresponds to the entry in the text of the script.
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9. Click OK.

10. Double-click the script again and this time type Steve in the box. Notice what
message is displayed and how it corresponds to the entry in the text of the script.

Step 3: Executing the script when the system starts
1. Navigate to the Startup folder. Go to C:/Document and Settings/All Users/Start
Menu/Programs/Startup. Drag the script file that was created in Step 1 and place it

into the folder.

2. Restart the computer and the script should execute automatically when the system
reboots.

Troubleshooting
Troubleshooting a Visual Basic Script or can be difficult since the text has to be 100
percent accurate for the script to execute properly. Review the script before it is saved
and executed to make sure that is written correctly.

Reflection
Scripts can serve a variety of functions and can be very helpful to a system administrator.
The script that was written in this lab was fairly simple script compared to how complex a

Visual Basic script can be.

1. What are some other uses for scripts?

2. Where might they be useful and where might they cause harm?
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Installation of Linux

Estimated Time: 50 minutes
Objective
e Install the Red Hat 7.2 distribution of Linux.
e Configure the Linux settings as needed.
e Create a boot disk.
Equipment
The following equipment and documentation is required for this exercise:
¢ Red Hat Linux installation CDs.
e An extra floppy disk.
¢ PC Hardware inventory documentation.
e Linux documentation.
Procedures
In this lab, the Linux operating system will be installed on a computer where the hard
drive has been formatted and no operating systems exists. Also, the BIOS has been set
to allow the CD-ROM to boot the computer.
Many companies have created different distributions of Linux. The Linux kernel remains
the same among these distributions but the different versions appeal to different markets.
This lab will use the Red Hat distribution of Linux version 7.2.

Step 1: Setting the BIOS Settings

The Linux CD is capable of booting the computer. Before starting the installation process,
be sure that the BIOS settings are set to boot the computer from the CD-ROM.

Note: The BIOS setting seen may look different than the BIOS setting of this particular
PC.
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AMIBIOS SETUP - ADVAHCED CMOS SETUP
o American Megatrends, Inc. &l Rights Reserved

Bootlg ] COROM , A:, C: Available Options:
Boot GRAPHICS
: Gl D Auto
Off
Setup
Dizabled
Enabled
E Enabled
Ao Dt Enabled
e ) Power off
Off

PgUp/PgDn :Modify
F3:/F4: Color

Step 2: Installation Options, Graphical or Text Mode

Place the Red Hat installation CD in the computer and turn on the computer. On boot up,
the screen will open first. To install Linux in the graphical mode, press the Enter key and
Linux will go to the next screen. If the enter key is not pressed in approximately thirty
seconds, Linux will start the installation process in the graphical mode.

Red Hat

To install or upgrade Red Hat Linux in graphical mode,
press the <ENTER> key.

To install or wpgrade Red Hat Linux in text mode, type: text <ENTER>.

To enable low reszsolution mode, type: lowres <ENTER>.
Press for More information about low resolution mode.

To dizable framebuffer mode, type: nofb {ENTER>.
Press for mMore information about disabling framebuffer mode.

To enable expert mode, type: expert {ENTER:.
Press for more information about expert mode.

To enable rescue mode, type: linux rescue <{ENTER>.
Press for More information about rescue Hode.

If you have a driver disk, type: linux dd <ENTER>.

Use the function keys listed below for More information.
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Step 3: Language Selection

English is the default language for the Linux installation. Select another if necessary. The
language selected will help Red Hat find a time zone later in the installation process.

Select the appropriate language and click the Next button.

= Red Hat Linux |

o

~2nline Help rLanguage Selection

What language would you like to use during the installation
process?

Language Selection

&mfsemzlar.lgugie%m;?tﬂd Chinese(Simplified)
(& 10 use Quring this Rea Ha Chinese(Traditional)
Linux installation, Czech

Dianish

French
German
Hungarian
lcelandic
[talian
Japanese
korean
Morwegian
Fortuguese
Romanian
Russian
Serbian
Slovak
Slavenian
Spanish
Swedish
Turkish
Ukrainian

? Hide Help | 9 Release Motes <] Back B Mext
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Step 4: Keyboard Configuration

Red Hat will auto-detect the keyboard. If another keyboard is wanted, select the correct
model here. If an exact match cannot be found, choose a Generic one.

The default Red Hat keyboard layout is English. Choose another layout if needed.
Dead keys allow the creation of special characters with multiple keystrokes (such as N,
O, and ). Dead keys are enabled by default but if not needed, select Disable dead
keys.

To test your keyboard, use the blank text field at the bottom of the screen.

When finished, click the Next button to continue.

= Red Hat Linux |

Snline Help rKeyboard Configuration

— L
4o 2Eg which model keyboard is atached to the computer?

Keyboard S

Configuration Generic 101-key PC (4]

Choose your exact keyboard gg:g:;E 132:::25' '(:I'rg:tl) =

model if it is listed. If you cannot Genafic 1I'IFI—+=:P. (Nt PC J

find an exact match, choose the niusCUfg-' KE-16M

clasest Geaeric match (for HP Intetnet

example, Generic 101-key PC). IBM Rapid Access d|

Hint: & 101-key keyboardis a Layout

generic keyboard, & 104-key or e ]

105-key keyboard is a keyboard Thai

designed to work with M3 Turkish

Windows 85 and features keys glis

such as Home, End, Page Up, and .5, English w/ deadkeys

Page Down, || |us. English wis03395-3 N
Ukrainian hd

Choose the layout type for your

keyboard (for example, .5,
English), Dizable dead keys

Dead Keys

Enahle dead keys

Entering special characters {such
az M, O, and (" is done using "dead

keys" (or compose key Test your selection here:
sequences), If you wish to use 1
special characters requirine the |

? Hide Help ] ? Release Motes I <] Back I B Mext ]
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Step 5: Mouse Configuration

Red Hat will auto-detect the mouse, and most of the time the user will simply need to
read this screen and click the Next button. Be sure to check the Emulate 3 Buttons.

If another type of mouse is desired, select it here. Select a mouse type that is compatible
with the system if an exact match cannot be found.

If a mouse cannot be found that is compatible with the system, select one of the Generic
options. The graphic does not have the emulate 3 buttons checked.

- Red Hat Linux |

pEInEED

Mouse
Configuration

Choose the correct mouse type for
wour system.

Do youhave a PS/2, Bus or serial
mouse? (Hint: If the connector
your mouse plugs inte is round, itis
a P52 or a Bus mouse; if
rectangular, it is a serial mouse.)

Try to find an exact match, If an
exact match cannot be found,
choose one which is cornpatible
with yours, Ctherwise, choose the
appropriate Gereric mouse type.

lf you have a serial mouse, pick the
device and port itis conmected to in
the next hox.

In Red Hat Linuz, the graphical
environment (2 Window Systern)
is designed to make use of a
three—button mouse, [f youhave a

? Hide Help

? Release Motes

A

Mouse Configuration

”? Which model mouse is attached to the computer?

ALPS GlidePoint (PS/2)
P ASCH
ATl Bus Mouse
~ Gehetic
2 Button Mouse (PS/2)
2 Button Mouse (USB)
¢ Button Maouse (seri
3 Button Mouse (]
3 Button Mouse (USE)
3 Button Mouse (serial)
[» Genius
I Kensington
I» Logitech
B Al
I Microsoft
Mouse Systems Mouse (serial)
Mone Mone

)

[v]

Sun hMouse

Part | Device

L [«

S0 fdewidtyS0 (COMI under DOS)
w31 Fdewitty31 (COME under DOS)
fty52 Fdewitty52 (COM3 under DOS)
w53 FdewittyS3 (COMA under DOS)

[ Emulate 3 Buttons

<] Back I = Nex.i. ]
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Step 6: Welcome to Red Hat Linux

The Welcome screen is for informational purposes only. Read the help text in the left
panel for instructions and information to register Red Hat.

After reading this screen, click the Next button.

Cnline Help Welcome

L]

Welcome to
Red Hat
Linux

Welcome! This
installation process is
outlined in detail in the
Red Hat Linux
Installation Guide
available from Red Hat,
Inc.. Please read through
the entire manual before

vou begin the installation
process. r a . -
copies of the manual are

online, at
http: ffwrwrer redhat. com. /

= T B System Installer

7 Hide Help <] Back ‘ B et

-
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Step 7: Install Options
Read the installation options text and then select the Custom installation.

Click the Next button.

= Red Hat Linux |

S

r2nline Help rinstallation Type

E \
O Install
perform a full installation or an

upgradel g

A full installation will destroy any

previeusly saved informatdon on the - @ Server
'S

Install Options
Choose whether you would like to

Warkstation

selected parttons.

Anupgrade will preserve existing || c

Lapt
PRed Hat Linuz system data, cIp

If you want to perform a full
installaion, vou rmust choose the
class {or type) of the installaton.

Your options (Workstation, Server, \
Laptep, or Custem) are discussed c

briefly below, g Upgrade Existing System
A workstation installatdon will

create a systerm for your home or
desktop use. A graphical,
Windows—like environment will be
installed.

Custom

If you wwant your system to function | »|

? Hide Help | ? Release Motes <] Back B Mext
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Step 8: Disk Partitioning
Partitioning divides the hard drive into sections that work as individual hard drives.

On this screen, a user can choose to perform automatic partitioning, partition manually
using Disk Druid, or to partition manually using the DOS utility £disk.

For this installation, select the Automatic partitioning option and Red Hat will
automatically partition the hard drive.

After the automatic partition option has been selected, click the Next button.

A Red Hat Linux |

renline Help —————————————— Disk Partitioning Setup

-

Choosing Your

Partitioning
Strategy _ automatic Paritioning sets up wour paritioning based on your
| installation type. You also can customize the resulting parditions to meet
Cne of the largest obstacles for a [ | your needs.
news user during a Linux installatdon
is partifoning, Red Hat Linug | The manual disk paritioning tool, Disk Druid, allows you to set up your

paditions in an interactive environment. You can set the filesystem

makes this process much simpler . ; S
types, mount points, size and more in this easy to use, powerful

bypromfﬂmg i Ioptllonfor interface.
automatic partitioning.
\ \ e flisk is the traditional, text-hased partitioning tool offered by Red Hat
By sellectlng automatlcpa.rtl?:llompg, (] Although it is not as easy to use, there are cases where filisk is
you will not have to use partiioning | preferred.
foels to assign mount peints, create |
partitions, or allocate space for | @ Have the installer automatically partition for you
your installation. : " Manually partition with Disk Druid
To partition manually, choose [ " Manually partition with fdisk [sxperts only]

eitherthe Disk Druidor [
fdisk {recornmended for experts — |
only; partitioning tool.

Use the Back button to choose a
different installation, or choose
Wext if you want to proceed with -l |

? Hide Help] 7 Release Motes <] Back I B Mext ]
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Step 9: Automatic Partitioning
The following are the automatic partitioning options:

¢ Remove all Linux partitions on this system — This option will remove existing
Linux partitions and will leave other partitions intact. Select this option for this lab.

¢ Remove all partitions on this system — This option will remove all partitions on the
hard drive which may include partitions used by other operating systems such as
Windows.

o Keep all partitions and use existing free space — This option will keep the
partitions and use the free space (if any) to create a Linux partition.

The Review option is selected by default. Leave this box checked.

Click Next to continue.

= Red Hat Linux |

Online Help Automatic Partitioning

Automatic
Partitioning

Autornatic partidoning a]lowslyou Before automatic partitioning can be set up by the installation pragram,
to have some control concerning vou must choose how to use the space on hard drives.
what data is remneoved (if any) from

your system. | want to have automatic partitioning:

To rernove only Linug pardtions
(partifons created from a previous
Limux installation), select Remove
ald Limem parditions, " Keep all pattitions and use existing free space

& Remove all Linux Paditions on this system

' Remove all partitions on this system

To remeve all partiions on your WD . " P
hard drivers) (this includes ich drive(s) do you want to use for this installation?

partiions created by other
operating systems such as

Windows 2528/ T,2000), select [¥ Review (allows you to see and change the automatic paritioning results)
Remave all parditions.

To retain your current data and
partifons, assurning you have
enough free space available on
vour hard drive(s), select Keep aif
partitions and use existing free

Ad|
cnee

? Hide Help ‘ ? Release Motes <J Back | B Mext |
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Step 10: Partitioning the System

This screen displays how Red Hat has automatically determined the hard drive setup.

Note: Red Hat will create one partition for the Linux Kernel (/boot), one for the files and
applications (/), and a swap file to store data that does not fit into RAM.

A user has the option to edit the settings. For the purpose of this lab, accept the default
settings and click the Next button.

& Red Hat Linux |

(GlTE (HEE

Partitions

Choose where you would like Red
Hat Linux to be installed.

If you do not know how to partition
your systemn, please read the
section on partitoning in the Red
Hat Linr Instadiation Guide.

If you used autornatic partiioning,
you can either accept the current
partition settings {click Neaxt), or
medify the setup using Disk Druid,
the manual partifioning tool

If you just finished parddoning with
fdisk, yourmnust define moand
roints for your partifions, Use the
Eds? button, once you have chosen
apartiion, to define its mount point.

If you are manually partitoning
your systermn (using Disk Diruid),
yvou will see your current hard
drive(s) snd partifions displayed

Lclorre TTan e st st s donl o

? Hide Help ]

? Release Motes

rDisk Setup

Drive fdevida (Geom: 969/128/63) (Model: WDC AC34000L)

hdaz
3622 ME

Pew ] Edit ] Delete ] Reset 1 Make RAID j
Device | start| Ena| size (MB)|Type |Mount Point [Fomat |
EH/devihda

|—fdew’hd 1 13 51 extd  /hoot Yes

fdevihi

dJbZe B

969 142 swap Yeg

[ Mest ]

<] Back I
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Step 11: Boot Loader Installation
Linux needs a boot loader to help the computer find the operating system. Boot loaders
are usually installed in the Master Boot Record (MBR). GRUB is a relatively new boot
loader, but for the purpose of this lab, the LILO (Linux Loader) boot loader should be
selected. Be sure to select the settings as shown in the screen below:
e Use LILO as the boot loader
¢ Install Boot Loader record on /dev/hda

e Boot label: Linux

After reviewing the settings, click the Next button.

= Red Hat Linux |

| | Please select the hoat loader that the computer will use. GRUE is the
| | default oot loader. Hawever, if you do nat wish to avenwtite your

Boot Loader current boat loader, select "Do not install a boot loader.”

_ || O Use GRUB as the boot loader

InStallatlon ' | @ Use LILO as the boot Ioader

New to Red Hat Linux 7.2, GRUB | ' Do not install a hoot loader

is a softwrare boot loader that can e e e e R e A e R B L T

be used to start Red Hat Linux on | Install Boot Loader record an:

your computer, It can also start @ Jdevihda Master Boot Record (MEBR)

other operating systems, such as = o : =

Windows 2. Here, you'll be asked | fdevihdal First sector of boot partition

howr {or whether) vou wrant to | Kernel Parameters: i

configure a boot loader and which | .

one {GRUB or LILOY. | [~ Force use of LBA3Z (not normally reguirecd)

Choose which boot loader you | Fartition: fdew/hdaz Type:ext3

want to install. If you would rather | [ Default boot image

use the legacy bootloader, LILO,
make sure it iz selected instead of [
GRUB. If you choose not to install Diefault ]Device IPanitinn type ]Eloot label ]
abootloader, make sure you | at

create aboot disk or have another E— EEEE—
way to boot your Red Hat Linux
system.

Boot [abel: 1 Linux

To install a boot loader, select
where you want to install it If your
swatern wAill use anlv Red Hat Linus hd| E

9 Hide Help' ‘? Release Motes <] Back | = Mext l
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Step 12: Network Configuration

The default setting for the NIC is to use the DHCP settings. Change this by clicking on
the Active on boot check box.

Ask your instructor for the correct settings. At a minimum enter in the following
information:

IP Address

Netmask

Hostname

Gateway

If given more settings such as Network, DNS, or Broadcast, they can be entered as well.
The screen below is only an example. Ask the instructor for the correct data.

Review the settings and click the Next button.

= Red Hat Linux |

Online Help | Network Configuration—

ethl ]

Network | | [T Configure using DHCP
. . | [ &ctivate on boot
Configuration

IP Address: |192.168.0.1
Choose your network card and

whether you would ke to MNetmask:  [255.255.255.0
configure using DHCP. If you have | MNetwork: 192.166.0.254

multiple Ethernet devices, each
device will hawve its own
configuration screen. You can e O SN T TN R L R TS OSSN
switch between device screens,
{for example ethD and ethl); the || e 1 SystemAl
hﬁoxaﬁonyx give WT'HI?E || Gateway: 192.168.0.1

specific to each screen. If you | ) oo oo cs
select Activate on boot, your Primary DMNS: 20717542153

network card will be started when || secondary DhS: ||
youboot. || Terary DMS:

If wou do not hawve DHCP client
ACCESS OF are unsure as to what
thiz infermation is, please contact
your Network Administrator,

Broadcast:  [192.168.0.1

Wext enter, where applicable, the
IP Address, Metmnask, Network,
and Broadcast addresses. If you
are nre ahant anw nf theee —-—1 [t e e T e e T R T e e T s e T |

9 Hide Help ? Release Motes <] Back [ Mext
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Step 13: Firewall Configuration

At this point, select the No firewall option and be sure to select all the boxes next to
Allow incoming such as DHCP, SSH, Telnet, WWW (HTTP), Mail (SMTP), and FTP.

Security level settings:

The High selection only allows the following connections:

e DNS replies

e DHCP

The Medium selection does not allow the following:

Ports lower than 1023, such as FTP, SSH, telnet, and HTTP are blocked.

The No firewall disables any security checking.

Choose Customize to add trusted devices or to allow additional incoming services.

The Trusted devices selection allows access to the system for all traffic from that
device. It excludes that device from any firewall rules.

In later labs, the student will be connecting to other computers in the classroom and
using network protocols such as FTP and HTTP to connect to those computers. Click on
the Customize button below and check the eth0 box under the Trusted devices.

Review the selections and click the Next button. Graphic does not have all boxes
checked.

= Red Hat Linux |

-Firewall Configuration

Flease choose your security level:

. < High @ Medium Mo firewall |

C()nfigurati()l‘l " Use default firewall rules
. @ Customize

Red Hat Linux also offers you
firewrall protection for enhanced Trusted devices: 1 atho
systemn security. A firevrall sits
betwreen your comnputer and the Allow incoming: DHCP
network, and determines which [ ssH
TESOUrCES ON Four computer [ Telnet
remote users on the network are [ Wi (HTTPY
able to access. A properly [ Mail (3MTP)
configured firewall can greatly [ FTP

increase the out—of-the-box
security of your system.

Other ports: 1

Choose the appropriate securtty
level for your system.

High Security By choosing High
Security, your system will not
accept connections that are not
explicitly defined by you. By
default, only the following
connections are allovwed:

# DNS replies =

7 Hide Help] ? Release Mates <] Back ] = Mt l
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Step 14: Language Support
Choose a language that will be used as the default on the Linux system. If other
languages are installed, the default language can be changed after the installation.
However, installing many languages can take up too much hard drive space.

Once the language has been selected, click the Next button.

& Red Hat Linux |

Language Support

|»

rédditional Language Support

Choose the default language for this system: 1Eng|ish usa)

Choose additional languages you would like to use on this system:

Selection O Dutch (Netherlands) B| Select all
[ English (Australia)
Select alanguage to use as the O English (Botswana) Resat

default language. The default
language will be the language used
onyour Red Hat Linux system
once installation is complete. If you
choose to install other languages, it
iz possible to change the default

language after the installation. L] English {Philippines)
[ English (Singapora)

Red Hat Limrz can alternately [] English (South Aftica)

install and support several English (U5 &)

languages. To use more than one [l English (Zimbakwe)

language on your systemn, choose [ Estonian

specific languages to be installed, O Faroese (Faroe Islands)
[ Finnish

or select all languages to have all
available languages installed on
vour Red Hat Linux systermn,

Use the Reset button to cancel
vour selections.

? Hide Help l ? Release Motes

(

[ English (Canada)

[ English {Denmark)

[ English (Great Britain}

[ English (Hong Kong)

[ English {Ireland)

[ English (Mew Zealand)
it
it
it
it
it

[ French (Belgium)
[ French {Canada)
[ French {France)
[ French {Luxemburg)
[ French {Switzerland)
[ Galician {Spain)
[ German (&Austria)
[ German (Belgium) |

q. BaCk = I DNM
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Step 15: Time Zone Selection

Select the correct time zone by scrolling to, and highlighting, the correct city. Click the
Next button when finished.

. RedHatLinu

s
r2nline Help rTime Zone Selection
Y
= Location | uTC Ofrsetl
Time Zone View: World | &1 1 system clock uses UTC @
Selection
You can set your tme zone either
by selecting vour computer’s
physical location, or by your tirne
zone’s offset from Universal
Coordinated Time (also knewn as
UTcC).
Notce the two tabs af the top of
the screen, The first tab offers you |
the ability to configure by location,
With this opton, you can choose
B B = FTETIC ST IOTIETTE TETIIET TIE = COa e, Dur g, TIUE v D CEOTT, |5.'I'I'ITH
vour view, In choosing View, your America/Monteviden
;phoﬁrll;ara: Wor;d,cll;:rml America, America/tontreal Eastern Time - Ontario & Guehec - most locations
L mex:lca, el CII‘]'m* Americastontserrat
Europe, Africa, and Asia, AmericaMassa |
= the int " il ern Time
chr"zil & EIC?E v:cmap,ly;l}l cand America/Mipigon Eastern Time - Ontario & Guebhec - places that did m
CLIEI: et 8 ey LR cate. America/Mome Alaska Time - west Alaska
by the yellow dots, and a red X wil ametica/Moronha atlantic islands
appear at your selection, America/Panama,
Armrina /D anamivhns Cantarn Ttamddard Timn DAarmanivhne hlomaont :I
You can also scroll through the city [4] | D
list and choose your desired fime Ad|
? Hide Helpl ? Release Motes <] Back | [ Mext I
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Step 16: Account Configuration
Enter the root password twice:
Root Password: cisco1
Confirm: cisco1

Create a new user with the Add button. Ask the instructor for the correct name and
password.

= Red Hat Linux |

‘Online Help &ccount Corfiguration

@ Enter the password for the root user (administratar) of this system.
Account

Configuration

Root Password: 1

Confir: 1 xxxxxxxx

Note: Sefting up a root account S = Rootpaseord v eenlon,

and password is one of the most Additional accounts can be created for other users of this system. Such
irnpaortant steps during vour P accounts could be for a personal login account, or for other
installation. ¥ our root account - non-administrative users who need to use this system. Use the <Add>
enables you to install packages, button to enter additional user accounts.

upgrade RPMs and do most system Account Name|Full Name

maintenance, Logging in as root el Gtudent Student

gives you complete confrol over
your systern and is wery powerful

Add

Edit

Use the root account exdy for Delete
administration, Create a non—roaot
account for your general use and
s - to gain root access when you
need to fix something quickly.
These basic rules will minimize the
chances of a typo or incorrect
commeand doing damage to your
system.

ik

Enter a password for the root

account. The password must be at
leact ¢iv rharacters in lenoth :_J L

9 Hide Help

‘? Release Maotes <] Back [ Mext

In the Add a New User box enter the following information:

User Name: This is the name the student will use to log into the system
Full Name: This is the complete name of the student

Password: Enter a password the student or user can log on initially
Confirm: Re-enter the password for confirmation

Click OK and then Next to continue.
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~add a Mew User
Uzer Hame:

Full Marme:

FPasswoard:

Canfirm:
Flease enter user name

QDOK |‘ & Cancel |

Step 17: Authentication Configuration

Read the help screen on the left and press the Next button to continue.

= Red Hat Linux |

o

-Online Help -Authentication Configuration

-

[+ Enable MDS passwords

Authentication [+ Enahle shadow passwords
Configuration ]| ws | LD#P | Kerheros 5 | smE |

You can skip this secton if you will [~ Enable MIS

not be setting up netswork NI Domain: I

passwords, If you are unsure, ask

your system administrator for 4 Use broadeast to find NS server

asgistance. MIE Server: I

Unless you are setting up an MNLS
password, you will notice that both
MD5 and shadow are selected.
Using both will make your system
as secure as possible.

* Enpable MDY Passwords
allowrs along password to
be used {up to 256
characters).

* [se Shadow Passwords
provides a very secure
method of retaining
passwords for you

4

* Epable NIS allows youto Kd|

? Hide Helpl ‘? Release Mates <] Back | [ Mext I

97 - 306 IT Essentials 1l v3.0 Copyright © 2004, Cisco Systems, Inc.



Step 18: Authentication Configuration
It is very important not to select the default settings:
Make sure the following boxes are checked.
v Printing Support
v' Classic X Windows System
v X Window System
v GNOME
v KDE
v/ Sound and Multimedia Support
v" Network Support

Do not choose the Everything option, as the hard drive has not been partitioned with
enough space.

After selecting the correct boxes, click the Next button.

S Red Hat Linux |

e

-Online Help rPackage Group Selection

. |l @ Printing Suppart
Selecting Package
GPUUPS | Classic ¥ Window System

Select the package {application)
groups that you want to install. To

select a package group, click on Il ¥ Window System
the check box beside it.

To select individual packages, 11

check the Sefect Individunad ] E/ Laptop Suppart
Fackages box at the bottom of the

SCreen.

]
vl ?u@ GNOME

(7 {’é} KDE

~ B Sound and Multimedia Support
_E@. Metwoark Support =

||7 Select individual packages Total install size: G53M

? Hide Help ? Release Notesl <] Back B Mest |
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Step 19: Unresolved Dependencies
Software libraries must be installed before they can function properly. Red Hat will check
the system for all of the libraries that are required. Red Hat Linux will check for these

dependencies every time software packages are installed or removed. If Red Hat finds
any errors it will locate the correct dependencies and install them.

Read and click the Next button.

A Red Hat Linux |

Online Help rUnresolved Dependencies

— | |Package iRequirement l
paaml emacs

Unresolved emMacs-nox emacs
Dependencies

Iany software packages depend
on other packages or Hbraries in
order to work correctly. To make
sure your system has all the
packages it needs in order to work,
Red Hat Linus checks these
package dependencies each time
you install or remove a package. If
one package requires another
package that has not been installed,
unresolved dependencies exist,

One ormore packages you have
selected have unresolved
dependencies. You can resolve this
by selecting fnséalil Packages to
Sazizfy Dependencies, You can
also choose not to install any @ Install packages to satisfy dependencies
packages listed with dependencies
or to ignore the dependencies.

| | Do not install packages that have dependencies

" Ignore package dependencies
s S otelTE s size R PUIS A

9 Hide Help ] 9 Release Motes <] Back B Next
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Step 20: Video Configuration

Red Hat will auto-detect the video card.

If the video card does not appear on the list below, X Windows may not support it. The
user may choose the Unlisted Card option and attempt to configure it by matching the
card's video chipset with one of the available X servers. Ask the instructor for information
about the video card being used.

Click Next to continue.

= Red Hat Linux |

Online Help rGraphical Interface (%) Configuration

&1 | In most cases your wideo hardware can be probed to automatically
determing the best settings for your display.

Video Ifthe probed seftings do not match yvour hardware, select the correct
i . hardware settings below:
C()l‘lflglll‘atl()l‘l 53 Savage (geneh;ic) 2l
) } 53 Savage 2000 {generic)
Although, the installation program 53 Savage/M¥
probes to determine the best video 53 SavageaD
card for your systern, you can 53 Savaged
choose another video card if 53 Savaged (generic)
needed. 53 Savaged Pro+
53 Trodz (genetic)
Once youhave selected your video 53 TrioaD
card, choose the amount of video 53 Trio3Dd2¥

RAM present on your card, 53 Triokd (generic)
53 TrioB4¥ + (generic)
If you decide that the values you 53 TrioB4V2 (generic)
have selected are incorrect, use 53 TrioB4v2/D % (generic)
the Restore original values 33 TrioBdW 2/G X [generic)
button to return to the suggested 33 VIRGE (generic) J
probed settngs. 53 WIRGE (old 33V server)
53 WIRGE/DX (generic)
Youcan also choose to Skip X 53 WIRGE/GH (generic)
Configuration if you would rather 33 VIRGE/GHE (yeneric)
configure X after the installation or 53 VIRGE/MX {generic] -l
CLISCEEIE —| | Wideo card RAh: 2 MB :i Restare original values]

[~ Skip ¥ Configuration

=

9 Hide Help] 9 Release Motes <] Back I = MNext ]

Step 21: Preparing to Install

After the video card has been selected, the About to Install screen will display. There
are no selections to be made on this screen. Read the information and click the Next
button.

Step 22: Installing Packages

Red Hat will install all the necessary software to set up the computer. There are no
selections to be made here. How long this process takes is dependant on the number of
packages being installed and the speed of the computer.

Depending on the number of packages to be installed, the user may be asked for the
second Red Hat CD-ROM. If this occurs, Red Hat will stop the installation process, eject
the first CD, and ask for the second. Simply insert the second disk and press Enter.
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It is very important that this process not be interrupted. Do not turn the power off or reset
the computer. If this happens the installation will have to start over.

= Red Hat Linux |

N

rOnline Help rInstalling Package
FPackage: ncurses-5.2-12
Size: 9,036 KBytes
. Summary: & CRT screen handling and optimization package.
Installing Packages 4 Sl e
We havel gathered all tlhe Package Progress: |
mfomllatlonneeded to install Red Total Progress:
Hat Linux on your systermn, [t may EEmEEaTE
fake a while to install everything, Status [ Packages] Size Time
depending on how many packages
nead to be installed, Total 441 1013 M 0:11:49
Completed 120 297 M 0:03:26
Remaining 321 721 M 0:08:22
@ Hide Help | ? Release Motes <] Back [ nlext
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Step 23: Boot Disk Creation

After the software packages have been installed, the user will be asked to create a boot
disk. If the system was not able to boot, a boot disk would bypass the LILO boot loader
and the computer could start with the floppy.

Install a blank floppy disk and Linux will create the boot disk. After the disk has been
created, remove it and be sure to label it.

S

~Cnline Help

Boot Disk
Creation

Insert a blank, formatted diskette
inte your floppy drive, and click
Next to continue.

= Red Hat Linux |

~Boot Disk Creation

©

The boot disk allows you to boot your Red Hat
Linux system from a floppy diskette.

Flease remove any diskettes from the floppy drive
and insert a hlank diskette. &l data will he
ER&SED during creation of the hoot disk.

[~ Skip boot disk creation

9 Hide Help | 9 Release Motes

<] Back = Mext
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Step 24: X Configuration

Most of the time, Red Hat will auto-detect the monitor. If the monitor was automatically
found, it will be listed below. Click the Next button.

If the monitor was not auto-detected, select a Generic model from the list. If a Generic

monitor is selected, Red Hat will suggest horizontal and vertical sync ranges. Once the
settings have been selected, click the Next button.

= Red Hat Linux |

Online Help rManitor Configuration
a MEC MultiSync LCDE0T03 a]
MEC MultiSync LCDET10
MEC Multisync LCDA00

Monitor Selection NEC MultiSync LCD400Y
MEC MultiSync LTS0
The installaton program will now NEC MultiSync MS00
attempt to detect your monitor to MEC MultiSync k700
determine your machine’s best MEC MultiSync MT1000
dizplay settings. If the monitor MEC MultiSync MTE10
cannot be detected, choose the MEC MultiSync F1150
monitor that best matches the. MEC MultiSync P1250+
model attached to this computer MEC MultiSync P750
from the monitors listed, MEC MultiSyne V500

HEC MultiSync 15

Youmay also enter the horizontal MEC MultiSync XE17
and vertical synchronization ranges MEC MultiSync xE21
for your monitor. These values can MEC Multiyne XP15
be found in the documentation for MEC MultiSync xP17

MNEC Multisync XP21

your display, Be careful when !
MEC MultiSync Xv14 J

entering these values; if you enter !
MEC MultiSync ¥W15

values that fall outside the — )
capabilis o your eqipmmen you NEC MullSyne XVi7 /X1 7+
can cause damage to your display, .
Only enternumbgers myﬂleseﬁild}s? NEC MulliSync XV17 (-2)
MEC PK-DH172
if the values in your manual do not MEC Ready Manitar
match selections in the monitor list MWEC VistaScan 7000 Bd|
and you are certain you have the :
correct velues from your Haorizontal Sync: ]31 0-653.0 kHz

documentation. =] | Wertical Syne: 155.0—120.0 Hz Restare ariginal Valuesj

9 Hide Help] 9 Release Motes <] Back I > MNext I
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Step 25: Custom X Configuration

Choose the correct color depth and resolution for the X configuration. Click Test Setting
to try out this configuration. If another configuration is desired, click No to choose another

resolution.

It is recommended that the user test the configuration to make sure the resolution and

color settings are usable.

Your desktop environment will depend on whether GNOME or KDE was installed. If both
GNOME and KDE are installed, the user can choose which one to use as the default

desktop environment.

For the purpose of this lab, select the KDE desktop environment. Additionally, select the

Text option as the login type.

-

Custom X
Configuration

Choose the correct color depth and
resolution for your X configuration.
Click Test Setting to try out this
configuration. If you do not like
what you are presented with while
testing, click No to choose another
resolution,

Color Depth is the number of
distinct colors that can be

represented by a piece of L

hardware or software.

Screen FResolution iz the the
nurnber of dots (pizels) onthe
enfire screen.

If you installed both GWOME and
KDE, you can choose which one
you would like to be your default
deskiops environment, Ctherwise,
it will only show GNOME or KDE

as the desktop default. [ e s e e

? Hide Help ? Release Motes

rCustomize Graphics Configuration

Red Hat Linux |

Screen Resolution:

[10z4x768 -
Test Setting ]

Color Depth:
High Colar (16 Bif -

Flease choose your default desktop environment:

O GNOME

® KET

Please choose your login type:
" Graphical & Text

QBaCK 1 b Nm
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Step 26: Installation Complete and booting up for the first time.
Red Hat Linux 7.2 installation is now complete!
The user will be prompted to prepare the system for reboot. Remove any diskette or CD.
When the system is restarted, the following screen will appear as the system boots up.

zczid: Tagged Queuing now active for Target B
INIT: wer=zion £.78 booting
Welcome to Red Hat Linux
Press "I’ to enter interactive startup.

opunting proc filesystem:

onfiguring kernel parameters:

Setting clock (localtimel): Thu Jan 18 12:44:11 MST Z882
Loading default keymap (u=s):
Setting default font (latB-sunlbd:

ctivating swap partitions:
Setting hostname localhost.localdomain:

opunting U3SB filesystem:

Initializing USB controller (usb-uhcil:

hecking root filesystem

clean, 89512-462144 files, 317162923729 blocks

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

Remounting root filesystem in read-write mode:
inding module dependencies:

hecking filesystems

boot: clean, £27-14856 files, 561656196 blocks

opunting local filesystems:
urning on user and group guotas for local filesystems:
nabling swap space:

After the operating system has loaded the user will be asked to login. Stop at this point.
Logging in and starting the KDE interface are discussed in the next lab.

fed Hat Linux release ¥.1 (Seawolf)
Kernel 2.4.2-2 on an i686

localhost login:
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Troubleshooting

The following is a list of common installation problems. Below each installation problem,
list possible solutions.

1. The computer will not boot from the Linux installation CD-ROM.

2. Linux did not find the video card and/or monitor.

3. LILO did not load and the computer did not boot up.

Reflection

1. What are the advantages to installing LILO on a floppy and booting the computer
from the floppy?

2. When should firewalls be enabled and when should they be disabled?

3. When should Linux be configured to go directly into X Window on boot up?
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Configuring Network Settings

| L=
I

Objective
Configure a Red Hat 7.2 Linux computer’s IP address.
Equipment
The following equipment is required for this exercise:
e A server with Linux Red Hat 7.2 installed.
e A network connection from the server to a hub, switch, or some other host.
Scenario
The Air Guitar Company has just purchased a server with Linux Red Hat 7.2 installed.
The company has asked that the server be configured with an IP address and
subnetmask.
Procedures
Before beginning this lab, make sure the Linux Red Hat system is ready to log in. Ask the

instructor or a lab technician for the appropriate static IP address information for the
server. Record the information in the table provided:

Server IP Address Configuration

IP address:
Subnet mask:

Default gateway:

Important Note: The IP address, Subnet Mask and Default Gateway that are used in this
lab are only examples. Ask the instructor for the IP scheme used in the lab and record
them in the table above. Refer to this table for the correct information.
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Step 1:

Step 2:

Login as root

In this lab, the network IP address will be changed. In the Linux system, only the root
account can configure an IP address.

1. Log in as the root user.

If the GUI is open, open a terminal window. Do this by clicking on the terminal emulator
icon on the bottom of the screen to open the terminal window.

Configure the IP address and subnet mask using the CLI.

ifconfig

IP addresses are assigned to physical interfaces, such as Ethernet Network Interface
Cards (NICs). IP addresses can also be assigned to logical interfaces, such as a local
loopback. An interface typically has only one IP address assigned to it, although it is

possible to assign more than one IP address to an interface.

Configure the interface IP address using the ifconfig program. The if in ifconfig
stands for interface.

Use the man command to get information on the i fconfig program, type:
man ifconfig

1. According to the man output, when are you likely to use i fconfig?

2. According to the man output, what does the ifconfig -a option do?

3. Type qto exit the man page.
From the shell prompt, run the i fconfig command with the —a option.
ifconfig -a or /sbin/ifconfig -a

Note: All TCP/IP hosts associate the IP address 127.0.0.1 as a loopback address. In
the output above, see the loopback interface, lo has the 127.0.0.1 address, with a mask
of 255.0.0.0. Use the ifconfig command to change the loopback’s IP address. It is
recommended that this address not be changed.

Note how Linux refers to the Ethernet NIC. The output seen may be different from the
sample shown above. In this exercise the NIC is referenced as ethO. If the interface has
a different designation, be sure to substitute the interface name for etho in these
examples.

The Ethernet NIC (eth0) may already have an IP address bound to it. The ifconfig
command displays IP addresses and their associated masks as follows:
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Step 3:

200,205

endl '|"|:||:|t.:|# I

The inet stands for Internet Address (IP). The word Mask refers to the IP Subnet
Mask.

4. What is the HWaddr of your computer’'s NIC (s)?

5. What does HWaddr stand for?

Configuring the IP address

Use the ifconfig command to setup the Ethernet interface’s IP address. Use the
information that was recorded earlier in the table (see the procedures section).

1. Enter the appropriate command at the shell prompt.

The following example is correct given a new IP address of 192.168.0.5 and a subnet
mask of 255.255.255.0, type:

ifconfig eth0 192.168.0.5 netmask 255.255.255.0

or
/sbin/ifconfig eth0 192.168.0.5 netmask 255.255.255.0
The netmask argument is used to specify the subnet mask. Verify that the change has

taken effect by issuing the ifconfig —a command. IP address changes take effect
immediately in Linux; do not need to reboot the system.
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The output of the ifconfig —a command should indicate that the new IP address is
bound to the NIC, type:

ifconfig -a

endl rook]# I

At this point, i fconfig should report this interface as UP as shown by the highlighted
output above. If this interface is shown as down, troubleshoot the Ethernet connection.
Make sure the Ethernet cable is connected to the NIC and connect the other end to a
networking device, such as a hub or switch.

A user can manually bring down an interface by using the down argument.

ifconfig eth0 down or /sbin/ifconfig eth0 up

To return a down interface to the up state, use the up argument.

ifconfig eth0 up or /sbin/ifconfig eth0 up

Step 4: The ping command

To test the configuration, use Internet Control Messaging Protocol (ICMP) better
known as the ping command.

Use the man command to get information on the ping program, as shown:
man ping
Type q to exit the man pages.

Send a ping to the server interface. Use CTRL-C to stop the pinging. The following
example assumes that the interface is configured as 192.168.0.5, type:

ping 192.168.0.5
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64
64
64
64
64
64
64
64
64

PING 192.

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

168.0.5 (192.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.

OO O OO0 OO

[e)}

o 01 o o1 O OO O U1 o

.0.5) from 192.168.0.5: 56(84) bytes of data.
: lcmp seg=0 ttl=255 time=240 usec
icmp seg=1 ttl=255 time=108 usec
icmp seq=2 ttl=255 time=136 usec
icmp seqg=3 ttl=255 time=133 usec
icmp seq=4 ttl=255 time=135 usec
icmp seqg=5 ttl=255 time=132 usec
icmp seg=6 ttl=255 time=136 usec
icmp seq=7 ttl=255 time=131 usec
icmp seg=8 ttl=255 time=136 usec

---192.168.0.5 ping statistics ---
9 packets transmitted,
round-trip min/avg/max/mdev = 0.108/0.143/0.240/0.035 ms

9 packets received, 0% packet loss

In the output example above 64 bytes from 192.168.0.5 means that a reply of 64 bytes
was received from that host. If no reply is received, check to see if the wrong IP address
was entered either with the ping command, or when ifconfig was used.

If other hosts are connected to the network, try pinging them. Find out what their
addresses are. A successful ping reply from another host means that the IP configuration
is working and that it is live on the network.

Step 5: The router command

In order for the server to communicate with TCP/IP hosts beyond the local subnet, the
system must use the services of a local router. The term gateway was commonly used in
the past to refer to a router because a router acts a gateway to other networks. When
configuring a host for IP, configure the default gateway. This is the IP address of the
local router’s interface.

In the Linux CLI, configure the default gateway using the route command.

Use the man command to get information on the route command, type:

man route

Type g to exit the man pages.

1.

According to the man output, what is the primary use of the route command?

2. What does the —n switch do when it is added to the router command?

Check your system’s route table, as shown, type:

route -n

or

/sbin/route -n
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Metric Ref Uze Iface

The system may already have a default route to the gateway already installed. The
output above shows that no default route is known by the kernel’s routing table. That
means this host cannot send messages beyond its local subnet, 192.168.0.0/24.

Use the route command to install a default route to the gateway (the router). The
following example installs 192.168.0.1 as the default gateway:

Use the information recorded in the table (from Step 3) to install a default gateway on the
system. Replace the highlighted address above with the address appropriate to the
network. Type the following command at the prompt:

route add -net default gw 192.168.0.1 dev ethO

or

/sbin/route add -net default gw 192.168.0.1 dev ethO

If adding a default route and the route already exists, the following error message will
display:

SIOCADDRT: File exists
If directed by the instructor, use another IP address for the default gateway.
When finished, use route to check the modified routing table, type:

route -n or /sbin/route -n
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Step 6: Reboot

Reboot you're the system using the reboot command.

Return to the CLI and use ifconfig and route to display the current IP addressing
configuration. Notice that any changes that were made in previous steps using those
commands have disappeared.

The system should be configured just as it was before you began the lab. This is because
the ifconfig command that ran above does not change the startup config files that
Linux uses to configure the NIC.

Manually using the i fconfig and route commands every time the system boots would
not be an inefficient way to configure IP addressing information. Fortunately, Linux runs
several scripts during boot time, some of which perform the task of IP address
configuration. A user can modify the script files manually with a text editor, or use a
command to modify these files. Once these scripts are correctly configured, your system
will reboot with the desired IP configuration.

The easiest method is to modify the relevant script is to use the program called
netconfig.

At the shell prompt, run the netconfig command, type:

netconfig or lusr/sbin/netconfig

netconfig 0,8.11 {C)} 1999 Red Hat,. Inc.

Hetwork conf iguration

Would you like to =et up retworking?

The netconfig command presents a configuration dialog box. Based on the answers,
the command configures the appropriate scripts. Select Yes to set up networking and
continue on to the next screen.
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Step 7:

netconfig 0,8,11 {C) 1999 Red Hat,. Inc,

| Configure TCPAIP |

Fleaze enter the IP configuration for thiz machine, Each
item should be entered 3= an IF addreszs in dotted-decimal
notation (for example,. 1.2.3.40.

[B] U=e dynamic IP configuration {(BOOTP/DHCP}

IF address: 0000000
Metmask : I

Default gateway {(IP:: ]
L ]

Frimary namsserver:

Tab*>/<Alt-Tab> between elements Spacer selects | <F12% next screen

The final configuration screen gives the option to configure TCP/IP. Select dynamic
configuration, which means that the system will query a DHCP or BOOTP server in an
attempt to automatically configure its IP address. Dynamic IP addressing is used for
workstations and desktop PCs.

Typically, servers are manually configured for a static IP address. If a server’s address
were to change from one day to the next, users and other systems may not be able to
find them.

Enter the IP address, subnet mask, and default gateway information that you recorded
in the table (Step 3). For now, leave the primary nameserver (DNS) field blank, or allow
the default address to remain in the field.

Use ifconfig and route to verify that the changes have taken immediate effect.
Reboot the system and check again to make sure these settings remain intact.

Network Scripts
Modify the IP configuration script files manually using a text editor such as vi.
In Red Hat Linux, the relevant file is:
/etc/sysconfig/network-scripts/ifcfg-eth0
To check the contents of this file use the more command:
Type:
more /etc/sysconfig/network-scripts/ifcfg-eth0

Note: the highlighted portion below may be different on the system, depending on how
the Ethernet NIC is designated by the kernel.
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OHBO0 T=ye:
BOOTPROTO=stat ic
IFADDR=1%2, 162 .,0.5
HETHASK=255, 255,200, 0
GATEWAY=192,1:8,0,1
rootldzyztenH! root. | # l

Manually editing this file and then rebooting is another way to change the IP configuration
of the NIC. However, it is easy to mistype a configuration command or leave something
important out of this file. For these reasons, use netconfig instead of a text editor
whenever possible.

Troubleshooting

As an IT professional, configuring and troubleshooting TCP/IP is typically a daily activity.
A common problem with manually configured IP addresses is, operator error. Always
double-check a static IP configuration. Most operating systems will warn the user when it
detects another node on the network with the same IP address.

Reflection

Administrators usually manually configure static addresses on servers. Why is static
configuration uncommon among workstations?

Should a large company allow the employees to manually assign IP addresses on their
workstations? Why or why not?
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Configuring X Server

Estimated Time: 15 minutes

Objective
To properly configure the X server GUI environment with the available tools.

Equipment

e A computer with Linux Red Hat 7.X installed.

Scenario
The system administrator of a large company has recently installed Linux Red Hat 7.X on
several systems. Some of the hardware installed in these systems require extra
configuration for the X windows GUI.

Procedures

Step 1: Running the Xconfigurator tool
The Xconfigurator tool can be used in text mode or GUI mode, depending on which mode
it is launched from. The Xconfigurator tool goes through a series of menus that allows the
appropriate settings to be selected. The Xconfigurator tool is easy to use. The following

steps of this lab will explain how to use the Xconfigurator tool:

Using the Xconfigurator command in Linux will enable manual configuration of the X
windows GUI.

1. Log on as root.
2. Type Xconfigurator at the shell prompt.

The interface should be displayed as shown below.
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[ =w rialbotEdhc B-63:home

= (O] ]

Session Edit Miew Seftings Help

| Welcome |

Thiz program will create a bazic HF8EConfiz file. hazed on
meny =elections you make,

The HFBEConfiz file wuzually resides in Ausr HllRG6AlibAH11 or
fetodHll, A zample HF8EConfiz file iz supplied with HFreeBb:
it iz configured for a standard VYGA card and monitor with
E40=d80 resolution,

You can either take the zample KF8eConfiz az a baze and edit

it for your configuration. or let thiz program produce a basze
HWFBEConf iz file for wour configuration and fine-tune it, Refer
to AusrAHl1RGA1ikbAH11 Adoc /README ,Cont'ig for a detailed

| e [

3. Use the Tab key on the keyboard to navigate through the menus Select OK and
press Enter.

The interface should now be displayed as shown below.
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Flalbo B-63:homefrts

E=ES)

Session Edit Miew Seftings Help

Hoonf igurator 4,10,7 - (T

{ PCI Probe |
PCI probing found a3
PETSEREr t niidia Corporation|HVE [Yantal

H Serwver HEBE_SVGEA
Hhreed drivert nw toefault

4. In this screen, the system is detecting which type of video card is installed in the
system, which version of X server is installed, and what driver is installed. Read this
information to verify that it is correct. Then hit the Enter key.

The interface should now be displayed as shown below.
5. Inthis screen, the system is detecting what type of monitor is installed in the system.
Read over the information to verify that it is correct. Then hit the Enter key to confirm

that these settings are correct.

The interface should now be displayed as shown below.
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ria hellalansnles o L= |[oi{x]

1 B-6.3:home

Session Edit View Seftings Help

Video Memory

How much wideo memory do you hawve?

< Tak:

6. Inthis screen, the system is detecting how much RAM is installed on the video card.
Most of the time, the system will auto detect the amount of RAM. If the system does
not detect the amount of RAM automatically, use the up and down arrow keys to
select the correct amount. Use the Tab key to select the Ok button and press Enter.

The interface should now be displayed as shown below.
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[ =+ rtalbotEdhc B-63:home

=[]

Session Edit Miew Seftings Help

{ Clockchip Configuration |
Which Clockchip do gyou hawve?

o Clockchip Settinz {recommended:

Chrontel 8391

ICIZ2061A and compatikles {(ICS9161A. DCS232d

ICS2095

IC55342 {=imilsr to SDAC. but not completely compatible?
ICS5341

53 GenDAC (8aCy03) and ICS5200 {autodetected:

53 SDAC (8eC716}

“NEE[ tueen elemnents < :lects SF12% e | ||

7.

In this screen, the system is detecting the clockchip configuration. The default option,
which is No Clockchip Setting, is recommended. Use the up and down arrow keys
to select the correct setting. Then use the Tab key to select the Ok button and press
Enter.

The interface should now be displayed as shown below.
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=[]

[ =+ rtalbotEdhc B-63:home

Session Edit Miew Seftings Help

{ Select Video Modes |

Select the wideo mode= you would like to use, 8 bhit modes allow for
206 colors. 16 bit modes allow for Bdk colors. and 24 bit modes allow
for true color, Performance will be =lower,. howewver. the higher gou
oo, fou should select at least one of the slementz below,

2
[
L
[
L
L
[
L

| &Y [T i

8. In this screen, select the desired screen resolution size. Use the Tab key to navigate
around this screen. After reaching the desired setting, hit the Spacebar key on the
keyboard to select it. Then use the Tab key to navigate to the Ok button and press
Enter.

The interface should now be displayed as shown below.
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Flalbo B-63 . hoime

ria e E=ES

Session Edit Miew Seftings Help

Hoonf igurator 4,107 - (T e BT

| Starting H |

Hoonf igurator will now start B
to test your configuration,

9. At this point, the configuration section has been completed. Proceed to the section
that will test and restart the X server with the new settings. To do this, select the Ok
key and press Enter.

After Ok is selected, the screen with flicker a few times. Then a test configuration
screen will appear and ask if the screen is visible and if the settings are accepted. If
the screen looks ok, select Yes and the X server will restart and display the new
settings.

Reflection

The X server configuration tools can only be used when logged in as the root user. Why
is it important that regular users are not able to run these tools?
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Post-Installation of Applications and Programs

Estimated Time: 20 minutes
Objective
To install applications and programs after the installation of Linux Red Hat is complete.
Equipment
e A computer with Linux Red Hat 7.X installed.
Scenario
The system administrator of a large company has recently deployed several Linux Red
Hat systems. All of these systems should be installed with the latest version of the
Netscape Navigator Internet browser. The version that comes with Linux is not the latest
version available. Find and install the latest version.
Procedures
Step 1: Downloading the package from the Internet
Note: Log in as the root user.
There are several ways to get the latest version of Netscape. One way is to get the CD.
For the purposes of this lab, download the package from the Netscape Web site by using
the following steps:
1. Open the existing Netscape Communicator web browser. Go to the Netscape
homepage. Do this by clicking on the K-start menu > Internet > Netscape

Communicator link. This will open the browser. When the browser opens, click on
the Home button. This will open the Netscape homepage at home.netscape.com.

2. Once the page loads, click on the Downloads link in the top right-hand corner.
3. At this screen, click on the Free Download button.
4. After a few seconds, the Save as box will appear. Make a note of the location where

the file is being saved so it can be found after being installed. Click OK to save the
file in the default location.
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http://home.netscape.com/

Step 2: Unpacking and installing the application

1. In the terminal Window, navigate to the folder where the application was saved. It
should be the home folder. After reaching the correct directory, type 1s -bl at the
shell prompt.

This will list the contents of the directory. The downloaded file should be listed in the
directory. Look for the filename netscape-i686-pc-linux-gnu-
installer.tar.gz. Thatis the name of the file that needs to be unpacked and
installed.

2. To unpack and install the file, enter the following command at the shell prompt:
tar —-xvzf netscape-i686-pc-linux-gnu-installer.tar.gz
Press Enter. This should create a new directory called netscape-installer in
the same directory. To list the contents of the directory again, use the 1s -1

command.

3. Change to the netscape-installer directory by entering cd netscape-
installer at the shell prompt.

Now use the 1s -1 command to list the contents of the netscape-installer
directory.

4. Install the software by entering the following command at the shell prompt:
./netscape-installer

This should automatically launch the Netscape installer window. Click Next. On the
following screen, click Accept to accept the license agreement.

Click Next again to accept the Recommended installation.

Note: Keep the default settings.

On the next screen, click on the Install button. It will take a few minutes for the files
to download and install. Once the status bar shows that the download has been
completed, the software should self-install.

After the installation is complete, some boxes will prompt registration or entry of a
Netscape username and password. Enter the requested information or select

Cancel. Registration can be done at a later time..

After the information is entered, or Cancel is selected, the new Netscape browser
should open. When it does, close it.
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Step 3: Using the new application

1.

5.

6.

Reflection

Open the Netscape browser by clicking on the K start menu > Internet > Netscape
Communicator link. This should open the old version of Netscape. This occurs in
Linux because the old version of Netscape is still installed and the link still points to
the old Netscape version. Follow the next steps to create a desktop application that
links to the new version of Netscape.

Right click on the desktop and select Create new > Link to Application.

The Properties box will open. Type Netscape in the box. Then click on the Execute
tab.

In the Command box, type /usr/local/netscape/netscape. Click Ok
Click on the new desktop icon and launch the new Netscape browser.

When the Netscape Network Registration box appears, press the Cancel button.

How does software installation in a Linux system compare to that in a Windows system?
Are there any advantages to the way that it is done in a Linux system as opposed to a
Windows system?
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Linux Kernel Management

Estimated Time: 25 Minutes
Step 1

1. How many open files does your current kernel support?

2.  When might you want to change this number?

3. To change the number of open files that the kernel can support enter the following
command:

# echo 8192 > /proc/sys/fs/file-max

4. This change in step 3 is in RAM and will only be valid until the computer reboots. The
following steps will change the default settings?

Openthe /etc/rc.d/rc.local file using the vi editor:

# vi /etc/rc.d/rc.local
echo "8192" > /proc/sys/fs/file-max

Exit the vi editor and save the changes. Reboot the system and check to see if the
number of files the kernel can support has changed. Run the following command:

# cat /proc/sys/fs/file-max

How many files does the kernel now support?

5. Briefly describe the following kernel commands: (hint: use the man command)

lsmod

insmod

rmmod
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6. Login as the root user. Run the following commands:

# lsmod

How many modules are installed?

# rmmod -a
(If you are not sure what the -a switch does, read the man page)

# lsmod (again) Did the number of modules change and what is the number?
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Logging into Linux

Estimated Time: 30 minutes
Objective

In this lab, the student will learn how to boot a Linux computer, log in as the root user,
navigate using the Command-Line Interface (CLI), and then shut the computer down.

This lab will cover the following CLI commands:
° su
e whoami
° man
e Is
e shutdown
Equipment
The following equipment is required for this exercise:
e Computer with Linux Red Hat 7.2 installed
Scenario

Boot up the Linux computer and log in using the root user. Run Linux in the command
line mode and shut down the system using the Unix-based shutdown command.
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Step 1

Turn the computer on and observe the boot process. When Linux begins to load, the
following screen will be displayed. This screen gives the user the option of booting into
the text mode. Press the Enter key to bypass this screen, or wait and Linux will
automatically begin to boot (in approximately five seconds).

2

Presa control-x for text mode

The boot process may take a few minutes. The time will vary according to the speed of
the computer. As Linux boots, the Linux processes will load. The screen should look
similar to the following as the Linux system boots up.
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Detected 200462794 Hz processor.

Console: colour dummy device 88x25

Calibrating delay loop... 3992.77 BogoMIPS

Memory: 47880k 497152k available <868k kernel code, 488k reserved, 748k data. 56k initl>
CPU: Intel Pentium MME stepping 83

Checking 386-38%7 coupling... 0K, FPU uwusing exception 16 error reporting.
Checking "hlt’ instruction... QK.

Intel Pentium with F@ BF bug — workaround enabled.

POSIE conformance testing hy UNIFIX

PCI: PCI BIOS revision 2.18 entry at Bxfdh3il

PCI: Probing PCI harduare

Linux MET4.8 for Linux 2.2

Bazsed upon Swansea University Computer Society WET3.839

MET4: Unix domain sockets 1.8 for Linux NET4.8.

MET4: Linux TCP-IF 1.8 for NET4.8

IF Protocols: ICHMP, UDP,. TCPF,. IGHMP

Initializing RT netlink socket

Starting kswapd v 1.5

vesafh: framebuffer at BxA3PPAAAA,. mapped to Bxci8B200@, =ize 1824k
vezafb: mode is 888x6B0x8,. linelength=888,. pagez=0

vesafh: protected mode interface info at c?df :AAA8

vesafb: scrolling: redraw

Console: switching to colour frame huffer device 188x37

fhAa: UESA UGA frame huffer device

Serial driver version 4.27 with MANY_PORTS MULTIPORT SHARE_IRQ enahled
ttySAA at BxA3f8 <(irg = 42 is a 16558A

ttysSAl at @xB@2f8 (irg = 3> is a 16558A

pty: 256 Unix?8 ptys configured

apm: BIOS version 1.2 Flags BxBh (Driver version 1.9

Real Time Clock Driver vi.B?

RAM disk driver initialized: 16 RAM disks of 4876HK size

PCI_IDE: unknown IDE controller on PCI bus 88 device 2a,. UID=3388,. DID=8813
PCI_IDE: not 108% native mode: will probe irgs later

hda: QUANTUM FIREBALL EX3.2A. ATA DISK drive

ideBd at Bx1fO-Bx1f7,.0x3f6 on irg 14

hda: QUANTUM FIREBALL EX3_2A. 3A7?MB w-/418kB Cache, CHS=782-128-63
Floppy drivets»: fd@ is 1.44M

FDC B isz a post—-1991 B2@Y7Y

md driver B_98_8 MAX_MD_DEUS=256, MAX_REAL=12

md.c: sizeof (mdp_super_t) = 4896

Partition check:

hda: hdal hda2 < hda5 hdat hda? hda8 > hda<d

Do these processes make sense?
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Step 2

After Linux is loaded, the user will be prompted to login. During the installation process,

the Command-Line Interface (CLI) was set as the default boot. The screen below
shows a CLI login prompt.

Red Hat Linux releasze 7.2 (Enigmal
Kernel 2.4.7-18 on an i68H6
login: root_

The Linux administrator account is called the root account. Type in root and press the

Enter key. Be careful when typing because like all UNIX computers, Linux is case
sensitive.

Next, type in the root password:

ciscol

Red Hat Linux release 7.2 {(Enigmad
Kernel 2.4.7-18 on an i686

login: root

Password:

[rootBsystemAl root I _

Note: the root account is signified by the # at the prompt.
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Step 3

It is not a good practice to work as the root user. The root user has complete control of
the Linux system and can inadvertently delete important files. It is better to work as a
user that does not have total control and to switch to the root account only when
maintaining or upgrade the system. In Linux, it is a simple process to switch users by
using the su command.

During the installation process two accounts were created. One account was for the root

account and another for general student use. Students will need to ask the instructor for
the student account name.

At the command prompt, type:
su - studentAl

Note: When root users are switching users they will not be prompted for a password. All
other accounts will be prompted for a password.

Did the command prompt change? How?

Troubleshooting

Note: The (-) after the su command is called a switch. When switching users, this switch
will run all associated user scripts. To experiment, type exit after logging in as any user
other than the root user. The user will become the root user.

Now type:

su studentAl
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What happened without the—switch this time.? Did the user end up in studentA1’s home
directory?

Step 4

Make sure to be logged on as a student user. To verify this, use the whoami command.
The whoami command will only display the login name of the current user.

At the command prompt type in:

whoami

tALl]$ whoami

What were the results?
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Step 5

Navigating the Command-Line Interface (CLI) is not difficult if the user knows where to
find help. In Linux, the man command displays information about CLI commands.

For example, to learn about the 1s command type in:
man ls

FSF

l= - list directory contents

SYHOPSIS
1s [OPTIOM],.. [EILET...

DESCEIPTION
. inmfo ion ] { e . oi ory by
Lty t. ent shake Yy if none of —oftuSH
nor ——sort,

—all

cdo not hide entr

——almost-all
do rot list implied , and ..

——escape

print octal es = for no

-byte blocks

do not lis 2 ending with ™
with -1t

name othe

Results of the man 1s command
To move around the man screen, press the Enter key to move down.

Like DOS, Linux commands may have switches associated with them. Note that the 1s
command uses many switches, -a and -1 are the most common.

To exit the man command, type the letter:

q

The user will return to the CLI.
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Step 6

At the CLI, type in the following commands. Describe the results after each command is

entered:
1s
1ls -a
1s -al

:.:IEIEZ}'I_F"I"I:IFilE! Jpazhrc kde

1
1
1
1
1
1
1
10

How are files hidden in Linux?

Hint: What character does Linux place in front of the file to hide it?

Step 7
In this step, using the shutdown command will turn off the computer. Linux, like all NOSs,
must complete the shut down process. Linux needs time to shutdown so it can put files
where they belong. Turning off a Linux system quickly can result in files being lost and
the corruption of vital configuration settings.
To learn about the shutdown command, type in:

man shutdown
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Use Seto/shutdown.allow,

From this man page, briefly describe the shutdown command.

What does the —r switch do?

What does the —h switch do?

How is the time set with the shutdown command?

What letter is typed to exit the man page help screen?
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Step 8

Only the root user is allowed to shutdown a Linux computer. To complete this step, verify
that the user is logged in as the root user. If not, type:

su - root
If requested, enter the root password.
Next, type:

shutdown -h now

emAl studentAll]l$ =u - root

endl root]# shutdown b nowl]

Describe the shutdown process.

After the shutdown process was complete, did the computer turn off?

Note: With an ATX power supply it will turn the computer off. Older AT boxes will not.
Troubleshooting

IT professionals are frequently called on to troubleshoot Linux log-in problems. The
following list can be used as a checklist when troubleshooting:

Problem: Cannot log in to the system

Possible causes:

o Username or password is misspelled or mistyped. Check both the username and
password and carefully re-enter this information. In both Linux and UNIX, usernames

and passwords are case-sensitive, so verify that the password uses the correct case.

o Keyboard Caps Lock is on. Press the Caps Lock key once, verify that the keyboard
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Caps Lock indicator light is off, and try entering the password again.

e User has confused username with password. Verify that the user is typing his or her
username in the “User name” field, and password in the “Password” field.

e When logging in through CLI, some users do not realize that although they do not
see anything being entered as they type, the system is taking the input. So it is
sometimes common for beginning users to think their machine is frozen at this point.

Reflection

1. Why is it important to log out or lock the console when leaving it unattended?

2. What are some of the reasons a user may not be able to log in to the server?

3. What advantages does the ability to switch between multiple login terminals provide?
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Using the Linux GUI (X Window)

Estimated Time: 25 minutes
Objective

In this lab, the student will learn to explore the basic features of the X Window and the
KDE desktop environment.

Equipment

The following equipment is required for this exercise:
e Computer with Linux Red Hat 7.2 (or greater) installed.

Scenario
The XYZ Company has just installed a server running Red Hat Linux 7.2. The company
has asked the student to log in to the server with the administrative account. The server
is configured with the KDE desktop environment. The task is to explore the basic features
of the KDE GUIL.

Procedures
Before beginning this lab, power on or reboot the Red Hat Linux server.

Step 1: Starting an X Window Session
This Linux system was setup to boot into the command line by default. Linux, however,
can be configured to boot into the GUI by default. If the user is just booting up the system
for the first time, then the user will need to login and supply the password as done in the
previous lab. If already at the command prompt, type:

startx

The startx command will initialize an X Window session and start the KDE interface.
Once the X Window session initializes, the KDE Welcome dialog box appears. The user

will not have to log in to the GUI because a username and password were already
supplied in order to authenticate the user in the CLI.
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Step 2: Navigating the KDE interface

Once the system grants access, the desktop environment will be visible on the server.
The installation of Red Hat 7.2 allows installation of the KDE desktop environment. Use
the KDE as the default Graphical User Interface (GUI) for all users. Other desktop
environments, such as GNOME, can also be configured and used with Linux.

UNIX and Linux both rely on the X Window system to display the GUI. The X Window

system is software that works with the system hardware and graphical applications
including the window manager. The window manager is the software responsible for
sizing, positioning, and rendering the graphical windows that programs run in.

Windows include borders that can be dragged to resize and graphical buttons that can be
clicked to minimize, maximize, restore, and close the window. Since Linux supports
several window managers and each window manager can be customized, there is no one
way a window will look or act.

KDE, like most Unix/Linux GUIs, is designed to use a three-button mouse. The function
of each button can be customized on a per-user basis. The following table describes the
functions commonly associated with each mouse button:

Mouse Button Function

Use to select and drag items.

Left
Middle Used to paste text or to move things
Right Used to bring up a menu for the selected
9 object (when applicable).

KDE is not a window manager. In fact, KDE can work with several different kinds of
window managers. KDE is a desktop environment. A desktop environment is a
combination of programs, applications, and applets that make up part of the GUI.

KDE provides:

e Graphical panels that can be used to start applications or display status

e A graphical desktop that can be used to store applications, files, and menus

e A standard set of desktop tools and applications

¢ A set of conventions that enable applications to work together consistently

The KDE desktop panel contains icons that start key applications or open menus. The

panel contains icons that start key applications or open menus. It also contains a task bar
that allows switching between running applications.

The following icons typically appear on the panel:
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The KDE desktop environment can be configured to look and act in hundreds of different
ways. Some of KDE's key features can be configured using the KDE Control Center.

To switch to another desktop environment go to the K at the lower left corner of the
screen. Hold the mouse down until the menu pops up and find the Run command. Click
on it and type:

switchdesk

Click Enter A display of all of the available desktops that are installed will be seen.

Read the popup box and click Cancel.

3

kDE Control Panel Linus Documentation
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Open the KDE Control Center now by clicking once on the icon on the panel. The KDE
Control Center window will appear as shown:

ontrol Cente [2l[=]m[=I
File Miew Help
| 14 1 —
Index r Search [ Help | = "r—'.[J =
& @ File Browsing : E‘r:'r'JI =
i EEREE E = = =
63y nfomation ti  KDEControl Center
-7 Look & Feel face: =
B BB Metwark
= 9% Peripherals ™
[]—-8 Personalization
&% Power Control Welcame to the "KDE Contral Center”, a central place to configure your desktap
El"l{_l Sound environment. Select an item from the index on the left to load a configuration module,
- System
B @ Web Brawsing
KDE version: 2.2-10 -
User: dave
Hostname: systemAl
System: Linux
Release: 2.4.7-10
tdaching: 686
Click on the "Help" tah on the left to view help for
the active contral module. Use the "Search” tab it
you are unsure where to [ook for a particular |
configuration option.
. ;
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From the Control Center, the user can customize aspects of KDE’s appearance, including
the desktop background, the window manager, and the panel.

Before leaving the Control Center, click on the Look and Feel option under the Index
tab. This will list many options for configuring the KDE desktop environment.

The Look and Feel tool is the name of the window manager that KDE is working with.
Remember, KDE can be configured to work with other window managers. There are
many aspects of the window manager that can be configured here. Click on the Theme
Manager icon. Then, select the Eclipse option from the list as shown:
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Click on the Apply button at the bottom of the Control Center window. The new frame
style should appear on all open windows. This change is purely cosmetic and does not
affect the way the operating system functions.

143 - 306 IT Essentials Il v3.0

Copyright © 2004, Cisco Systems, Inc.



3

KDE Contral Panel

Linu= Documentation

)

floppy

To get back to the default KDE settings, reopen the KDE Control Center, click on the
Look and Feel button, and then select Theme Manager. Select the Default setting and
click Apply, and KDE will revert to its original settings.

Click on the X at the top of window to close the Theme Manager.
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Step 3: Opening the Control Panel

Next, click on the KDE start application button in the lower left hand corner of the screen.
A menu will open. Select the System menu. Then select the KDE Control Panel.

3tHA Control panel [BIEE

lellel I=fHap
ﬂ oo o-o- )

€ & B3

L
DatesTime Pr... Hardware Br... Internet Confi... MNetwark Con... Printer Confl...
-
g e B 3
User Manager Service Conf.. &pache Conf.. authconfig Date and Time
% _ @ O a
Deskiop Create a boo.. Timezone Window man... wi-fipd

Once in the KDE Control Panel, click on the Hardware Browser icon. If asked for the
root password, enter it in the KDE dialog box that will appear.
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=+ Hardware Browser

CD-ROM Drives
Floppy Disks
Hard Drives
Metwork devices
System devices
UZEB devices

Video cards

-selected Device

PAGE 106455 [Mystigue

-Device Information-
Manufacturer: katrox

Oiriver: Card:kAatrox kMystigue
Device: P48

Click through each item listed. In the space below briefly describe the disk information
that is described under the Hard Drives section.

To close the control panel, click the X in the upper right corner of each window that is

open.

Step 4: Closing X Window and Shutting down the system

To close out of the X Window session entirely, close all the applications that are open.
Next, click the following three keys simultaneously:

Ctrl + Alt + Backspace

This will close X Window and bring the user back in the CLI. From the CLI, shut the
computer off by using the shutdown command:

shutdown

-h now

Or, as an alternative, reboot the computer:

shutdown -r now
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Troubleshooting

Configuring X for a particular system can be a challenging task. Many software
components are required, including a window manager and several libraries.

Problem: Cannot run X Window.

Possible causes:

e Because X configuration can be complicated, the user will have to consult websites
and other documentation relevant to the software and the system being used. If in
the CLI, try using the ALT-F7 key combination to switch to X. If X is not running, type

startx at the shell prompt.

Reflection

1. What types of applications require a GUI?

2. Who is more likely to use a GUI, an end user or an administrator? Why?

3. The CLI program Xconfigurator is useful in fixing and reconfiguring X Window
problems. At a terminal window type in man Xconfigurator and read the online
documentation.
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The CLI Interface

Estimated Time: 15 minutes

Objective

In this lab, the student will navigate the Linux file system. The student will learn how to
use the navigation tools provided by Linux to locate files and folders. This lab covers he

following commands:
cd
1s
pwd
cal
date

Equipment
The following equipment is required for this exercise:

e A computer with Linux Red Hat 7.2 operating system installed.

Scenario

The student is setting up a new computer for a user. Before the user can have the new
computer, some directories and files need to be created that the user will need.

Procedure

Using this new computer that has the Linux operating system installed on it, the student
will navigate through the file system and locate the user's home directory. The student
will also use the file system to navigate through and check to make sure that the

necessary directories are in place.
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Step 1: The 1s, pwd and cd Commands
1. Login as the root user.
2. Atthe command line type:
1s

This will display the contents of the root’s home directory. In the space below list the
contents of this directory.

3. From within the root’s home directory type:
cd ..

Press the Enter key. Make sure to include a space between the (cd and the ..). The cd
.. command moves the users up one directory. The parent directory of the root's home
directory is the “root” ( /') of the Linux directory structure. Although the “/ “and the “ /root *
directory sound the same, they are two entirely different directories. The “/“ is the
highest level you can go in the Linux directory system. The “ /root “ is the home directory
for the root user.

4. From the “/“ type:
1s

Press the Enter key. This will display the contents of the “ / “ directory. In the space
below, list the directories just below the root “/ “.

Example:

temdl /1% l=

lib mizc opt TDOOb

hoot. etc  initrd lostHound st proc sbin
oot tendl /1% |

The contents of the “/ “ directory should look similar to the example above.
5. From the root of the Linux directory structure type:
cd bin
Press the Enter key. This will change the current active directory to the bin. Verify this
with the pwd command. The pwd command will print the current working directory to the

screen. Type:

pwd
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Press the Enter key. In the space below, write down the output of the pwd command:

6. To list the contents of the /bin directory type:
1s

Press the Enter key. Briefly describe the files and programs that are located in the /bin
directory.

In the space below, list three commonly used commands that can be found in the/bin
directory.

Example: typical /bin directory

7. From the /bin directory, type the following command and press the Enter key:
cd

When typed without switches, the cd command will lead to the user's home directory.
Verify that the user is in the /root home directory, type:

pwd

Press the Enter key and write down the output of the pwd command.

8. From the /root home directory type and press the Enter key:
cd /etc

This command will take the user to the /etc directory. The “/ “ before the etc directory will
tell Linux to “go up” to the root ( /) first, then down to the etc directory. From within the
[root directory the user cannot simply type “cd etc”. Typing “cd etc” from within the /root
directory will tell Linux to look “down” first and the etc directory will not be found.
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From within the /etc directory type:
1s
Press the Enter key and briefly describe the contents of the /etc directory.

In the space below, write the files that start with “rc”.

9. Return home by typing:
cd

Press the Enter key and verify that you are in the home directory by typing:
pwd

In the space below, write out the path.

Step 2: The cal and date Commands

1. To use the man command to learn about the cal command, type the following:
man cal

Next, type the current month.

Example:
cal 11 2002

Now try:
cal 09 1752

Example:

SU Mo Tu We Th
1 21
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Linux did not get the month wrong. What happened to the 3 through the 13" in
September of 17527

2. To use the man command to learn about the date command, type the following:

man date
Type:

date
Then type:

date -u

In the space below, describe the difference between the two outputs.

Reflection

Navigating the file system can be done with the X-Windows GUI similar to the way it is
done in Windows. However, many experienced Linux users find it easier and faster to
navigate using the CLI (Command Line Interface).
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The Linux bash and C Shells

Estimated Time: 15 minutes
Objective

In this lab, the student will learn how to use the following shells:

e bash
e csh
Equipment

The following equipment is required for this exercise:
e Computer with Linux Red Hat 7.2 installed.
Scenario

Login and run the bash shell and the C shell. Initiate various commands to compare and
contrast the two shells.

Procedures
Step 1: Shell Background Information
Answer the following questions:

1. What is a shell?

2. Who wrote the bash and the C shells?
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Step 2:

This lab will be using the Linux ps command. The ps command gives a snapshot of the
current processes (or jobs) that are running. Before starting this lab, learn more about the
ps command by typing:

man ps

What are some significant switches that can be used with the ps command?

Note: All Linux shells have many common attributes. For example, the following
keystrokes will do the following functions:

Ctrl-C Sends an interrupt signal to terminate a process.
Ctrl-D Sends an end of file to the running command.
Ctrl-z Suspends the currently running program.

Shell Operations

If not already logged in, log in now with a student user account and password. To
determine the current shell, try typing in the following commands:

pPs
and

echo $SHELL

The echo command will reply back to the monitor (or echo) information about the current
running shell.

Does the screen look like this? What is the shell that is currently running?
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Step 3: The C Shell
1. Switch to the C shell. At the prompt type:

csh

What does the prompt look like? How is it different from the bash shell?

2. Run the ps command again, type:
pPs

Describe the output of this command:

TIME CMD

haszh

Does the screen look similar to this screen?

What is the Process Identification (PID) for the csh shell on the computer?
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Step 4: Exit the C shell
From the C shell type:
exit

What shell did the user end in?

How can this be verified?

Step 5: Exit the bash shell
From the bash shell type:
exit

Where did the user end up this time?

Step 6: Shell Helpful Tips
If logged out in the previous step, log back in with a student account. There are many

useful keyboard combinations that are part of the bash shell. For example, if it is known
that a command starts with ca, but the rest of the command has been forgotten, try

typing:
ca+TAB (without any spaces)

What were the results?

Now, go to the C shell (type esh) again and try the same command, type:
ca+TAB (without any spaces)

Did the same command work in the C shell? Explain why.

Go back to the bash shell when done and type:

exit
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Step 7: Navigating the File Structure
Type:
cd /
This will take you to the / of the directory structure.
Next, from the root (/) of the bash shell type:
cd /h (then click the Tab key)

Did it complete the command for you?

Click the Enter key. What directory did the user end up in?

Try this same command sequence in the C shell. Does tab-competition work in the C
shell?

Reflection

Linux shells are generally not considered to be very user-friendly. Between the bash shell
and the C shell, which one is easier and why?
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Using the Linux vi Editor

Estimated Time: 30-45 Minutes

Objectives
e Become familiar with the vi Editor
e Review the three vi Modes
¢ Review keystrokes to move between vi modes
o Create a new file with vi Editor
e Invoke vi with show mode
o Review the save and quit commands
e Open an existing file with vi Editor
e Use editing commands
e Customize a session
e Use search commands

Equipment
The following equipment is required for this exercise:
e Alogin user ID (for example, studentA1) and password assigned by the instructor.
e A computer with Linux Red Hat 7.2 operating system installed.

Scenario
In this lab, the student will use a UNIX text-editing tool called the vi (pronounced "vee
eye") Editor. This text editor is primarily used for creating and modifying files that
customize the work environment and for writing script files to automate tasks. System
administrators use text editors to create and modify system files used for networking,
security, application sharing, and so on. The vi Editor became a part of the UNIX
operating systems shortly after UNIX's inception, and is universally available with UNIX

systems (including Linux). The vi Editor is a very flexible and powerful editor with many
options. These will be reviewed here with examples of their use.
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For users learning to become system administrators, it is important to know how to use
the vi Editor. It is sometimes the only full screen editor available to edit crucial system
files. Examples of these include scripts and environment control files.

Skill in using vi Editor is also needed if the windowing system is not available. The vi
Editor is a useful tool when working remotely on other Linux workstations or servers.
Administrators routinely login remotely or telnet to another Linux computer to perform
maintenance and troubleshooting tasks using the vi Editor. The availability and operation
of vi Editor is consistent across all UNIX/Linux platforms.

Use the diagram of the sample Class File System directory tree to assist with this lab.
Step 1: Log in to Linux and go into X-Window (startx)

Log-in with the user name and password assigned by the instructor in the KDE entry box.
Step 2: Access the Command Line

Select Terminal from the task bar to open a terminal window.
Step 3: Review the Three vi Modes

There are three modes of operation in vi Editor. Understanding the function of these three

modes is the key to working with vi Editor. All commands available with vi Editor can be

classified in one of the three modes. The table below lists the modes and a brief
description of each. Review the three modes and answer the following questions.

m Function / Characteristics

Command mode Initial default mode for creating and editing files, cursor positioning and
modification of existing text. All commands are initiated from this
mode.

Insert mode Used for entry of new text. Entering an insert command such i (insert),
a (append) and o (open new line) will take the user from command
mode to entry mode. Entry commands are stand-alone and are
entered without pressing the Enter key.

Last-line mode Used for saving work and quitting vi Editor. Type a colon (:) to get to

this mode. Pressing the Enter key or Esc key returns to command
mode.

1. Which vi mode is primarily used to enter new text?

2. Which vi mode is used to save the work and quit vi Editor?

3. When starting start the vi Editor, which mode is the default?
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Step 4: Review Keystrokes to Move Between vi Modes

The table below shows how to switch modes and get from one mode to another. Review
the keystrokes required to move between modes and answer the following questions.

Command Entry i (input), o (open new line), a (append to existing line)

Entry Command  Press Esc (Escape)

Command Last-line Colon (3)

Last-line Command  Press Esc or Enter

Entry Last-line Press Esc to return to Command mode, then enter a
colon

Last-line Entry Press Enter or Esc to return to Command mode, then

enter an insert command

1. Which single-character alphabetic commands will put vi in Entry mode?

2. Which key will return vi to Command mode from either Last-line or Entry mode?

3.  Which command will put vi into Last-line mode from Command mode?

Step 5: Create a New File with vi Editor

The vi Editor is started from the command line. Whenever invoking vi Editor, the user is
opening a file. The name of the file to be created or edited can be specified when the
user starts vi Editor, a new file can be opened to be named later. It is common to start vi
Editor and specify a file name. If the file exists, it is opened for editing. If the file does not
exist, it is created.

Command Format: vi [option(s)] [filename]
1. Iflogged in as the root user, switch users to another account (su -). If another

account is not known, ask the instructor for an available account. Verify that the
student is in the home directory. What command was used?

2. Open a new file called myvifile using the command: vi myvifile. What does the
vi document screen look like?
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Step 6:

Press the lower case letter i to begin inserting text at the first line. Is there any
indication on the screen that the user is in Insert Entry mode?

Type the student’s name. If a mistake is made, do not try to correct it at this time.
Was the student able to enter text in Insert mode?

Press the Esc key to leave Insert Entry mode and return to Command mode. Is there
any indication on the screen that the user is back in Command mode?

Type a colon to go from Command mode to Last-line mode. Is the user now at the
bottom left corner of the screen at a colon (:) prompt? If not, press Esc again, and
enter another colon.

Type a lower case w (write - to save the new file), followed by a lower case q (quit -
to exit the vi Editor) and press Enter. What was the result of the wg commands? Is
the user back to the command prompt now?

The new file should be saved in the practice directory on the hard disk. Display a long
listing of this directory to verify that the file is there (Is —I). How many bytes are in the
file?

Review the Save and Quit Commands

In the previous steps, the student created a file and saved it with the w (write) command
and exited vi Editor with the g (quit) command. There are several Save and Quit
commands available with vi Editor. The following table lists some of the more common
ones.

Note: Save and Quit commands (except for ZZ) are entered only when in Last-line mode.
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Save and Quit Commands

T

W Write buffer (Save changes and continue working in vi
Editor)

:w new_filename Write buffer to new filename (continue working
in vi)

rwq Write buffer (save changes) and quit vi

2Z (upper case) Save changes and quit vi. Alternative to :wqg

:q! Quit without saving changes

:wq! Write buffer (save changes) and quit vi (The ! will
override

Read only permissions if the user is the owner of the
file.)

1. Most save and quit commands are entered in which mode?

2. Which command will allow the user to exit vi Editor and not save any of the changes?

3. Which two commands listed in the table perform the same function?

4. Which command allows the user to save the current file being edited under another
name, and remain in vi Editor to continue editing the current file?

Step 7: Open an Existing File

If the user starts vi Editor and specifies an existing file name, it is opened for editing.
Here the student will add some new text in Entry mode and try a few cursor positioning
commands.

1. Open myyvifile, which was created earlier using the command: vi myvifile. What
does the vi document screen look like?
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2. Position the cursor at the end of the name and press the lower case letter a to
Append to the line that was typed earlier. Type some text, and the press Enter for a
hard return and then type some more text. Enter about three lines of text this way.
What mode is the user currently in?

3. Press the Esc key to leave Insert mode and return to Command mode. In Command
mode, can the user position the cursor (with the arrow keys) for additional editing?

4. The user can move the cursor with the arrow keys while in the various entry modes
and will still remain in that mode. The table below contains some of the more
common cursor positioning keys and commands. If using the alphabetic commands
while in an entry mode, they will be entered as text. The user needs to press Esc to
get to command mode to use them. Practice using these while editing this file. Which
character moves the user back one word at a time?

Step 8: Cursor Positioning Commands

o e

j or Down arrow Move down one line

k or Up arrow Move up one line

Space bar Move right (forward) one character

w Move forward one word (including punctuation)
Back Space Move left one character (check for accuracy)

B Move back one word (including punctuation)

$ Move to end of line

0 (zero) or A Move to beginning of line

Return Move down to beginning of next line

1. Press the up arrow to position the cursor until it is on line two. Use the j (jump
down) command to move down and then use the k (kick up) command to move
back to line two.

2. Type a lower case O to open a new line below the line the cursor is on and enter
some new text. What mode is the user in now?
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Press the Esc key again to leave Open line Entry mode and return to Command
mode.

Type a colon (:) to go to Last-line mode then save and quit this file when finished. If
this were a real file, and some mistakes had been made, and the user did not want to
save the changes, what Last-line mode command would be used?

The new file should be saved in the practice directory on the hard disk. Display a long
listing of this directory to verify that the file is there. How many bytes are in the file?

Step 9: Use Editing Commands

There are a many editing commands that can be used to modify existing text in a file.
These include commands for deleting, and changing text. The majority of these
commands are entered while in command mode.

1.

2.

3.

Open a new document with vi Editor. What is the file named?

Insert some text. Add five or more lines of text and press Enter at the end of each
line. Make some mistakes while typing.

Delete some text. While in command mode, position the cursor to the desired
location and use the options shown in table below to delete some of the mistakes.

Note: These commands are ALL lower case and are entered without the Enter key.

Basic Text Deletion Commands

s

X Delete character at the cursor

dw Delete word (or part of word to right of cursor)
3dw Delete three words

dad Delete line containing the cursor

344 Delete three lines

Undo and change some text. To change text and undo changes, use the commands
shown in the table below. Many of these commands change the user to Insert mode
until Escape is pressed.

Note: These commands are ALL lower case.
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Undo and Change Commands

T S

cw Change word (or part of word) at the cursor location to
the end of the word

3cw Change three words
r Replace character at cursor with one other character
u Undo previous command

1. Copy and paste text. To copy and paste text, use the following options:

Copy and Paste Commands

T

Yy Yank a copy of line and place in the clipboard
P Put (paste) yanked or deleted line below current line

P (upper case) Put (paste) yanked or deleted line above current line

1. Save the file and quit vi Editor.

What command was used?

Step 10: Customize the Session

The vi Editor includes options for customizing the edit sessions. These are summarized
in the table below. The set command is used from last-line mode to control these
options. The set nu option shows line numbers and is used frequently when writing
programs and script files. The line numbers are not part of the file.

1. Open the document you just created with vi Editor. Use the commands in the table to
customize the vi session.
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Session Customizing Commands

T

:set nu

:set nonu

:set showmode

:set noshowmode

:set

:set all

Step 11: Use Search Commands

Show line numbers

Hide line numbers

Display current mode of operation
Turn off mode display

Display all vi variables set

Display all possible vi variables and their
current settings

The commands in the table below allow the user to perform advanced editing such as
finding lines or conducting searches for text. Note that the forward slash (/) and the
question mark (?) search options are also last-line commands, but they do not require a
colon first. The next (n) and next previous (N) commands can be used to find
the next occurrence after the /string or ?string commands found what the user was

looking for.

Basic Search Commands

T T

G (upper case)
:21

/string
?string

n

Go to last line of file

Go to line 21

Search forward for string
Search backward for string

Find next occurrence of string

Use the commands in the table to practice searching for a particular line or string of text.

Quit vi Editor without saving any changes. What command was used?
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Step 12: Remove Files and Directories Created in this Lab
At the prompt, type:
rm myvifile
Step 13: Close the Terminal Window and Logout

Double click on the dash button in the upper left corner of the screen, then click the EXIT
icon on the front panel.
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Using the AWK Command
Estimated Time: 45 Minutes

Objective

In this lab, the student will learn how to write a script and execute it with the awk

command

Equipment

The following equipment is required for this exercise:

e A Linux system with access to the AWK command

o Atextfile (see below) that is copied into the users home directory

Background

The AWK command is a programming language that allows you to search through files

and modify records.

AWK is named after its authors— Aho, Weinberger and Kernigham < 1978

When running AWK, remember to stop errors:

1. The entire AWK command are enclosed in a single quote

2. All quotes inside the command are paired off

3. Enclose action statements with curly brackets and conditional statements round

brackets.

Step 1: Create the text file that simulates a small database

The first step would be to create a data file using the vi text editor.

Type the following text in the file and then save the file.

# vi counties.txt

To save the file in vi press the “esc” key, then type “:wq” (save & quit) at the prompt.

Country Area(sq-km) Population
Afghanistan 647,500 28,513,677
Cambodia 181,040 13,363,421
Canada 9,984,670 32,507,874
Mexico 1,972,550 104,959,594

United_States 9,631,418 293,027,571

source: www.cia.qov

Median_age(yr) Life_expectancy Capital

17.5
19.5
38.2
24.6
36

42.46 Kabul
58.41 Phnom_Penh
79.96 Ottawa
74.94 Mexico_City

77.43 Washington_DC
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Step 2
Verify the contents of this file:
cat countries. txt

Run the following commands and then briefly describe the output. If you do not have
access to the awk command, try logging using the root account.

awk '{print $0}' countries.txt

awk '{print $1}' countries.txt

awk '{print $2}' countries.txt

awk '{print $1 $5}' countries.txt

awk '{print $1,%5}' countries.txt

awk '{print $1 “\t” $5}' countries.txt

awk '{print $1 “\t” $2}' countries.txt

awk '{if ($1~/Cambodia/) print $0}' countries.txt

awk '{if ($1~/Mexico/) print $0}' countries.txt

awk '{if ($5~/7/) print $0}' countries.txt

awk '{if ($5!~/7/) print $0}' countries.txt

awk '/*C/' countries.txt

awk '{if (%4 > 20.0) print $0}' countries.txt

awk '{if (85 >= 50.0) print $0}' countries.txt

awk '{if ($5 > 70.0) print $0}' countries.txt
Step 3

Total up the population numbers in the output:

#awk ' (tot+=$3); END{print “Total population numbers:” tot}'
countries.txt

Describe the output.
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Adding Users in Linux

Estimated Time: 20 minutes
Objective

In this lab, the student will learn how to create user accounts using the Linux Red Hat 7.X
operating system.

Equipment
The following equipment is required for this exercise:
o Computer with Linux Red Hat 7.X operating system installed.

e The computer will boot to the Command Line Interface (CLI) not the Graphical
User Interface (GUI).

Scenario

The XYZ Company has just installed a server running Linux. The company needs an IT
person to log onto the server and create users.

Procedures

Until now, each workstation has acted independently from other computers. Each student
will create user accounts and these accounts will be used in later labs.

To complete the steps below, each student will need to be at the command line. If X
Window was launched at boot up, then students will need to open a terminal window.
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Step 1: Account Planning

From the drawing below, plan out how many accounts will need to be added.

Wiring Racks
EEEEEEEESEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

o ¥

77 x5
&

T
1

B4 c4

B3 ci

%

D2

XX X6 X
A A A

B2 c2

WA A AHA

Ca Eal gal o

XX XX X W

Instructor EI
Bench
Al ! E B1 ﬂ c1 D1
ROW A ROW B ROW C ROW D
Starage Stora,
Projector Screen

SystemA1 is in the first computer in row
A. The computer name (host name) will
be systemA1 and the student account
will be studentA1

Assign each computer a name, which will also identify its location. User accounts may be
added to the system name to identify not only the computer but also the user at that
location.

For example, systemA1 is used by students therefore a user account with the name:
studentA1 will be used.

Assign a password that is the same as the computer name in order to make the initial
login easier.
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In the space below, write out a user account list. Include the computer being worked on
as well.

Computer User Account/Name Password Comments
Name/Location

Example of user accounts and host names.

Computer User Account/Name Password Comments
Name/Location

A1 studentA1 studentA1

A2 studentA2 studentA2

A3 studentA3 studentA3

A4 studentA4 studentA4

B1 instructorB1 instructorB1 Instructor,
Windows
Computer

B2 studentB2 studentB2

B3 studentB3 studentB3

B4 studentB4 studentB4

C1 instructorC1 instructorC1 Instructor,

Linux Computer

C2 studentC2 studentC2

C3 studentC3 studentC3

C4 studentC4 studentC4

D1 studentD1 studentD1

D2 studentD2 studentD2

D3 studentD3 studentD3

D4 studentD4 studentD4
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Step 2: The useradd Command
At the command prompt, type the command:

man useradd

What do the following switches do?

Does the useradd command create a home directory for the user by default? If so
where?

Step 3: The passwd Command
The useradd command by itself does not automatically allow a user to login. A
password must first be assigned to the user account. This is done with the passwd
command.
At the command prompt, type the command:

man passwd

Briefly describe the following passwd switches:

What other means of password protection does the man passwd page discuss?
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Step 4: Adding Users

For this step, make sure to be logged in as the root user. If not already root, use the su
- root command with the root’s password.

With the list from Step 1, create accounts for all other users in the lab.

Example:

I:'I"l:u:lt A1 'I"':":'t-]# u

Note: Part of the password for these accounts can be found in a dictionary (the word
student). Linux will warn against using these passwords for security reasons, but it will
accept them. All passwords must be entered twice.
Notice that in the example above, this is a two-step process. First, create the account
with the useradd command. Then give the new user account a password with the
passwd command.
1. Type:

useradd studentXX

(where XX is the username from the table in step 1), and then press Enter.
2. Type:

passwd studentXX

Press Enter.

Use the student account for the password. Linux will ask the user to enter the password
twice to check for accuracy.

3. Continue this procedure until all the users are added to the systems.
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Step 5: Account Verification

In this step, verify that the accounts were created correctly in step 4 by using the finger
command.

To learn about the finger command type:
man finger

Experiment with the finger command, type:
finger root

Briefly describe the output of this command?

Verify that the accounts were created correctly in Step 4. Randomly pick six accounts
and use the f£inger command to see if they were created correcily, List the results in the
table below.

Account name Verified Y/N

Step 6: Deleting Users

To delete an account, the Linux administrator uses the userdel command. Read the
man page on the userdel command, type:

man userdel

Describe the —r switch when it is run with the userdel command.

To test the userdel command create a temporary account, type:
useradd templ23

Note: This account does not need a password since this is only a temporary account.

175 - 306 IT Essentials 1l v3.0 Copyright © 2004, Cisco Systems, Inc.



To see if the account was created, type:
finger templ23

Was a home directory created? Y/N

Next delete the temp account, type:
userdel -r templ23

Does the account still exist? Type:
finger templ23

What was the output of this command?

Troubleshooting
To create accounts in Linux, the user must be logged onto the server as an
Administrator. If problems are encountered while creating these accounts, verify that the
user has the necessary administrative privileges by logging off of the server and logging
on again using the Administrator account.

Reflection

Why is it important that only an administrator is allowed to create user accounts?
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Managing User Account and Passwords

Estimated Time: 45 Minutes

Step 1

1.

Step 2

Log in with the root user account
Type:

# tail /etc/passwd

What is the last user that was added to your system?

There are seven fields in the passwd file, identify them below:

1) 2) 3) 4)
5) 6) 7)

Create a short policy on login names for your organization. Briefly write out three rules
that your login names should follow:

Using the useradd command create a temporary user account; i.e. temp1. Do not

assign this new account a password. Delete the “x” from the password field in the
letc/passwd file; logout and login again with the new account. Were you able to?

Use the vi editor to edit and create a temporary account i.e. temp2 in the /etc/passwd
file. Add a line at the end of the /etc/passwd file with all the attributes necessary to

create an account. Logout and login again using the new account; describe any problems

that you may have encountered and what the cause of this problem is.

Use the vi editor to delete the “x” from the password field in the /etc/passwd file for the
temp2 account; logout and login again with the new account. Were you able to? Describe

any problems that you may have encountered and what the cause of this problem is.
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4. Run the following command:

# authconfig

What are the options in this command? Hint: “man authconfig”

5. Run the following command:
# cat /etc/passwd | grep root

What is the UID of the root account?

Could you create another account with a UID that is the same as the root account?

6. Edit the field for the account created above (temp1) in the /etc/passwd file. If there is
an “x” in the password field, remove it. Change the UID to 0 (this is the first number).
Log out completely and login back in as temp1.

Were you asked to enter a password when you logged in?

What privileges does this account have?

Step 3

1. Create a new account: temp3. After the account has been created run the following
command:

# chfn temp3

Change the name to <temp4> and place random numbers when prompted to enter
phone numbers. Run the following command sequence:

# cat /etc/passwd | grep temp*

Where did the temp4 name and information show up in the passwd file?
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Step 4

Next, type in the following command sequence:
# finger temp3

Describe the output of the finger command:

Where is the chfn command located? Hint: type which chfn. Should administrators

disable this command?

Run the man command on the passwd command. Briefly describe the following options:

-k
-l

-u
-d

Try running the —S option on your new accounts;
# passwd -S templ

Now try it on the root account:
# passwd -S root

Was there a difference?

Create passwords for your new users.

# passwd temp3
Set min/max dates for the account:

# passwd —-n 1 -x 30 -w 1 temp3
Verify that the passwords have been updated:

# tail -5 /etc/shadow

Logout and log back in the with the temp3 account to verify that the account works.
When you are done, become the root user and delete the users temp1, temp2, temp3.
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Creating Groups in Linux

Estimated Time: 30 minutes
Objective

In this lab, the student will learn how to create, rename, and delete groups using the
Linux operating system. The student will then add members to that group.

Equipment
The following equipment is required for this exercise:
e A computer system with Linux Red Hat 7.2 operating system installed.
Scenario
A few members in the Engineering Department, who are using Linux, are going to be
working on classified documents. They need to have their own group created so they can
keep these documents in certain folders that only their group will have permissions to. A
group must be created and members added to this group.
Procedures
In this lab, the student will first create the engineering group and then add the localuser1
user account to this group. The student will then rename the group. For the last step, the
student will delete the group.
Tips Before You Begin, Remember:

o User permissions apply to the owner of the file or directory.

e Group permissions apply to the members of the group that are assigned to a file or
directory.

e Linux stores group information in the /etc/group file.
Step 1: Creating a Group and Adding Users to the Group

Note: The account studentA5 will be used throughout this lab as an example. Ask the
instructor for the appropriate account for the particular lab situation.
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1. Login with the root account.
2. Atthe command prompt, type:
groupadd Engineering
Press Enter. This will create the Engineering group.
3. Next, add a student account to the new Engineering group by typing:
usermod -G Engineering studentA5
Press Enter. This will add the studentA5 account to the Engineering Group.
4. Verify that the new group has been created by typing:
grep studentA5 /etc/group
The grep command looks for strings of text. In this case, the user asked the grep

command to look in the /etc/group file for anything named studentA5. What were the
results?

Does the output look similar to the example below?

studentAD At

Step 2: Create a Working Folder for the Engineering Group
1. As the root user, go to the /home directory:
cd /home
2. Create a new directory:
mkdir Eng
3. Verify that the new directory exists:
1s -1
4. Change the ownership of the Eng directory with the following command:

chgrp Engineering Eng
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5. Verify that ownership has changed from the root to Engineering:
1s -1

Who is now the owner of the Engineering directory?

6. Change the permissions of the Engineering directory:
chmod 771 Eng

7. Verify that permissions of the directory have changed:
1s -1

Write down the following permissions. Do they look like the example?

Note: The owner of the Eng directory is the root user. The group is called Engineer
because Linux can only display eight characters, otherwise Engineering would appear.
Both the root account and the Engineering group have the same Read, Write, and
execute permissions. In the last group, everyone has execute privileges only.

Step 3: Creating Files in the Eng Directory
1. Switch users from root to the studentAS account:
su - studentA5
2. Gointo the Eng directory:
cd /home/Eng
3. Create afile, type:

touch grp file
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4. Verify that the new file was created:

ls -1

Is the file grp_file there? Y/N

5. Now switch user to a studentA1 who is not a member of the Engineering group:
su - studentAl
6. Go to the /home/Eng directory:

cd /home/Eng

~

Create afile:

touch grp filel

What happened?

Try typing:

ls -al

What happened? Why?

Step 4: Deleting the Eng directory

1. Log back in as the root user:
su — root

Enter the password and press Enter.

2. Verify that you are the root user:
whoami

3. Go to the /home directory:
cd /home

4. Delete the Eng dir and its contents:
rm —-r Eng

When prompted to descend into directory Eng, type Y for yes.

When prompted to delete the files, type Y for yes.
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When prompted to delete the directory, type Y for yes.
5. Verify that the Eng directory has been removed:

1ls -1

Is the Eng directory gone? Y/N

Step 5: Renaming a Group
1. At the command prompt, type:
groupmod —n Engineers Engineering
Press Enter. This will rename the group.
2. Verify that the group name changed:
grep Engineers /etc/group
Step 6: Deleting a Group
1. At the command prompt type:
groupdel Engineers
Press Enter. This will delete the group.
2. Verify with the grep command:
grep Engineers /etc/group
Troubleshooting
To create accounts in Linux, the user must be logged onto the server as the root user. If
problems are encountered while creating these accounts, verify that the user has the
necessary administrative privileges by logging off of the server and logging on again
using the root account.

Reflection

Why is it important that only an administrator be allowed to create groups?
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Creating Directories in Linux

Estimated Time: 15 minutes
Objective

In this lab, the student will learn how to create files and directories with the Linux
operating system.

Equipment
The following equipment is required for this exercise:
o A computer system with Linux Red Hat 7.2 operating system installed.
Scenario
The IT department in a small company has purchased some new computer systems.
They want some new directories and files created on the server for the people that are
going to be receiving these new computers.

Procedures

In the first step of this lab, the student will create a directory or folder. In the second step
of the lab, the student will create a file and save it inside the directory.

Step 1: Login
Login using a student account for this lab.
For example, at the terminal window type:
studentAl
Then, type the password for student A1.
Step 2: The mkdir Command

The mkdir command is used to create directories and subdirectories. Run the following
command:

man mkdir
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What does the —p switch do when it is run in conjunction with the mkdir command?

Step 3: Creating Directories

1. The following command sequence will not work unless the user is in the home
directory. Type:

cd
Verify that the user is in the home directory, type:
pwd
Next, create the directory structure by typing in the following command:

mkdir -p chemistry/experiments/week3

identAlls mkdir -p chemist eriment

Example
Verify that the directories were created correctly by typing:
1ls -R

Be sure to use a capital R with the 1s command. Describe the results.

Sochemistry aer inents

week 3

JSochemiztry

. Home Linux Documentat ion
KIE Control Fanel Trash

opdfTrashs

Example: The results should look similar to this screen.
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2. Next, create another directory in the chemistry directory, type:

cd chemistry

This will change the current working directory to the chemistry directory. From the
chemistry directory, type:

mkdir laboratory

Verify that the laboratory directory was created, type:

1ls

Is the subdirectory called laboratory there? Y/N

Are there now two directories in the chemistry directory? Y/N

3. Inthe space below draw a picture of the home directory. Create a graphical
representation of the home directory including all of the new directories that were
created in the steps in this lab.

Reflection

If the user did not use the —p switch with the mkdir command, how would the directory
structure have been created?
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Managing Runlevels

Estimated Time: 20 minutes
Objective
The student will understand the purposes that the Runlevels play in a Linux environment.
Equipment
e A computer with Linux Red Hat 7.X operating system installed.
Scenario
The system administrator of a large company is responsible for a group of Linux servers
whose resources need to be given to the incoming user requests. The systems need to
boot up automatically into text mode instead of the GUI mode. The systems resources
need to be used for other things besides running the X Window GUI. This task can be
accomplished by permanently changing the default runlevel.
Procedures
Note: Log in as the root user prior to starting this lab.
Step 1: Manually change the Runlevel
Manually change the runlevel using the following steps:

1. Make sure that the system is booted and that the X Window GUI is running.

2. Open aterminal window and type init 3 or /sbin/init 3 atthe
command prompt.

The system should exit the GUI mode and take a few seconds to terminate some
running processes. Then, the system will enter text mode.

3. Once the login prompt appears, log back in as the root user.

4. After successfully logged on, type init 5 or /sbin/init 5 atthe shell
prompt.

5. The GUI login interface will now load. Log in to the X Window session again with
the root account.

The runlevel has been successfully changed.
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Step 2: Permanently Changing the Runlevel
It is a simple process to permanently change the default runlevel on a Linux system:

1. Open a terminal window, then open the /etc/inittab file with the vi editor. To
do this enter vi /etc/inittab at the shell prompt. Read over this file. It
contains a lot of useful information regarding the system configuration.

2. Change the default runlevel manually so the system will automatically start in text

mode instead of GUI mode. To permanently change the default runlevel, change
the id:5:initdefault: lineto id:3:initdefault:.

3. Save this edit. To save, press the Esc key on the keyboard, then type :wq and
press Enter. This should return the system to a shell prompt.

4. Remember that there may be other labs to do after this one. Repeat steps 1 -3
and change the runlevel back to 5 instead of 3.

Reflection

Are there any other situations where permanently changing the default runlevel could be
an advantage? Is it possible to have certain programs start at different runlevels?
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HTTP Apache Web Server

Estimated Time: 55 minutes
Objective
In this lab, the student will learn to install the Apache web server. The student will
examine the configuration files, check the status of the HTTPD daemon and test the
Apache server using Netscape.
Equipment
The following equipment is required for this exercise:
e A computer with Linux Red Hat 7.2 or greater installed.
e A CD-ROM with the Apache RPM.

Scenario

The student is the administrator of a Linux server. Install the Apache web application and
test all of its configuration files.

Procedures
Login as the root user and install the Apache web server. Check the Apache

configuration files and the HTTPD daemon. Launch a local web page and test it both
locally and on other classroom computers.
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Step 1: Mounting the Apache RPM CD-ROM

1. Boot the Linux computer and login as the root user. Launch X Windows (use the
startx command) and make sure to be using the KDE desktop.

Linux Dggedmentation

A
cdrom

&

flopp

Home

-

edhat.com

3

KDE Contral Panel

Y

& (Biru
{roc

oy g

2002-03-04

Som

Open the Home Directory (the Linux equivalent of Windows Explorer)
by clicking (once) on the folder in the taskbar.

5@
3

2. Go to the desktop and look for the CD-ROM icon. In some Linux systems, the CD-
ROM can be mounted automatically. Click on the CD-ROM to view the contents. If
the contents of the CD-ROM are not visible, run the following command from a
terminal window. Again, the user must be logged with the root account for this
command to work:

mount /mnt/cdrom

Go to the KDE Home Directory window and click on the CD-ROM icon. The contents
of the CD-ROM will now be visible in KDE.
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Step 2: Install the Apache RPM

1. When the CD-ROM is open, go to the following directory:

/RedHat/RPMS
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Once in the RPMS directory, locate the file called apache-1.3.20-16.i386.rpm. Click
once on this file. The RedHat Package manager will open.

Note: If the apache RPM is not found, it might be located on the second disk that came

with RedHat.
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I~ |5= kpackage ::

Install: 1 RPM Package

4] IIl [ [a]»]

P Upgrade

[ Replace Files

X Replace Packages
® Check Dependencies
[~ Test (do not install)

Install H Cancel

2. Click on the Install button. This will install Apache. To verify that the Apache server
was installed correctly, run the following command from the terminal window:

rpm —q apache

3. Write down the results.

If Apache was installed correctly the screen will look like the following example:

1 '|:-|:u:nt.]# rem o apache

2]
oot ] # I

4. After Apache has been installed, remove the CD-ROM. To do this, go back to the
KDE Home Directory and locate the CD-ROM. Again the icon is usually located

under the desktop directory. Once located, right click on the CD-ROM and select the
eject option.
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The CD-ROM can also be ejected using a command from the CLI. First, unmount the
CD-ROM, from a terminal window:

umount /mnt/cdrom
Press the eject button on the CD-ROM itself and the CD-ROM will come out.
Step 3: Checking the Apache installation files
1. Itis important for the Linux administrator to know where the RPM has placed the
Apache configuration files and directories. Below is a list of the important Apache
files and directories with a brief description of each:
Use the ed command (from a terminal window) and go to the following directory:

cd /etc/httpd/conf

2. The /etc/httpd/conf directory is where the configuration file for Apache is located. Use
the 1s command to verify that the file exists:

ls -a
Is there a file called httpd.conf present in this directory? Yes/No
3. Go to the following directory:
cd /var/www/html

This directory is where Apache finds the html startup page. Use the 1s command to
verify that the file exists:

ls -a
Is there a file called index.html present in this directory? Yes/No
Go to the following directory. Use the ed command:
cd /etc/init.d
This directory contains the httpd daemon. A daemon is a small application that runs

as a background task. The httpd daemon must be running for the Apache web server
to work.

Using the 1s command, is there a file in this directory called ht tpd? Yes/No

Step 4: The Apache config Files

1. To get familiar with the Apache config file, run the following command from the
command line:

more /etc/httpd/conf/httpd.conf
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This is a long file, just skim it and do not make any changes. The # before most of the
lines signifies a comment. Reading the comments is one of the best ways to
understand how the Apache web server works. (Use the space bar to scroll through
the file.)

2. Can the httpd configuration file be used to determine what TCP port number Apache
uses?

Note: To exit the more command type the letter g and return to the terminal window.

Step 5: The Apache home page
1. The Apache index.html (Apache’s startup page) file runs the following command:

vi /var/www/html/index.html

This file contains the startup page text. Change the name of the startup page by
editing this file. Change the main heading of this page to the student login name or
any name the instructor gives.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<HTML>

<HEAD>

<TITLE>Test Page for the Apache Web Server on Red Hat Linux</TITLE>
</HEAD>
<!-- Background white, links blue (unvisited), navy (visited), red
(active) -->

<BODY BGCOLOR="#FFFFFF">

<H1 ALIGN="CENTER">studentAl</H1l>

This page is used to teskR the proper operation of the Apache Web server
after

it has been installed. I
Apache

Web server installed at thi

you can read this page, it means that the
site is working properly.
<HR WIDTH="50%">
<H2 ALIGN="CENTER">If you are e administrator of this website:</H2>
<P>
You may now add content to this
that
until you do so, people visiting
not your

content.
</P>

irectory, and replace this page. Note

ur website will see this page, and

Using the vi editor, delete the
text Test Page and replace with
the login ID.

Exit the vi editor and be sure to save, ESC :wq

Step 6: HTTPD Daemon Status

1. Next, verify the httpd daemon status by typing in the following command:
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/etc/init.d/httpd status

What is the status of the httpd daemon? Write down the results:

The following is an example of an httpd daemon that has been stopped.

[rootBsystendl root]# Aetodro.dfinit,d /httpd status
httpd iz =topped
[rootiEsystendl root]# |

If the httpd daemon is stopped, enter the following command:
/etc/init.d/httpd start

Write down the results:

Note: To stop Apache type: /etc/init.d/httpd stop
Step 7: Looking at the Home Page in Netscape

1. Go back to the KDE desktop and launch the Netscape browser. Netscape will be
under the K button. Go to the Internet subdirectory.

2. After Netscape has loaded, go to the following URL:
http://localhost

The user will see the local Apache server index.html file.

See the student name at the top of the page? Yes/No
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http://localhost/

PR Netscape: Test Page for the Apache Web Server on Red Hat Linux IBIEIE
File Edit “iew Go Communicator Help

Back Forgard Reload Home Search  Metscape Frint SeCurity

% . Bookmarks & Location: lhttp: //localhost/ ,.f| @17 what's Related

r 4 Red Hat Metwork (4 Support 4 Shop [ Products 4 Training

studentAl -

can read this page, it means that the Apache Web server installed at this site is working properly.

If vou are the administrator of this website:

ow may now add content to this directory, and replace this page. Mote that vntl you do s0, people visiting
wour website will see this page, and not your content.

It you have upgraded from Bed Hat Linnx 6.2 and earlier, then you are seeing this page because the defanlt ]
DocumentRoot setin fete/httpd/ conf httpd. conf has changed. Any subdirectories which exsted under
Fhome/httpd shoold now be moved to fvac/ v, Alternatively, the contents of /wacswwr can be moved to

]
J This page iz used to test the proper operation of the Apache Web server after it has been installed. If you
' Fhome/httpd, and the configuraton file can be updated accordingly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website yon just visited is either experiencing
problems, or is undergoing routine maintenance.

It you would like to let the administrators of this website know that you've seen this page instead of the page | 2

& [ 0% i S P G N

Example of Apache server
Step 8: Connecting to Neighbors
From a terminal window, run the following command:

ifconfig

Find the IP address of the eth0. Write down the IP address and give it to other students in
the class. Have them type in the IP address being used in their Netscape browser.

Example: http://192.168.5.5

Can they see the web page? Can their web pages be seen? Yes/No
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Troubleshooting

Did the web page work? If not, go through this checklist:

e |s Apache installed correctly? Use the rpm —q apache command.
o Were the configuration files in the correct directories?
e Isthe HTTPD daemon running? Testit: /etc/init.d/httpd status

o Did the Web server work locally but the neighbors could not see it? Check the
network connections. Make sure to not be behind a firewall.

Reflection

With a web server up and running, the Linux system now needs to be more reliable than
ever. In the space below identify five hardware and software issues that affect a computer’s
reliability. After each item, list what can be done as the Linux administrator in order to make
the computer more reliable.
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Configuring FTP Services in Linux

Estimated Time: 25 minutes
Objective

In this lab, the student will configure a Linux Red Hat 7.2 computer with FTP services.
The student will also create a FTP server.

Equipment
The following equipment is required for this exercise:
e A computer system with Linux Red Hat 7.2 or greater installed.
Scenario
The Marketing Director of the XYZ Company has requested an FTP site so employees in
the Marketing and Sales Department will be able to access and download files when
away from the office. An FTP site must be created on the server for them to access.
Procedures
In Linux Red Hat 7.2, the FTP services are not started by default. In this lab, the student
will first have to navigate to the configuration file to start the FTP services. In the first step
of this lab, the student will configure the FTP configuration file. In the second part of this
lab, the student will start the FTP services and build the content that will be on the FTP
server. The procedures for starting the FTP services will be done in much the same way
that the Telnet services are started.
Step 1: Configuring the FTP Server
1. Login with the root account. FTP services can only be started with the root account.
Make sure to be at the CLI command prompt. If in the GUI interface, open a terminal
emulator window.
2. Once at the command prompt interface type:

cd /etc/xinetd.d

This will change the user to the proper directory where the Telnet configuration file is
located.

3. Next, type:

1ls
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This will display a list of all the configuration files in the xinetd.d directory.
4. Locate the wu-ftpd configuration file. Is the wu-ftpd file in this directory?
YIN
If the wu-ftpd file is not found, install it now. Ask the instructor or lab aid for help.
5. At the command prompt, type:
vi wu-ftpd
This will allow use of the vi Editor to change the Telnet configuration file.

6. Once the vi Editor window opens, press i on the keyboard to enter insert mode.
Locate the disable = yes line in the configuration file as shown in the graphic:

iption: The wu- tionz, It
normal. Lne ! : authent ic
ice ftp

ndin,fFrpd

4 USERID

+
+

Frpd" [readonly] 15L. 3

7. Use the arrow keys on the keyboard to move the cursor to delete the word yes and
replace it with no. This will change the configuration file to allow FTP access to the
server.

8. To exit the vi Editor, hit the Esc key, , and then type :wq. This will save the changes
that have been made.

Step 2: The xinetd Daemon

Before testing the FTP services, make sure that the FTP daemon is running. The
daemon that runs the FTP services is called xinetd.

1. From the command prompt type:

/etc/rc.d/init.d/xinetd stop
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2. Next, start the xinetd daemon:
/etc/rc.d/init.d/xinetd start
3. Check the status of the xinetd daemon:

/etc/rc.d/init.d/xinetd status

In the space below, write down the status of the xinetd daemon:

netd stop

Example of the xinetd daemon being stopped and started.
Step 3: Testing the FTP Properties
1. To testif the FTP services are working properly from a terminal window, type:
ftp localhost
This command will use the system to access the FTP services on the system.
2. The Linux system will attempt to make a FTP connection to the system through the
local loopback address 127.0.0.1. It will run through the login procedure and prompt

the user to enter a username and password.

3. Login using a student account (do not use the root account to log on). When
prompted, type the student account name and password.

4. If connected to the system, then you have successfully configured your Linux Red
Hat Server for FTP access.
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2.6,1-181 ready,

Example of a successful FTP login

5. To see the current working directory, type:
pwd

6. To see the files in the current directory, type:
1ls -a

7. To exit the FTP session, type:
bye

Step 4: Connecting to Other FTP Systems (optional)

To complete this exercise, the user will need to work with another student on a system
that is networked to the computer being used.

1. From a terminal window, type:
ifconfig

Write down the IP address of eth0. Exchange IP addresses with a classmate.

2. Create a temporary user for the FTP purposes:
adduser ftpclient

3. Give the new ftpclient a password:
passwd ftpclient

When prompted, make the password the same as the account name, for example,
ftpclient.
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4. Create afile that can be viewed and transferred. First, go into the newly created
ftpclient home directory, and type:

cd /home/ftpclient
Next, type:
touch <hostname>
The name of the file that is created with the touch command will be the same as the
computer’s host name. As an example, if the hostname is systemA1 then the
command to create the file would be touch systemal. Verify that this file exists
with the 1s command.
5. FTP to the classmate’s computer. With the IP address from step 1 above, type:
ftp IPaddress
Log-in using the ftpclient account and password.
6. After you have logged in to the classmate’s computer, FTP their file by typing:

get <hostname>

This will bring their file to the computer being used. Verify that the file has been received
with the 1s command, or view the file in a KDE window.

Was the file received? Y/N

Troubleshooting

If having trouble connecting to the FTP site, check the IP address that is typed in the
browser as well as the IP address that was specified in the FTP site properties page. If
the network’s IP addresses are assigned dynamically with a DHCP server, then the IP
address might change from time to time. It is a good idea to assign the FTP server a
static IP address so that the IP address does not change. Having the IP address
changing all the time could create a lot of administrative costs and trouble from users and
customers who will be calling and saying they cannot access the FTP site anymore.

If having difficulties with the Linux FTP client, try a windows computer. A Windows
system can easily connect to a Linux FTP server by using a popular program called
WS_FTP. If familiar with WS_FTP, try to connect to the Linux system and download the
file directly to the PC.

Reflection

If setting up an FTP server in a business or corporate network, routers and firewalls will
have to be configured to allow FTP access to the FTP server. Remember that the IP
address of the FTP server might not be a public IP address and therefore will not be
directly connected to the network. In this case, configure the router to forward incoming
FTP requests to the proper computer on which the FTP server resides. Keep in mind that
the IP address of the Web or FTP must be statically assigned.
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Configuring Telnet in Linux

Estimated Time: 25 Minutes
Objective

In this lab, the student will learn how to configure Telnet services on a system so that the
user can remotely administer a Linux server.

Equipment
The following equipment is required for this exercise:
o A system with Linux Red Hat 7.2 or greater installed.

e Another system, either Linux or Windows, to attempt to Telnet into the Linux
server.

Scenario

The student is setting up a Linux server that will need to be administered and accessed
remotely. To do this, Telnet services will be installed on the Linux Red Hat 7.2 computer.

Procedures
In Linux Red Hat 7.2, the Telnet services are not started by default. In this lab, the
student will first have to navigate to the configuration file to start the Telnet services.
Second, the student will need to make sure that the proper accounts are created to
access the server through Telnet. In the last part of the lab, the student will test the
Telnet services to confirm that the Telnet services are properly installed and started on
the server.

Step 1: Configuring Telnet Services
1. Login with the root accountand open up a terminal emulator window.

2. From a terminal window, type the following command.

cd /etc/xinetd.d

This will change the user to the directory where the Telnet configuration file is
located.
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3. Next, type:
1s

This will display a list of all the configuration files in the xinetd.d directory.

[root@systemal xinetd.dldt ls

chargen daytime—udp finger rlogin talk time—udp
chargen—udp echo ntalk rsh telnet wu-ftpd
dayt ime echo—udp rexec sgi_fam time
[root@systemAl xinetd.dl# JJ

Example of the /etc/xinetd.d directory

4. Locate the Telnet file. Is it present? Y/N

5. Next, check the confirmation of the Telnet file:
vi telnet
This will allow the user to use the vi Editor to change the Telnet configuration file.
6. Once the vi Editor window opens, press i on the keyboard to enter insert mode.
Locate the disable = yes line in the configuration file. Use the arrow keys on the

keyboard to move the cursor to delete the word yes and replace it with no. This will
change the configuration file to allow Telnet access to the server.

zhindin.telnetd

" [readonly] 14l . 304C
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Example of the Telnet configuration file, change disable to no.

7. To exit the vi Editor press the Esc button first, and then type :wqg This will save the
changes that have been made.

Step 2: Starting the Telnet xinetd Daemon
1. Before testing the Telnet service, make sure that the Telnet daemon is running. The
daemon that runs the Telnet services is called xinetd (the same daemon that worked
with FTP). From the command prompt, type:
/etc/rc.d/init.d/xinetd stop
2. Next, start the xinetd daemon:
/etc/rc.d/init.d/xinetd start
3. Check the status of the xinetd daemon:

/etc/rc.d/init.d/xinetd status

In the space below, write down the status of the xinetd daemon?

Step 3: Testing Telnet Access to the Localhost
1. To test Telnet services, type:
telnet localhost
This will use the system to access the Telnet services on the system.
At this point the system will attempt to make a Telnet to the system through the local
loopback address, 127.0.0.1. It will run through the login procedure and prompt the

user to enter a username and password.

2. A user cannot login to a remote site with the root account. Use one of the other
student accounts to log on and test the Telnet configuration.

If a connection to the system is established, then the Linux server has been
successfully configured for Telnet access.

What directory are you in? To find out, type:
pwd

In the space below, write down the current working directory:
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emAl studentAll# telnet localhost

mAl studenthS]s |

An example of a Telnet session to the localhost and running the pwd command.

Step 4: Connecting to Other Systems via Telnet (optional)

1.

As in the FTP lab, use the 1ifconfig command to get an IP address. Exchange IP
addresses with a classmate.

Telnet to their computer and have them Telnet to the one being used. Telnet cannot
be used with the root account, so use a student account created in previous labs.

The student can also use a MS Windows computer to Telnet to a Linux computer.
The example below shows the output of the command line in a windows computer.

To Telnet from a Windows computer, go to the run command and type Telnet and
the IP address.

Run ?X
:E? Type the name of a program, folder, document, or

Internet resource, and Windows will open it for you.

Open: elnet 171.68.110.125 "

[ QK ][ Cancel H Browse...

When prompted, type in the correct user account and password.
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& Telnet 171.68.110.125

login: studentAS

Pazzsword:

Last login:= Twue Mar 5 B1:56:42 Ffrom systemfAl
[studentASEsystemAl studentAS515 pud

home studentAS

[studentASBEsystemAl studentAS1s _

Troubleshooting

Configuring services like Telnet for a Linux operating system can be somewhat confusing
to the inexperienced user. Editing the configuration files can be a difficult task, so it is
important to remember where these files are located and how to navigate to them. Telnet
can be a useful troubleshooting tool, which will allow access to the system from virtually
any operating system that has an Internet connection. As a system administrator, this can
help with troubleshooting efforts.

Reflection

1. What security risks does enabling Telnet pose to a system?

2. What are some precautions that would allow a user to provide security while having
Telnet access enabled on a system?

3. Which daemon is used for the Telnet service?

208 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.



Creating a Samba Server

Estimated Time: 25 minutes
Objective
Configure a Linux server as a Samba file server to provide access to Windows clients.
Equipment
e A computer with Linux Red Hat 7.X installed.

e A computer on the same network as the Linux computer with Windows 2000
installed.

Scenario
The system administrator of a large company has a large number of Windows
workstations that employees use. These Windows clients need access to the Linux file
servers to backup their data and access shared files on the network.

Procedures

Step 1: Adding a Samba User
Note: Log in as the root user prior to starting this lab.

Adding a Samba user account is similar to adding a regular user account:

1. Add the user account for the user that needs access to the Linux file server. To
do this, enter useradd -m johnd at the shell prompt.

2. Assign a password for the new user account. Enter passwd johnd at the shell
prompt. After this command is entered, the operating system will return a
message stating that it is changing the password for the johnd user account. It
will ask for the new password once and then again for verification. To add
additional Samba user accounts, repeat steps 1 and 2.

3. Create the Samba password file. Enter the following command at the command
prompt:

cat /etc/passwd | /usr/bin/mksmbpasswd.sh >
/etc/samba/passwd
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4. Add an SMB password for users that have Samba accounts. Enter smbpasswd
johnd at the shell prompt. After this command has been entered, the operating
system will return a message stating that it is changing the SMB password for the
johnd user account. It will ask for the new password once and then again for
verification.

Step 2: Starting the Samba Service
To start the Samba Service use the following steps:
1. To start the SMB daemon, enter /etc/init.d/smb start at the shell
prompt. This command will run the Samba service during the current session but

once the system is rebooted, the Samba service will be turned off.

2. To start the Samba service automatically every time, reboot the system and enter
/sbin/chkconfig smb on atthe shell prompt. This command will force the
Samba service to start automatically in run levels 3, 4, and 5.

At this point the user can go to any Windows system and map a network drive to the
home directory for the newly created user account. To map a network drive, use the
following syntax from a Windows system.

//Linux servername/username

Reflection

1. What are some of the advantages of creating a share like this for Windows systems?

2. Are there any security concerns that need to be addressed?

3. What is a share for a Samba server?
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Writing a Script File in Linux

Estimated Time: 25 minutes
Objective

Upon completion of this lab, the student will be able to create a script file and run it in the
Linux environment.

Equipment

The following equipment is needed in order to complete this lab:
e Alab computer with Linux 7.X installed.

Scenario
The members of the Engineering Department are working on some important documents
that need to be backed up frequently. This involves a repetitive process that requires
them to type a long list of commands every time they need to perform a backup. Instead
of typing all these different commands individually each time, a script file can be written to
execute all of them with one command.

Procedures
Basic knowledge of the command line and the vi editor will be utilized in this lab. In the
first step of this lab the student will log on to the system with the root account and create
the script. In the second step of the lab, the student will assign permissions on the script
so that only the specified users can execute it. Then in the third step of this lab, the
student will log in with the studentXX account and execute the script.

Background on the Linux .tar and .gz Extensions
When a .tar (tape archive) file extension is seen, someone has bundled two or more files
together (usually for backup purposes). When a .gz extension is seen, the file has been

compressed (similar to the .zip extension in DOS).

For example, to archive a folder of WordPerfect files in a wp directory, use the following
command:

tar -cvf mywpdocs.tar wp/
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To see all the files, use the following command:

tar -tvf mywpdocs.tar (the —t will list all the files)
To extract all the files, use the following command:

tar -xvf mywpdocs.tar (the -x extracts the contents)

The following is a list of flags that are used with the . tar command:

-c Create a new archive

-t List the contents of an archive

-x Extract the contents

-f Write the archive to file

-M Span multiple floppies if the archive is too big for one floppy
-v List the files as they are being processed

-u Add files to the archive

-z Compress or decompress automatically

gzip and gunzip
It is very common for files to be compressed when a tar archive is created.

e gzip mywpdocs. tar will create a compressed file called mywpdocs . tar.gz and
the original file will be deleted.

e gunzip mywpdocs.tar.gz will decompress the file.
Step 1: Creating the Script
1. Login as root and make sure that to be in the home directory. StudentA5 will be
used as an example in this lab. Ask the instructor for the correct login for the
computer. At the command prompt, type:
mkdir mybkup
cd mybkup

touch filel file2 file3

This will create a small subdirectory in the /home directory called mybkup and it will
contain three files. Verify the creation of the three files with the 1s command:

1ls

Were file1, file2, file3 created in the mybkup directory? Y/N
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Return to the home directory:

cd /home

2. Create a vi script that will automate the backup process. From the command line,
type:

vi/home/studentA5/backup

This will launch the vi text editor and a file called backup will be created and saved in
the home directory.

3. After the vi Editor is open, type the letter i on the keyboard to enter the text insert
mode.

4. Type the following text into the text editor:

#!/bin/sh
#
1ls -R mybkup
tar -cvf mybkup > mybkup.tar
1s -1
#
To exit and save the file, press the ESC key andon the keyboard and type:

wq

5. To verify that the backup script exists, at the command prompt type:

1ls

Does the file backup exist in this directory? Y/N

6. To verify that the contents of the backup script, at the command prompt type:

cat /home/studentA5/backup

Do the contents of the backup file match step 4 above? Y/N

Step 2: Assigning Permissions

1. For a script to be executable, the file permissions need to be changed. At the
command prompt, type:

chmod 700 /home/studentA5/backup

2. To check the permissions of the backup file, type:

ls -1 /home/studentA5/backup

Write the results in the space below:
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Is the file now executable? How can this be verified?

Step 3: Executing the Script
1. At the command prompt, execute the script by typing:
/home/studentA5/backup
2. To verify that a new file was created after the script was executed, type:

1s

Does a file called mybkup.tar now exist in the home directory? Y/N

Step 4: Delete and recover the mybkup directory
1. From the /home/studentA5 directory locate the original mybkup file, type:
1ls -R mybkup

Is the directory mybkup there? Y/N

2. To delete the mybkup directory, type:
rm -fr mybkup
3. To verify that the mybkup directory has been deleted, type:

1s mybkup

Is the directory gone? Y/N

4. To recover the mkbkup directory with the tar command, type:
tar -xvf mybkup.tar

5. To verify that the original directory has been restored with the backup, type:
1s -R mybkup

6. Is the directory there and are file1, file2 and file3 there? Y/N. In the space below list
the directories and files in the home directory:

Did the student get the directory and files back? Y/N
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Backing up With Windows 2000

Estimated Time: 20 Minutes
Objective

In this exercise the student will use the backup wizard from Windows 2000 to perform a
backup of files to the hard disk.

Equipment
The following equipment is required for this exercise:
o A computer system with Windows 2000 Professional installed.
Scenario
The System Administrator for the XYZ Company needs to back up some of the files on
the server. These files are important to the company and losing these files would damage
the company. It is the administrator’s job to perform backups as preventative

maintenance, and to back up important files as required.

Procedures

In this lab, the student will use the Windows Back up Wizard to select the files that to be
backed up, and then perform the Back up.

Step 1: Creating, running, and verifying a backup job
1. Log on to the Server with the Administrator account.
2. When the systems boots up, go to Start > Run.

3. Inthe Run Dialog box, type ntbackup and then click OK. The Backup dialog box will
display.
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Type the name af a program, folder, docurment, ar
; Inkernet resource, and Windows will open it Far wou,

K I Zancel | Browse, ., |

4. Read the three descriptions under the Welcome tab, and click Backup Wizard. The
Backup Wizard will start.

& Backup - [Untitled]
Job  Edit  Wiew Tools Help h

‘Welcome ! Backupl Hestnlel ScheduleansI
Welcome to the Windows 2000 Backup and Recovery Tools

i Backup Wizard
¥ The Backup wizard helps vou create a backup of your programs and files 50 vou can prevent data
logz and damage caused by disk failures, power outages, virus infections, and other potentially
damaging events.
e Restore Wizard
=2 The Fieztore wizard helps vou restore pour previously backed-up data in the event of a hardware
fallure, accidental erasure, or other data lozs or damage.

Emergency Repair Disk

Thiz option helps you create an Emergency Repair Disk that pou can use to repair and restart
Windows if it is damaged. This option does not back up vour files or programs, and it is not a
replacernent for reqularly backing up paur systen.
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Backup Wizard x|

Welcome to the Windows 2000
Backup and Recovery Tools

Thiz wizard helps you create a backup copy of wour data. In
tH=event of a hardware failure or accidental erasure, pou
8k Luze the backup copy to restare pour data.

To continue, click Mesxt,

5. Click Next, to display the What to Back Up screen. Select the type of backup to
perform.

< Back I Mext = I Canicel

Backup Wizard x|
What to t:k Up
You cah zpecify the itemnz you want to back up.
2

Select what pou want to back up:

" Back up eversthing on my complter
¥ Back up selected files, drives, or network data

£ Only back up the System State data

< Back I Mest » I Cancel
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6. Click the Back Up Selected Files, Drives, Or Network Data button, and then click
Next. The Items to Back Up screen will display, prompting to select the local and
network drives, folders, and files to be backed up.

Backup Wizard i x|

Items to Back Up
You can back up any combination Dﬁrives, folders, aor files.
.0

What to back up:

SRE )] C cckiop M ame | Comment |
- [1hE My Computer 183 My Computer
O] Buzzsaw CC0 Buzzzam
l:l My Locuments 1445 My Documents
H-[T1ER My Metwork Places 148 snagit exe
[1EE My Network Places

¢ Back I M et = I Cancel
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7. Expand My Computer and double click on System State (do not select the box to
the left of System State) to display the System State files that can be backed up.

Backup Wizard i x|

Items to Back Up
You can back up any combination of drives, folders, or files.
.22

I‘E\SD Click to zelect the check box nest to any drive, folder, or file that you want to back up.

L N

WWhat to back up:

=[] Desktop M arne | Comment
=182 My Computer [ iath Boot Files
DE B [0 COM+ Class Regist..
m-e B wak [ Registry
5Ol D: DATA
|:| =7
-0 =l
-0 Buzzsaw
-1 My Documents
-8 My Metwork Places 4] | i

¢ Back I M et = I Caricel |
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8. In the left window, expand the C: drive by double-clicking on the letter C. Do not
select the check box to the left of C:.

Backup Wizard i x|

Items to Back Up
You can back up any combination of drives, folders, or files.
.22

WWhat to back up:

Ell:lgm || Mame | Tupe | -
#-C0 cmdeons O cmdeons File Falder
B0 Inetpub OC Inetpub File: Falder -
L0 MARKETIN | )1 MARKETING TEST  File Folder
I:":I Oracle | |:||:I Oracle File Folder
l:":l Frogram Fi 1 Pragram Files File Falder
8% EEWELH -------- HEI3RECYCLER File: Folder
| System Yok Bﬂ System Wolume Info...  File Folder
L -0 Temp  F ST L E
a | _|‘I <] | _l_I

¢ Back I M et = I Caricel |
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9. In the details window, scroll down and select the boot.ini check box and click Next.
The Where to Store The Backup screen will display. In the Backup Media or File
Name text box, type c¢:\ backupl.bkf and then click Next.

Backup Wizard ) x|

Items to Back Up %
'ou can back up any combination of drives, folders, or fles.
.0 >

What to back up:

-1 MARKETIEa] | Name | Type [ 4
B Oracle O wINNT File Folder
=1 Program Fi O (=] + File
. [ RECYCLEI o8 sim35n.exe &pplication J
O] System Vo ™ Z] boot.ini Configuratio. .
DD Temp D@ cldr System file
=[] winZkadd Q&) e_ri | Test D
. D[:l WINNT = | e_migrate.log ext Docum. ..
|:| fetch.cmd Wdindows M.
: Eﬂ Dg D D'é'T'a' 0 I&i_of@-l IKISTALL I D™ by POV T i, e ot
A (il |

¢ Back I Mexst > I Cancel |

Note: The Backup Media Type drop-down list will be gray because there is no
removable media to backup to and File is the only backup media type available. In a
real scenario, the technician would want to do a back up to some type of removable
media, removable disk, or to another hard drive on another computer.
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10. The Completing the Backup Wizard screen should display. This screen shows the
details of the backup to be performed. Additional changes could be made from this
point also. Click the Advanced button.

Backup Wizard N x|

Completing the Backup Wizard

=

Y'ou have successfully completed the Backup wizard. vou
gpecified the following zettings:

Deszcription:  Set created 3/ 8/2002 at 5:19 P

W'hat: Back up only certain files, folders, or drives
Media tupe:  File

hedia: C:h backupl.bkf

When: o

Haw: Yerify aff, Do not uze hardware compression,

Append to my media

To start the backup, click Firizh,

To gpecify additional backup ophions,

Click Adwanced. Advanced... |
¢ Back I Finizh I Cancel |
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11. When the Type of Backup screen displays, make sure that Normal is selected and
that the Backup Migrated Remote Storage Data check box is not checked.

backpwzar x

Type of Backup
You can perform various twpes of backups, depending on wour needs,
% =

Select the twpe of backup operation to perform;

M armal -

Drezcription

Backs up all selected files, and marks each file az backed
Lp.

Specify whether to back up contents of files which have
migrated to Remaote Storage.

[ Backup migrated Femoate Storage data

< Back Mext = Carcel

12. Click Next. The How to Backup screen should display. This allows verification of the
backed up data after performing the backup.
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13. Select the Verify Data After Backup check box, and then click Next.
|

How to Back Up
Y'ou can zpecify verficzation, and compression options.
-

Select thetheckboy for any option you want to uze.

V¥ Veiify data after backup

Werfication reads the backed-up data to venfy ite intearity. This
step takes extra time, but verification helps ensure that pour
backup iz successful.

[T Uze hardware compression, i available

Hardware compression increazes the available storage space
an the backup media, which reduces storage costs. However,
compressed backups can only be restored with drives that
zUpport compression.

< Back I Mext = I Cancel

14. The Media Options page will display prompting to specify whether to Append this
backup to the media or Replace the data on the media with this backup Click
Replace the data on the media with this backup button. Click Next.

|

Media Ophions
“fou can specify whether to ovenwrite data, and whether to restrict access ba your |
data. -

—If the archive media alleady contain: backups
= Append this backup to the media
{* Feplace the data on the media with thiz backup

The following option applies ta all backups made to the media
and it iz available only if pou are replacing the current content
on the media.

[ &llow only the owner and the &dministrator access to the
backup data and to any backups appended ta thiz media

¢ Back I Meut = I Cancel
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15. The Backup Label screen displays asking to supply a label for the backup job and
for the backup media. If the label information is not entered, Windows will supply a
backup label and media label by using the current date and time by default.

16. In the Backup Label text box, type Boot.ini backup set created on xxx
(xxx is today's date and time). Do not change anything in the Media Label text box,

click Next.
T x
Backup L |
You need a label for the backup and the media you are uzing.
L ©

Accept the default labelz shown, or type a different label.

Backup label:
|E|:u:|t.ini Eet created 3/15/2002 at 5:19 PM

[ the media iz blank, or itz data iz replaced, uze thiz label inztead.

tdedia label:
M edia created 31842002 at 5:10 P4

¢ Back I Mext » I Cancel
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17. When the When to Back Up screen displays choose whether to run the backup job
now or schedule this backup job. For this lab, select the Now radio button. Click

Next.
Backup Wizard k i El
Wwhen to Back Up
You can mn the backup now or schedule it for later. @
.0

To un the backup immediately, chick How. To schedule the
backup for a later time, click Later, and then complete the
Schedule entry,

& plaw
i~ Later

— Schedule entmy

Job name; |

=L [ =
Stark date; |

Set Schedule,

¢ Back I M et = I Cancel

18. When the Completing the Backup Wizard screen displays, click Finish to start the
backup job.

Backup Wizard ) ﬂ

Compl ing the Backup Wizard

You have succezsfully completed the Backup wizard. vou
zpecified the following settings:

Dezcrption: Bootini Set created 241842002 at 5:13 PM
Wwihat: Back up only certain filez, folders, or drives
Media type:  File

edia: C:% backupl bkt

When: Mo

Hau: Werify on, Do nat uze hardware compression,
Frompt to replace data.

To cloze thiz wizard and proceed with the backup, click
Finizh.

< Back I Finizh I Cancel
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19. Windows Backup will display the Selection Information dialog box, indicating the
estimated amount of data for the backup and the time to complete.

20. The Windows Backup will display the Backup Progress dialog box which shows the
status of the backup operation, statistics on estimated and actual amount of data
being processed, the time that has elapsed, and the estimated time that remains for
the backup to complete.

The backup iﬁnmplete.

To zee a repart with detailed infarmation about

the backup, click Repaort. Al

Media name: IMeu:Iia created 2/18/2002 at 5:10 PM

Status: Il:l:nmpleted

Elapsed: E ztimated remaining:
Tire: | |

Froceszed: E stirmated:
Files: I 1 I 1
Bytes: I 4 BER I 4 BER

21. When the backup is complete, click the Report button. A backup report will be
displayed. The backup report contains key details about the backup operation, such
as the time it started and how many files were backed up. Review the report and
close Notepad.

ﬂ backup0Z2.log - Notepad 1 ;IEIEI
File Edit Format Help
Eackup status &

operation: Backup
ACtive backup destination: File
Media name: "Media created 31852002 at 5:10 pMm"

Backup of "C: w2g"

Backup set #1 on media #1

Backup dessription: "Boot.ini Set created 37182002 at 5:1% pm"
Backup Typ.E: Marma’l

Backup started on 3/18/2002 at 5:27 PM.
Backup completed on 31872002 at 5:27 PM.
cirectories: 1

Files: 1
Eytes: 4,668 -
< H 4

22. Close the Backup Progress dialog box and the Backup dialog box.
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Reflection

1. This is just one way to perform a backup. Are there any other ways that a backup can be
performed?

2. What information does the backup report contain?
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Backing up with Linux

Estimated Time: 20 Minutes

Objective

To use the Backup utilities provided by the Linux operating system to perform a backup
of directories and files on the hard disk.

Equipment

The following equipment is required for this exercise:

Scenario

e A computer system with Linux Red Hat 7.X or greater installed.

The System Administrator for the XYZ Company needs to back up some of the files on
the server. These files are important to the company and losing these files would damage
the company. It is the System Administrators job to perform backups as preventative
maintenance and to back up important files as required.

Procedures

Use the Linux commands to perform a Back up procedure on the files that are going to
be backed up. First, make a directory and create files in that directory. Then back up the
files and verify that the action was successful.

Step 1: Creating the directories and files

1.

2.

Login with a student account and open a terminal window.

At the command prompt, type mkdir bkupdir and then press Enter. This will
create the directory in which to create the files. Verify with the 1s command. Is the dir
bkupdir there? Y/N

Next type e¢d bkupdir and then press Enter.

Type touch file A file B file_C and then press Enter. The touch
command will create three files. Verify with the 1s command. Are the three files
there? Y/N

Type ed and then press Enter to get back to the home directory.
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6. Nexttype 1s - R bkupdir and then press Enter. This will show the directory and
the files just created within the directory.

Step 2: Performing the Backup

1. Next, backup the bkupdir directory. At the command prompt, type tar -cv
bkupdir > bkup.tar and then press Enter.

The > symbol is used to send the contents of the bkupdir directory to the
bkup. tar backup file.

2. Type 1s -1 to confirm the backup file was created. Is it there? Y/N

3. Type rm -fr bkupdir and then press Enter. The rm command will delete the
directory and the three files just created.

4. Type 1s -1 and then press Enter to confirm that the directory was deleted. Is it
there? Y/N

5. Next, type tar -xvf bkup.tar and then press Enter to restore the directories and
files. The tar command will run the backup program to restore the files.

6. Type 1s -1 and then press Enter, then type 1s -R bkupdir.
Did the original directory and its files reappear? Y/N
Reflection

Backing up data on a computer can be an important task, especially on servers that
either have critical data that cannot be lost or on servers that are running critical services
that must be running at all times. It is also to consider what might be some important
factors in determining what kind of backup method is needed. For example the simple
backup that was performed in this lab would be useful when a large or small amount of
data needed to be achieved or backup. However a more elaborate kind of backup using
an external device such as a tape drive or a RAID implementation may be needed for a
backing up other kinds and data or hard drives.

1. Which tar switch will find differences between the archive and file system?

-d

2. What does a .tar extension mean?

Someone has bundled two or more files together (usually for

backup purposes).
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Syslog
Estimated Time: 25 Minutes
Step 1
1. Log files are text files that record interesting system events.
Background information:
= Log files contain messages about the system, kernel, services and applications.

= Log files are useful when troubleshooting a problem with the system or when looking for
unauthorized attempts to access the system.

= Log files are controlled by the syslogd daemon. To see the list of log files the system
maintains, examine the /etc/syslog.conf configuration file.

= Most log files are stored in the /var/log directory.

= Some applications such as apache and samba have a directory within the /var/log
directory

= There are multiple files in the log file directory with numbers after them. A new log file is
created when they are rotated. Log files are rotated to prevent their files from becoming
too large.

= logrotate is a program that contains a cron task for automating log files rotation. The
logrotate program default settings are stored in the /etc/logrotate.conf configuration file.
By default, the logrotate is set to rotate once a week and keeps four weeks of previous
log files.

2. Use the 1s command and any of the cat, less ormore commands to locate and examine
the Linux log files on your system. Where does Linux store most of its log files?

Using a text editor, open and describe the log files below

Log file Description

/var/log/messages
/var/log/secure
/var/log/maillog
/var/log/cron
/var/log/boot.log

3. Describe the operation of the program syslog:
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4. Can the syslogd daemon be started/stopped/restarted with the service command? Is this a
good idea?

5. Briefly describe some of the logging options of the /etc/syslog.conf file:

6. How often are the logs rotated? (more /etc/logrotate.conf)

7. For how long does Linux keep a log file? (more /etc/logrotate.conf)

8. Run the 1lastlog command and briefly describe their output:

9. Using the previous command, who was the last user to login to your Linux system?
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Checking Resource Usage on Windows 2000 Professional

Estimated Time: 20 Minutes
Objective

In this lab the student will use the System Performance Tool to monitor the Resource
usage on the computer system.

Equipment

The following equipment is required for this exercise:
e A computer system with Windows 2000 Professional installed.

Scenario
It is discovered that the server seems to be running slow. In this case, it is a good idea to
open the systems performance monitor in order to inspect the resource usage on the
system. The option options would be to upgrade or add another server if the system
resources have been used up.

Procedures
Open the performance monitor and inspect the system resource usage by graphing, and
then analyzing the graph, to decide what might be causing the system to run slowly and
what might need to be upgraded.

Step 1: Gathering Information

1. Open the performance monitor. Click Start > Programs > Administrative Tools >

Performance.

(i Performance =10l x|
J@ Console  Window  Help |J = | |;|i|il|
|J Action  Wiew  Favorites |J = = | | | @ |
Tree IFavorites | ﬁl QI ng EH'@' +IXI§I Iglgﬂ °Ialgl

(1 Cansole Rack
2] System Monitor
ﬁ Performance Logs and Alerts

100
a0
&0
70
a0
S0
40
30
z0
i0

]

Lask 0,000 Average | 0.000  Minimurn | 0.000
Maximurm 0,000  Duration 140

Colar |Scale |Counter |Instance |Parent |Object |Com|:uuter | |
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2. Right-click in the right window and select Add Counters.

JEd
10

+[x %] mle|s ols2

0
a0
a0
70
&0
50
40
30
. W
Al Properties...
0
Last | 0.000  Average | 0.000  Minimum | 0,000
Mazximum | 0.000 Duration | 1:40

Color IScaIE IC-:-unter |Instan-:e |F"arent IOI:-jen:I: IC-:-mputer I |

3. Check to make sure Add Counters in the performance object drop-down box
Processor is selected.

4. Select the Counters from the list radio button.

" lsze local computer counters Add

¥ Select counters from computer;
[WCHRIS w2k =]

Cloze

]

Explain
Performance object;

I Processzor - I

" All counters " &l instances

% Select counters from list ¥ Select instances fram list

DPC Time -
Interrupt Tirme 0
Frivileged Time

% User Time

APC Bypasses/sec

DPC Bypaszesz/zec ;I

3

5.  While holding the Control Key down, use the mouse to select %lInterrupt Time,
%Processor Time, %User Time, and the Interrupts/sec.

B
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" Usze local computer counters Add

% Select counters from computer;
[ACHRIS w2k, =]

Cloze

Explain

dd

Performance object;

I Frocessar - I

i~ Al counters {7 Al instances

% Select counters from list ¥ Select instances from list;

DPC Bypaszes/zec
DPC Rate
DPCs Queusd/zec

Interr .

:

6. Click Add and then close the box.
7. Let the graph make a pass across the screen at least once. Then right-click in the
graph area and select Save As.... Save the file as: Lab Processor Graph. While

this is happening, open and close some programs to generate some activity on the
system.

o Ll Fr 8] @a +x]* =l ols|2
100

)

ad
0
&l
=0
40
30

add Counters...

£0
10

Properties. ..

0
Last | 0,000 Average | 0,000 Minimunn | 0,000

Maxirnun 0,000  Dwuration 1:40

Color |Scale |C|:|unter |In5tann:e |F‘arent |OI::jeu:t |C|:|m|:uuter | |

8. Locate the X in the menu bar across the top and delete the %lInterrupt Time,
%Processor Time, %User Time, and the Interrupts/sec monitors.
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ol +x 2| mlelEl o=
10 Iﬂi

o Delete
&1
&0
40
20
8]
Lask 2.000  Average 0,265  Minirmum 0,000
Maximurm | Z.000 Cwration | 1:40
| Color | Scale | ounker I Insktance | Parent | Cbject | Compuker I |
1.000 _ Proces. ..
1.000 % Proce... _Total --- Proces... 'WCHRIS-...
1.000 % User ... _Total --- Proces... 'WCHRIS-...
0.01... Interrup... _Total --- Proces... 'WCHRIS-...

9. Right-click in the right windows and select Add Counters.

10. Go back to the performance object drop-down box and select System.

" Usze local computer counters Add

' Select counters from computer:

Close
[ACHRIS 2K =]

Explain

il

Performance object;
Proceszsar - I

Processzar <] ~ .
RAS Port All instances

R&S Total {*' Select instances from list
Redirector

Server

Server Work Clueues
SKMTP MNTFS Stare Driver
SMTP Server

TCP
Telephony
Thread 2

)

11. While holding the Control Key down, use the mouse to select Processes and
Threads.
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" Usze local computer counters Add

% Select counters from computer;
[ACHRIS w2k, =]

Cloze

Explain

dd

Performance object;

ISystem j

i~ Al counters 1 Allinstances

% Select counters from list ¥ Select instances from list

F'ru:u:esu:ur [Queue Length
System Callz/zec

Syztem Up Time
Threads

12. Click Add, and then close the box.

13. Let the graph make a pass across the screen at least once. Then right-click in the
graph area and select Save As.... Save the file as: Lab System Graph.

14. Locate the X in the menu bar across the top and delete the Processes and Threads

monitors.
ol Qi ol maE +ixlel mlelE ol
100 %ﬁ'
g
=1
40
20
0
Last IW Average IW Minirnurm IW
Maximum | 36.000 Duration| 140
Color | Scale | Counter | Instance | Parent | Object | Computer

10,000 Processes

10,000 Threads — --- - System  \WCHRIS-..

15. Right-click in the right windows and select Add Counters.

16. Go back up to the performance object drop-down box and select PhysicalDisk.
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" Usze local computer counters Add

% Select counters from computer;
[ACHRIS w2k, =]

Cloze

Explain

dd

Performance object;

ISystem j

Phuzicallizk,
Print Queue
Process ¥ Select instances from list

1 Allinstances

Processzor

RAS Port

R4S Total

Fedirector

Server

Server Work Queues

SKMTP MTFS Stare Driver r—
SKTP Server

System r:

17. While holding the Control Key down, use the mouse to select %Disk Read Time and
%Disk Write Time.

" Use local computer counters Add
¥ Select counters from computer;
Cloze |
[WCHRIS w2k =]
Performance object;
| PhysicalDisk [
Al counters Al instances

% Select counters from list ¥ Select instances fram list
E . Read Time

Disk ‘Wite Time
Idle Time

Ayvg. Dizk Byutes/Read
Loen Nizk Butes/Tranzfer b
4 | b

4
A

18. Click Add, and then close the box.

19. Let the graph make a pass across the screen at least once. Then right-click in the
graph area and select Save As.... Save the file as: Lab Physical Disk Graph.

20. Locate the X in the menu bar across the top and delete the %Disk Read Time and
%Disk Write Time monitors. While this is happening open and close some programs
to generate some activity on your system.

21. Close the Performance Monitor.
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Step 2: Evaluating the Information

1. Navigate to the folder where the performance monitor files were saved.
2. Open them up one by one and analyze them.

3. What conclusions can be drawn from these graphs?

4. What could be some reasons for using such graphs?

Troubleshooting

These performance monitor tools can very helpful in troubleshooting a system. They can
provide a lot of information about a system and the overall health of a system. By using
the performance monitor to check system resources a technician can effectively evaluate
what might be causing problems in the system.
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Checking Resource Usage in Linux

Estimated Time: 20 Minutes
Objective

In this exercise, the student will learn how to check the resources on a Linux system. This
lab covers the following commands:

e df

e du

e top
Equipment

The following equipment is required for this exercise:
e A computer with Linux Red Hat 7.2 or greater installed.
Scenario
There is a server running Linux that has been running efficiently for a long time but the
system resources might be reaching their limits. The technician decides to run a few of
the commands to check the system resources to ensure that the system will continue to
run properly.

Procedures

There are three basic Linux commands used to check and record the resource usage on
a Linux system.

Step 1: The df Command (disk file system)
1. Login as the root user and open a terminal window.
2. Look in the man pages for information on the df command, type:

man df

3. Inthe space below give a brief description of the df command.
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4. What does the —h switch do?

5. To determine the amount of hard drive space that is being used by Linux, type:

df
To make the output of the df command easier to read, type:
df -h

Record the results in the table below.

Filesystem Size Used Avalil Use% Mounted on

[root@systemAl bootl# df -h
Filesystem Size Used‘ Avail Use% Mounted on
/dev/hda2 1.9G 827M ‘ 1.0G 45% /

/dev/hdal 30M 2.7M ‘ 10% /boot
none 62M O‘ 0% /dev/shm
[root@systemAl boot]#

Example of the df command.

Step 2: The du Command (disk usage)

1. Remain logged in as the root user; Use the man command to learn about the du
command. From a terminal window type:

man du

2. In the space below, give a brief description of the du command.

3. What does the —h switch do?

4. What does the —s switch do?
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5. Go to a student home page, and type:

cd /home/studentAb

Note: studentA5 is used as an example only. Use the student account that the
instructor has assigned.

6. From within the studentA5 home directory, type:
du
Next type:
du -hs

What is the difference in the commands when the —hs switches are added?

How much space is being used in studentA5’s home directory?

7. The du command can useful in determining the size of any directory or file within a
directory. To go to the /etc directory and determine the size of the directory and the
size of the passwd file, type the following command sequence:

cd /etc
du
du -hs

du -hs passwd

What is the size of the /etc directory?

What is the size of the passwd file?
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etc]# du -hs

Fef.l‘:]# du -hs

et # I
Example of the du command
Step 3: The top Command

1. Use the man command to learn about the top command. From a terminal window
type:

man top

2. In the space below, give a brief description of the top command.

3. From a terminal type:

top
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4. In the space below, write in information determined from the top output:

CPU idle time in %

Number of users

Number of processes

Number of processes sleeping

Amount of memory used

Amount of memory free

2:%am wp 3320, 3 u=zers,. load average: 0,00, 0,01, 0,00
3 processes: 0 slesping. 3 runing,. 0 zombie,. 0 stopped
CPU states: 0.7% user,. 1.5¥ system, 0,0¥ nice. 97.6¥ idle
Henm: 12670dK av,. 1219508K used. 519akK free. 256K shrd.
Swap: 136544K av. 18180K u=zed,. 118364K free

PRI HMI SIFE RSS SHARE STAT ECPU XMEM TIME COMMAND
oot u} 05, 1.1 i

s 7]
+

FE R b bh b b R b R

4

e

Example of the top command
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Troubleshooting

Network administrators use the top command to determine system processes. If one
application is using too many system resources, it may be a runaway application. How
can the application process id (pid) be identified?

Reflection

Monitoring system resources is an issue that network administrators must respond to
daily. Develop a plan to track the resources of the Linux system(s). Could this plan be
automated? If so, how?
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Network Monitor

Estimated Time: 25 minutes

Objective

Upon completion of this lab, you will be able to setup monitoring agents to run tests and
alerts for your system.

Equipment

You will need the following items in order to complete this lab:
e A PC with Windows 2000 Professional or Server installed

o The Network Monitor Agent service needs to be installed

Scenario

Your manager would like you to troubleshoot her slow PC. After checking the system,
you have isolated the congestion to the network. Next, you decide to monitor some of
the processes on your network to see what is causing the problem. (We are just going to
use one PC to run the tests that would be done over an entire network.)

Procedures

Step 1

Step 2

Step 3

In this lab, you will use the monitoring agent in the Windows 2000 administrator tools.
First, you will begin by setting up review performances of the processor and then you will
setup a counter log. Finally, you will setup an alert for the possessor.

Click Start, point to Programs, point to Administrative Tools, and then click on
Performance. (If your PC does not show the administrative tools, Right-click the
Taskbar and click Properties click the Advanced tab. At the bottom put a check in the
box next to Display Administrator Tools, click Apply and then OK.)

Click System Monitor in the left windowpane.

In the right windowpane, locate the + sign button in the middle of the toolbar options.
Click it.

What window opens?

In the Add Counters window click the Use local computer counters.

Next from the Performance object list use the drop down arrow and select Processor.
Now in the box below, select the % Processor Time and click Add.

Repeat the step above to add the following counters; % User Time, % Privileged Time,
% Interrupt Time. Then click Close.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Now start several applications, such as Excel, Word, Paint, and Solitaire.

Click on the counter % Processor Time. Now in the tool bar above the chart click on the
button that looks like a light bulb. What do you see happing with the possessor?

Now click on the different counters you selected to see the utilization.

Right-click the desktop and watch the % Processor Time does this command utilize a lot
of processor time?

Now you will create a counter log. First delete all the counters that you just used by
clicking on them and press the Delete key.

First click on the Performance Logs and Alerts. In the right window pane, right-click on
Counter Logs and click New Log Settings.

In the name box type “TEST” And click OK. The TEST dialog box opens.

Click Add, now the counters box opens. Click Use local computer counters.

Now from the Performance object list use the drop down arrow and select Processor.
Now in the box below select the % Processor Time and click Add.

Form the drop down list select, Memory and then % Committed Bytes In Use, click

Add. Then select Physical Disk from the drop down list and % Disk Time from the
counters list, and click Add, and then Close.

Click Apply, and click the tab Log Files. Change the End file names with option to
yyyyddd.

Now click the Schedule tab. In the Start log box click Manually. In the Stop log box click
Manually. In the After option enter 5 minutes. Then, click on Apply then OK.

Click on Counters Logs, in the right windowpane right-click TEST, and then, click Start.

Start several applications, such as Excel, Word, Paint, and Solitaire.

While you are waiting for the five minutes to expire use the application you opened.
Doing this will show more results when the logging process is finished.
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Step 10

When the TEST icon turns from green to red you are finished. (It may be necessary to
refresh the screen. Click Refresh or push F5.)

Step 11

Now click the System Monitor in the left windowpane. Next, click the button forth from
the left above the chart called View Log File Data.

Step 12

Select TEST and click Open. Now click the + sign button again to open the Add
Counters dialog box. Add all counters and objects available. (Only the counters you
selected for logging are available.)

Click Close. The data will appear in the chart. Did you use a lot of Processor Time or
Memory? Is this chart helpful to see it in a graphical view?

Step 13

Now you will create an alert. In the left windowpane, click Performance Logs and
Alerts, in the right windowpane right-click Alerts and click New Alert Settings.

Name this alert Processor Test, then click Add. The “Select Counters” window wiill
appear. Select the Processor object. Then click the % Processor Time counter. Click
Add and Close. In the “Alert when the value is:” list box, choose Over. Put 5 in the
“Limit” box. Where it says “Sample data every” put the “interval” to every 30 seconds.

Step 14

Click the Action tab. Leave the checked box “Log an entry in the application event log’
check the box “Send a network message to” and then enter your computer name. (If
you do not know you computer name right-click My Computer and click Properties.
Click Network Identification and you will see the full computer name.) Click the
Schedule tab, click the Start scan Manually. Under “Stop scan” choose After 2 minutes
and click OK.

Step 15

Right-click the Processor alert, select Start. Open a few applications this will increase
your processor time. Now you will begin to receive system messages. Click OK to
acknowledge the messages, wait 2 minutes.

Now click Start > Programs > Administrative Tools > Event Viewer. Click the
Application Log. How many messages indicated that the processor exceeded the limit?
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Windows Update

Estimated Time: 15 minutes
Objective
To update service packages in Windows 2000.
Equipment
The following equipment is needed for this exercise:
e A computer with Windows 2000 installed
Scenario
As the system administrator of a small company, you are responsible for maintaining and
upgrading the system and individual workstations. There is a new employee arriving next
week, and the system that is going to be used needs to have upgrades installed.
Procedures
Step 1: Navigating to Windows Update website
1. Click on Start > Windows Update

The following screen should appear.

. frcess [EM
A Free AOL & Unlimited Inkernet
{1} RealOne Player

Set Program &ccess and Defaults

Windows Update

Progranms
Favarikbes
Documents

Setkings

¥ ¥ ¥ Y v

Search
Help

Run...

Log OFf chriradr. ..
Shut Down, ..

[distare || 1] & 21 EH

@r NeIECHT

| &
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2. Click on Windows Update.

The screen should appear as follows.

i Micrasoft Windows Update - Microsoft Internet Explorer provided by Cisco IT Packaged IE 5.5 SP1 _le| x|
File Edit View Favorites Tools  Help |

dmtack - o=b - @ [ A @eearch (Faoes veds (B By S - S B &

Address [{€] hiep: v+, windowsupdate microsoft, comfenfdsfault. asp =] Pee
ide

All Produsts | Suppert | Search |

* Windows Update Microsoft

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

Windows Update Welcome to Windows Update

[ welcome Get the latest updates available For your computer's operating system, softwars, and hardware,

[ Pick updates ta instal

[ Review and install updates

Windows Update scans your computer and provides you with a selection of updates tailored just For you.

)| scan for updates

Other Options
[ View installation history

Note Windows Update does not collect any form of personally identifiable information from your computer,

[ Personalize Windows Update Reat our privacy atoment

[ ek help and support

See Also
[ About Windows Update
[ Hardware Suppart

d.  Term:
4's Buddy Li

C o]=] fuse. ibility.
a9 | &1ricrasoft windows Updt... | [ OaSTeS @ D woem

start H

Step 2: Determining which upgrades to down load

1. Click on the Scan for updates radio button. Windows will scan the system and notify
the user of the upgrades that are available. This may take some time depending on
the system.
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Favoritss  Tools  Help

All Prod.
Micros: i

'# Windows Update

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

Windows Update Welcome to Windows Update

[ welcome Get the latest updates awailable for your computer's operating system, software, and hardware,
[ Pick updates ta instal

[ Review and install updates

“Windows Update scans your computer and provides you with a selection of updates tailored just For you,

Scan rig updates

Nate Windows Update does nat callect any Form of persanally identifiable infarmation From your computer.
Read our privacy statement

Other Options

[ view installation history
[ Personalize Windows Updats
[ et help and support

See Also

[0 About wWindaws Update
[ Hardware Support

[@] javascriptiparent.fiscan(); [ [ mtemet
2. Once the scan is complete, the user must choose to add or remove an update.
Note: The install packages in this picture will be different for other systems.

The screen should look like the following.

0soft Windows Update - Microsoft Internet Explorer provided by Cisco IT Packaged IE 5.5 SP1
Edit Help

GBack ~ = - @ (2] & Qoearch (EFavores veda B | By S

File: Wiew Favorites  Tools

Nindows Update

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

Windows Update Windows 2000 Updates

Pick from Windows 2000 updates 1
The following updates are avalsble for your computer, To select an update you want tainstall click

dd, and then cick Review and install updates.

Microsoft”

- Windows

wisit the windows 2000 web site

[ Welcame
[ Pick updates ta instal

[ ritical Updates and Service
Par

[ Windows 2000 (2)
[ Oriver Updates ()
[ Review and install updates {1}

Review and install updates Total items selected: (1)

Recommended Updates
Euro Conversion Tool

Download size: 182 KB, < 1 minute
The Euro Conversion kaal allaws currency migration to the eura Far user locales within the European Union, This tool does ok change crrency

settings Far user lacales oubside of the European Union. Read mars. ..
This item has been selected. AddQ Remove

Other Options
[ View installation histary

[ Personalize Windows Update
[ Get help and suppart
i e Direct 8.1*

Dowrload size: 7.6 MB, < 1 minute

DirectX@ is the multimedia system Foundation For the Windavs operating system, Using Direct, programs can taks full advantage of your computer
ko give you the best possible multimedia xperisnce, Directs 8.1 includes the |atest updates ko al the DirectX companenits and pravides support for
the same great Features that were provided by Direct 8.0a, including the latest hardware multimedia Featurss and APT capabilities, Read more. .

Add Remoye

See Also
[ About Windows Update

[ Hardware Suppart
* Must be installed separately from other updates

@& [ [ et
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3. After the user has chosen the install packages, click on the Install Now button the
screen will look like the screen below.

A Microsoft Windows Update - Microsoft Internet Explorer provided by Cisco IT Packaged IE 5.5 SP1

File Edit View Favorites Tools  Help |

dgack -+ = - (@ [0 A Qoearch (HFaooies veds (H By S - S B &

indows Update

ws Catalog | Windows Family | Office Update | Windows Update Worldwide

Total Selected Updates

Review and install your selected updates

[ Welcame

Review the list of tems you have chosen to download and install on your computer. You can remave any item you don't want.
E1 Pick updates to instal

[ ritical Updates and Service

Packs (0)
IF) et AT @) ‘”Sta[" Now Total: 1= 183 KB, < 1 mincke
[ Driver Undates (0)
[ Review and install updates {1} Euro Conversion Tool

Download size: 182 KB, < 1 minute
b . The Eura Conversion kool allows currency migration ta the eura For user lacales within the Eurapesn Union, This tool does nok change currency
Other Dptions settings For user locales oubside of the European Uiion, Read mare. .

[ Wiew installation history Remove

[ Personalize Windows Update
[ Get help and support

See Also
[ About Windows Update
[ Hardware Suppart

ration. All rights rassruad.

[&] pone [ [ et

4. The Licensing agreement will pop up, click on the Accept button.

R Microsoft Windows Update - Web Pa x|

Far the Following updates:

328523: Recommended Update
327269 Recommended Update
N322842: Recommended Update

1 Please read the Following license agreement, Press the PAGE DOWHN key
ko see the rest of the agreement.

F
MICROSOFT WINDOWS UPDATE ﬂ

SUPPLEMENTAL END USER LICEMSE AGREEMENT FOR
MICROSOFT SOFTWARE ("Supplemental ELLA")

IMPORTAMNT: READ CAREFULLY - These Microsoft Corporation
("Microsaft") operating system components, including any

"online” ar electronic documentation (05 Components") are

subject to the terms and conditions of the agreement under ;I

| Do you accept the terms of the pending License Agreement?

If wou choose Don't Accept, install will close, Toinstall vou must accepk
this agreement,

: Accept Don't Accept

252 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.



A dialog box will appear to inform the user of download and installation progress.

E] windows Update - Web Page Dialoc x|

Windows Update is installing the updates on wour
computer, Please wait,

Q327269 Recommended Update

Download progress: 4 ME4 ME

Ciownload time remaining: 0 minukes

Install progress:

Cancel |

5. Once the down load and installation are complete, a message box will appear
informing the user that the computer must be restarted to complete the installation.
Click on the OK button.

Microsoft Internek Explorer x|

‘ou must restart vour computer bo complete the installation.
If wou want ko restart later, or close obher programs First, click Cancel, and then restart wour computer manually,

D you wank ko restart now?

i I Cancel
W

6. The upgrade to the system is complete.
Reflection

1. What are some circumstances that an upgrade would be needed?

2. What is another way to get a system upgraded? Why are upgrades beneficial for the
system?
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Operating System Basics

1.

LANSs were first created by installing in the PCs and then
connecting the adapters using wire.

As network servers became more powerful, they began to take on the functions once
handled by and

Whether designed for a stand-alone desktop computer or a multi-user network
server, all operating system software includes the following components:

, , and
The is a relatively small piece of code that is loaded into memory when
the computer boots.
The is the component of the OS that the user interacts with. It acts like a

bridge between the user and the kernel.

Some GUI software can consume more than one hundred times the storage space
that CLI software does. Because GUIs are more complicated than CLlIs, GUI
software requires significantly more and

When deployed as NOSs, UNIX and Linux are often configured without
components.

Fill in the following Chart:

Operating System Supported File System(s)
Windows 3.x

Windows 95, 98, ME

Windows NT, 2000

Windows XP

IBM OS/2

Linux
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Microsoft Windows Basics

1. What are some reasons to use the CLI based MS-DOS operating system?

2. What are some disadvantages to using MS-DOS?

3. It was not until was released in 1990 that Microsoft established its
user interface as a major force in the industry.

4, is an environment in which programs share memory addresses and
exchange information.

5. A more efficient form of multitasking used by Windows 9x, Windows NT, and
Windows 2000 is called

6. was the first Microsoft operating system to have networking
components built in.

7. Windows 95 features, not available with previous versions of Windows include:
; ; , and

8. Windows ME is generally recognized as part of the 9x family. List the main features
of ME:

e.

9. The Windows NT software featured improved , ,
, and
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10. Microsoft positioned Windows NT as an operating system for and

11. Windows XP and XP Professional offer many of the key features associated with a
NOS. List these key features:

a.

d.

12. Fill in the following Chart:

Command Result
dir
cd directory name
time
date
copy
diskcopy [source] [destination]
attrib
find text string

help
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UNIX and Linux on the Desktop

1. When UNIX first started to be marketed commercially in the 1980s, it was used to
run , hot

2. What are some of the different distributions of Linux?

e.

f.

3. What distributions of Linux are making efforts to develop Linux as a viable operating
system for the desktop?

g.

h.

4. Some advantages of Linux as a desk top operating system and network client include

the following:
5. UNIX and Linux both rely on the to display the GUI.
6. The is the software responsible for sizing, positioning, and

rendering the graphical windows that programs run in.

7. Users type commands that are interpreted by the , Which in turn relays
the user’s instructions to operating system and other programs.
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8. What are some of the tasks that can be done with the linuxconf tool?
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Types of Networks

1. What characteristics define a LAN based network as opposed to a WAN based
network?

2. What are the three basic types of Network topologies and what are the
characteristics of each of these three network topologies?

3. What purpose does a CSU/DSU provide in a WAN link?

4. Briefly describe a Peer-to-Peer Network and give examples of where this type of
network can be implemented?

5. Describe a Client/Server Network and give some examples of the benefits of using a
Client/Server approach.
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The OSI Reference Model

1. This layer is responsible for providing reliable and unreliable data connections.

2. This layer specifies how addresses are assigned and how packets of data are
forwarded from one network to another toward the destination.

3. This layer corresponds to the network hardware (cabling, media). This layer
determines how binary data is translated into electrical, optical, or other types of
physical signals transmitted between systems.

4. This layer provides the connection point for applications. It specifies the details of
how an application makes requests and how the application on another machine
responds.

5. This layer establishes the rules of the conversation between two applications. For
example, will they take turns speaking, or can they send and receive at the same
time.

6. This layer specifies how packets of data are organized into frames on a particular
type of network and the rules for inserting frames on to the network media.

7. This layer specifies the arrangement, or syntax, of the data that the application
expects. For example, .gif, .jpeg, .mpeg, .avi file extensions.

8. List the steps of encapsulation as if a user was creating the data to be sent out over
the network to another user and explain what the corresponding OSI layer does to
prepare the data to be sent over the network.

a.

e.

9. What layer of the OSI model does a router operate?

10. What layer of the OSI model does a switch operate?
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Proprietary and Open Standards Comparison

This worksheet is designed to allow the students to research via the Internet some of the
available options and software that is available in the open source market. Fill in the
table with some examples of open source vs. proprietary applications and software.

Application Category Proprietary Windows or 3 Open Source, Free,

Party Software Downloadable Linux
Software

1) Internet/Intranet

Web browser

Email client

FTP-clients

Firewall (packet filtering)

Remote management

2) File Management

File manager

HTML document viewer

3) Utility Programs

Achieve files, ZIP

HTML editor

CD burning software

Graphic editor

4) Office/Business

Office suite

Word processor
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Network Protocols
1. What are the some TCP/IP protocols that are used at the Application layer?

a.

d.

2. What are the two main protocols used at the Transport layer within the TCP/IP suite
of protocols?

a.

b.

3. What are the defining characteristics of Transmission Control Protocol?

4. What are the defining characteristics of User Datagram Protocol?
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5. What are some of the TCP/IP protocols that function at the Network layer of the OSI
model.

e.

6. What is the protocol that you will use in a Novell Network to enable clients to locate
the services they require, such as print or file services from servers.

a.
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Network Topologies

1. Describe the difference between a physical and logical topology.

2. Draw an example of a Bus topology.

3. Draw an example of a Star topology.

4. Draw an example of an extended Star topology.
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5. The chapter lists some advantages of a Star topology. What are the advantages and
disadvantages of a Start topology?

Advantages Disadvantages

6. Draw an example of a Ring topology.

7. The lists some advantages of a Ring topology? What are the advantages and
disadvantages of a Ring topology?

Advantages Disadvantages

8. The topology combines more than one type of topology. When a bus line
joins two hubs of different topologies, the configuration is called a star bus.

265 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.



9. Describe a scenario or environment where a hybrid topology would be used.
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Twisted Pair Cabling

1.

Twisted wire pairs limit signal degradation caused by and

Category 5 and 5e have a maximum data transfer rate of
Mbps.

What are the two types of twisted pair cabling?

How is the category of UTP cabling determined?

Category 3 cabling has a maximum data transfer rate of
Mbps.

What categories of cabling are most commonly used on Ethernet connections?

There are or twisted pairs in a UTP
cable.
UTP cabling relies solely on the effect produced by the

twisted pair wires.

Twisted pair is a type of cabling that is used for and
connections.

10. What is the difference between category 5 and category 5e cabling?

11. What is the reasoning of twisting the wire pairs?
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12. What do UTP and STP stand for?

13. In a shielded twisted pair cable eac h individual pair of wires is wrapped in a
, and then the four pairs of wires are wrapped in a
to further shield the wires from noise.

14. UTP category 3 cabling is used for what type of connection?

15. Category 3 cabling has pair of wires.
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Physical Media Types

True or False

1.

An advantage of coaxial cable is that you can run the cable for much longer

distances between nodes than twisted-pair cable.

Ethernet cable is known to be more difficult to install than thicknet/coaxial

cable.

When installing cable in a ceiling that must conform to fire codes and be fire
retardant you should use PVC grade cable.

Coaxial cable is the common cable type that is used in Ethernet Networks.

STP reduces electrical noise, both within the cable (crosstalk) and from
outside the cable (EMI and RFI).

Fiber-optic cable provides faster bandwidth speeds than Ethernet cable as
well as provides for greater signal integrity over long distances. It is also not
susceptible to cross talk and EMI because it uses beams of light to carry signals
instead of copper wiring.

FHSS and DSSS are two approaches currently being used to implement
spread spectrum for Wireless LAN transmissions.

A benefit of wireless networks is that they are entirely secure on the signaling
frequency and not easily monitored by people not on the network.

The most popular type of cabling used in an Ethernet network is Category 3
UTP.
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Network Devices
1. Define the following terms:

a. Active Hub —

b. Passive Hub —

c. Intelligent Hub —
d. Bridge —
e. Switch -
f.  Router -
2. Sometimes hubs are called . This is because they serve as a

central connection point for an Ethernet LAN.

3. can be computers with special network software installed on them or
they can be other devices built by network equipment manufacturers.

4. Hubs operate at the layer of the OSI model.
5 A , has many ports with many network segments connected to them. A
chooses the port to which the destination device or workstation is

connected to.

6. are the most sophisticated internetworking devices discussed so far
and they operate at the Network layer of the OSI model.

7. operate at the Data Link layer of the OSI model.

270 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.



The TCP/IP Network Model

1. Fillin the blank TCP/IP Model as it corresponds to the OSI Model.

OSI Model TCP/IP Model
Application
Presentation

Session

Transport

Network

Data link

Physical

2. and are TCP/IP-based applications used for file transfer and
are located at the Application layer of the TCP/IP Network Model.

3. List some of the other protocols that function at the Application Layer.

a.

e.

4. Unlike the transport layer of the OSI model, which defines protocols like Novell's

SPX, the TCP/IP transport layer defines only and

5. is achieved through the use of a technique called windowing, that
allows communicating hosts to negotiate how much data will be transmitted during a
given period.

6. help define and keep track of all the different types of conversations

that are taking place throughout the network.
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7. Fillin the blank spaces with the appropriate port number that corresponds to the
protocol.

FTP Telnet SMTP DNS TFTP SNMP RIP

8. The system administrator has the ability to specify which types of traffic will be
allowed into a network by permitting or denying Internet traffic based on these port
numbers. This process of filtering based on port numbers is usually accomplished
with or devices.

9. The layer of the TCP/IP model, as also sometimes called the
network layer, defines addressing and path selection.

10. Some of the protocols defined at this layer are:

a.

1. is used to find the MAC address of a host, switch, or router, when given its
IP address.

12. The layer defines TCP/IP-specific functions related to the
preparation of data for transmission over the physical media, including addressing.
This layer also specifies what types of media can be used for the data transmission.
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IPv4 Addressing Overview

1.

Convert the binary number 1010 to decimal:

Convert the binary number 11110000 to decimal:

Convert the binary number 10101111 to decimal:

Convert the decimal number 100 to binary:

Convert the decimal number 249 to binary:

Convert the decimal number 128 to binary:

Convert the decimal number 65 to binary:

Convert the decimal number 63 to binary:

Convert the decimal number 198 to binary:

10. Convert the decimal number 400 to binary:
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Subnetting

1. Define Subnetting.

2. 210.58.101.5is a Class address.
3. 10.2.1.1is aClass address.
4. 163.58.101.5is a Class address.

5. Define the term Subnet Mask.

6. You are using a Class C subnet mask, how many hosts will you be allowed to have on
this subnet?

7. You are using a Class A subnet mask, how many hosts will you be allowed to have on
this subnet?

8. You are only using 22 bits of Subnetting your network. How many hosts will you be
allowed to have on this subnet and what will your subnet mask be?

9. You are using 20 bits for Subnetting your network. How many hosts will you be
allowed to have on this subnet and what will your subnet mask be?

10. You are using 27 bits for Subnetting your Network. How many hosts will you be
allowed to have on this subnet and what will your subnet be?
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Network/NOS Services

Match each term with its description:

1. File Sharing a. Telnet

2. Remote Administration b. SMTP, POP3, IMAP
3. Network Administration c. HTTP

4. Internet Malil d. NFS

5. World Wide Web Server e. DHCP

6. Directory Services (Internet) f. FTP, TFTP

7. Automatic Network Address Configuration g. DNS, LDAP

8. File Transfer h. SNMP
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Windows 2000 Active Directory

1.

The Active Directory information is stored in three files:

a.

is the means by which Windows 2000 administrators control
user desktops, automatically deploy applications, and set user rights.

The logical structure of Active Directory is based on units called

Windows NT uses a flat domain structure, and Windows 2000 arranges domains in
hierarchical

How can Administrative Authority be delegated in Windows 2000 as opposed to
Windows NT?

True or False: Windows 2000 Active Directory needs only one DNS
server per domain to operate.

True or False: It is recommended that you have one Domain Controller
per Domain.

Active Directory uses to copy directory

information between the domain controllers in a domain.

Define these two terms:

Assigned Permissions —

Inherited Permissions —
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System Config Files

Describe the contents/operations of the following network config files. Use the cat or the
more commands to examine the contents of the files.

1. /etc/hosts

2. /etc/resolv.conf

3. /etc/sysconfig/network

4. /etc/sysconfig/network-scripts/ifcfg-ethO

5. /etc/services
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o

/etc/sysconfig/desktop

7. letc/sysconfig/clock

8. /etc/sysconfig/hwconf

©

/etc/sysconfig/harddisks

10. /etc/sysconfig/init

11. /etc/sysconfig/iptables
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12. /etc/sysconfig/ipchains

13. /etc/sysconfig/irda

14. /etc/sysconfig/sendmail
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Characteristics of a Network Operating System

1. What is the function of an operating system?

2. Compare and contrast a PC operating system and a NOS.

3. Define the term: Multitasking System

4. To achieve higher execution speeds, some systems are equipped with more than
one processor. Such systems are called systems.

5. means that the server systems must be able to function
effectively under heavy load and be able to survive the failure of one or more processes
or components without experiencing a general system failure.

6. What are the five criteria for choosing a NOS?

a.
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7. Describe the benefits “Scalability” adds to a NOS?
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Windows NT/2000

1. A is a grouping of computers and users that serves as a boundary of
administrative authority.

2. Microsoft uses the term to describe the logon authentication
servers that hold a copy of the security accounts database.

3. NT runs DOS and older Windows programs in . Using this
method, if one application crashes, it does not affect other applications or require a
reboot of the operating system.

4. Windows NT provides an administrative tool called the
that is accessed from the domain controller
and is used to create, manage, and remove domain user accounts.

5. The controls the authentication process when a
user logs into the domain.

6. technology allows an administrator to add components to the
system and the OS will automatic ally recognize and install the drivers for the
device.

7. Administrative tasks in Windows 2000 use a common framework, called the

8. Compare and contrast the four operating systems in the Windows 2000 family of
operating systems.

a. Windows 2000 Professional:

b. Windows 2000 Server:

c. Windows 2000 Advanced Server:

d. Windows .NET Server:
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Linux Distribution Comparison
Estimated Time: 20 Minutes
Step 1
In the table below list three major Linux distributions.

Ref. site: http://distrowatch.com/

Linux Distribution Pros Cons

1.

2.

3.

Which one would you use for a small company? Why?

Would you change you answer above if you were going to install Linux in a large
company?

Step 2

In the space below list some of the highly desirable qualities of Linux.

Name some ways to find software for your Linux system:

Ref. site for RPM'’s: www.rpmfind.net
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Linux

Linux is , which means you’ll find versions running on name brand or
clone PCs, Apple Macintoshes, Sun workstations, or Digital Equipment Corporation
Alpha-based computers.

The provides a trademark for software developers who want
to share their code with others, who are then free to modify and redistribute the code.

operating systems are used on high-end workstations such as Silicon
Graphics and Sun machines.

What are some of the most popular or well-known versions of Linux?

a.

e.

f.

Recently, versions of Linux that fit on one or two floppy disks have been created. One
such trimmed version is called , which fits on one disk.

Windows clients can access Linux servers without client software if the UNIX servers
run , Which is a program that uses the application layer
protocol.

7. What are the criteria for meeting the Open Source trademark?
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Planning the Installation

2. Name five items you need to verify prior to the actual installation.

f.

j.

w

List two things that need to be checked at the installation site before bringing in the
equipment?

4. What is a digital multimeter? What would a correct reading be if you were in Africa?

5. What does UPS stand for? And how large should a UPS be for a server room?

6. What is the heat load of a server room measured in?

7. What is the ideal temperature in a server room?

8. What will ensure proper airflow and adequate cooling in the server room?

9. Why is it a good idea to test the network connection before installing?
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Server Components
1. List three components of a typical server.

a.

C.

True or False Questions

2. Multiple NICs can be installed on one server.

3. RAID controllers can be configured after the network operating system is
installed.

4. SCSI-2 and SCSI-3 use the same cables to connect to a device.

5. A SCSI external cable and internal cable look different.

6. Only CD-R and CD-RW devices can be used for backups.

7. A UPS can monitor the server only by a serial or USB cable.

Fill in the blank with the correct word below

KVM Disk Drive DVD Memory Processors

Server chassis Server Rack 3.5” floppy CD-ROM

8. List three devices commonly found in both desktop computer systems and server
systems.

9. allows one keyboard/video/mouse to be hook ed up to

multiple network servers.

10. IDE and SCSI a re two different types of

11. Network servers require a large amount of

12. come in tower configuration or rack-mount configuration.

13. Network servers normally have more than one

14. The is a place to mount server components.

286 - 306 IT Essentials 11 v3.0 Copyright © 2004, Cisco Systems, Inc.



Hardware Requirements

Fill in the following charts with the correct information:

1.

Windows 2000 Advanced Server:

Computer/Processor

Memory

Hard Disk

Drive

Display

Peripheral

Windows XP Professional

Computer/Processor

Memory

Hard Disk

Drive

Display

Peripheral

Linux Red Hat 7.1

Computer/Processor

Memory

Hard Disk

Drive

Display

Peripheral
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File System

1. What are the file systems that Windows 2000 Server supports?

a.

b.

C.

2. Name the different types of FAT and what each one contributes to the file system.

a.

C.

3. What are the benefits of NTFS version 5 over the different FAT file systems?

4. How does the Unix file system differ from the Windows file system?

5. What is the name of the Unix/Linux top level directory of the file system?

6. Which is the oldest Linux file system?

7. Linux supports which file systems?
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The Boot Process
1. List the five stages of the Windows 2000 boot process:

a.

e.

2. The boot process will be slightly different on non-Intel based systems because
NTLDR is not needed. On these systems there is a file called that
performs this function.

3. What function controls the boot process and why?

4. During the , a computer will test its memory and verify that it has all
the necessary hardware, such as a keyboard, mouse, and so on.

5. After the POST routine is complete, the computer will locate a boot device, and load the
into memory, which in turn locates the active partition and
loads it into memory. This component of the boot process allows the operating system to
load into RAM.

6. What is the name of the “Operating System Loader” file, which is used to begin
loading the operating system?

7. The file will only be used in the event that the computer is
set up to dual-boot.

8. If the computer is not dual boot capable, then NTLDR runs , which
will gather information about the computer hardware.
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9. Four additional steps will take place at a point in the boot process when the graphical
user interface (GUI) is first seen and a status bar shows that the GUI is now loading.
What are these four steps and briefly describe what is occurring in each step?

a.
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Linux Boot Process

True or False

1. The Linux boot process is much more complicated and involved than the
Windows 2000 boot process.

2. The NTLDR file in Windows performs the same function as does the LILO
file in Linux.

3. The boot processes of Windows compared to Linux are very different.

4. The Linux kernel file works in a similar fashion to only the NTOSKRNL file in
Windows.

5. What file in Linux performs the similar function of the SMSS.exe file in
Windows?
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Installing the OS

1.

Microsoft has a tool called the that can be used
before installing Windows 2000 to verify that the hardware will actually work with
Windows 2000.

The four steps in the Windows 2000 installation process are:

a.

d.

True or False: You can convert a drive from FAT to NTFS as well as from
NTFS to FAT.

By default, the Windows 2000 operating system files are installed in the
folder.

During the installation there is a built-in administrator account created that has
privileges to make any changes to the computer. The password for this account can
be changed later, but only by the user that has to the
system.

During the Networking Component stage of the Installation three key components are
installed. What are they and what do they do?

a.

What are the four types of installations that can be performed when installing
Windows 20007
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8. If you want to view Microsoft's HCL how would you accomplish this , without going to
Microsoft's Website?
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User Accounts

1. Before logging on to any Windows 2000 client, a must first be
created on the appropriate network server.

2. The task of creating an account in Windows 2000 is performed with the
tool.

3. The “User name” is a required field, must be no longer than 20 characters in length,
and cannot contain the following symbols:

4. The simplest user management technique is to right-click the user name listed in the
right half of the Computer Management window and select the appropriate task from
the menu. From here, the system administrator can instantly choose to

, , or the user.
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The Linux Shells

1. The Linux shells operate as a

2. True or False: In Linux, the shell is integrated into the kernel and is
always running.

3. Match the item below to the corresponding Linux Shell

a.

b.

The Korn Shell
The C Shell
Bourne Again Shell

The Bourne Shell

This shell was created as an enhanced extension of the Bourne Shell. This shell
is referred to as the Bash shell and is used for many “UNIX-like” systems such
as Linux for example.

This shell is not widely used because it is one of the more complicated shells to
work with. It uses a much more complex syntax for shell programming than some
of the other shells. For this reason, the C shell is not recommended for shell
programming or for creating shell programs.

This is known as the original UNIX shell. The program name is (sh) and is known
as the bash shell in Linux systems. This shell provides all the (sh) functions as
well as shell programming using shell script files.

This shell combines the interactive features that make the C shell popular with
the easier-to-use s hell programming syntax of the Bourne shell.
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The vi Editor

1. Linux includes a powerful editing tool call the that will allow editing of
the configuration and script files as well as creation of some configuration and script
files.

2. You can access “edit” mode by choosing the command

3. There are three modes of operation in vi:

a.

4. Fill in this chart:

Mode Functions/Characteristics
Command Mode
Entry Mode

Last-Line Mode

5. Describe the difference between vi Editor and another text editor such as Microsoft’'s
notepad.
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Bottlenecks

1. What is a bottleneck?

2. What effect can a bottleneck have on a network? Give some examples of
bottlenecks.

3. What are some performance monitoring software utilities for Windows 2000 and
UNIX/Linux?

4. When watching the processor on performance monitor what do you look for?

5. What are the solutions to a processor with a high utilization percentage?

6. How can you solve a memory bottleneck?

7. What are some initial signs of a memory bottleneck?

8. At what percent does the disk subsystem pose a bottleneck?

9. List the first three steps to resolving a disk performance problem?

10. What is the more costly approach to fixing a disk subsystem bottleneck?
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11. At what percentage is the network utilization considered high?

12. Would this scenario solve the network subsystem problem?

Scenario: You want to make you network subsystem faster after you realize a
bottleneck. You are running at 10 Mbps Ethernet network over CAT 3 wire. You
believe higher transmission speeds will solve the problem, so you upgrade to
100Mbps NICs and replace all other 10Mbps hardware with 100Mbps hardware.
Will this solve the bottleneck in the network subsystem? Explain your answer.

13. What are possibilities for upgrading the network to improve speed and thus removing
bottlenecks?
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Baselines

1. What does a baseline consist of?

2. What time is optimum to take a baseline reading of your network?

3. What are a few measurements that should be taken when performing a baseline?

4. What can be done to reduce heavy bandwidth users once they are identified?

5. What network monitoring application can use a lot of bandwidth and should be used
during down times?

6. What is mapping of utilization patterns used for?

7. When is a good time to use network monitoring software?

8. How could you as an administrator find out if employees are gaming or web surfing?
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Using TCP/IP Utilities

1.

If the universal naming convention (UNC) path is known, the server can be reached
as long as the connection is good. This is the format to use:

TCP/IP tools that test connectivity to another machine and determine the path that a
packet takes to reach the destination include the following:

a.

Ping stands for:

The first step in checking for a suspected connectivity problem is to the
host.
The term refers to the amount of time that elapses between the

sending of the Echo Request and receipt of the Echo Reply.

This tool combines the features of ping with those of tracert and provides additional
information that is not displayed by either utility. With ,itis
possible to detect which routers are causing problems on the network and to
measure how many packets are lost at a particular router.

utilities are used to discover the route taken by a

packet to reach its destination.
Each operating system includes a utility to display the IP configuration being used by

the system or network adapter. The table below lists the commands used by various
operating systems. Fill in this chart:

Operating system Configuration display command
NetWare
Windows 2000

Linux and UNIX

These utilities display TCP/IP and NetBios statistical information:
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Windows 2000 Diagnostic Tools

1. This command runs a standard set of network tests and generates a report of the
results, is not a standard Windows 2000 Server installation, and may be used without

any flags.

a. ipconfig
b. tracert
c. pathping
d. netdiag

2. Thecommand C:\ > netstat -a displays what information?

3. What information does the tracert command give that the ping command does
not?

4. The command allows you to test communications between the current
network server and another computer, and can use an IP address or an IP name.

5. What is the name of the TCP/IP utility used to test name resolution from a DNS
server?

6. What is the name of the TCP/IP utility that is used to test communications between
the current network server and another server on the network?

7. What is the name of the TCP/IP utility that will report the routers that a
communication packet passes through when traveling from one network server to
another?
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Threats to Network Security

1. Common services such as and must be secured on a
corporate network, so that only authorized users have access to sensitive and
personal information.

2. By the late 1990s, all of the major developers of NOSs, including Apple and Novell,
built their software around and services.

3. List the risk s associated when TCP/IP services are run on a NOS connected to the
Internet.

a.
b.
C.
4. Several outside sources can be the cause of these attacks, including:
a.
b.
C.
d.

5. Describe the difference between a Hacker and a Cracker.

6. A attack occurs when the targeted system cannot service legitimate
network requests effectively because the system has become overloaded by
illegitimate messages.

7. Denial of Service attacks come in many forms. Common DoS attacks try to take
advantage of weak nesses with , or weaknesses in

8. A or attack is designed to overwhelm
the software running on the target system.

9. attacks can be very difficult to stop because they can
originate from hundreds or even thousands of coordinated hosts.

10. A is a program that presents itself as another program to obtain

information.
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Implementing Security Measures

1. involves converting data into a form that can't be easily
understood by others.

2. When documents are encrypted on the disk, only a user who has the
can view them.

3. File encryption protects data stored on a disk, but it does not offer security for data
asitis

4. 1PSec uses two protocols: (define both)

a.

b.

5. SSL was developed by Netscape to provide security for its web browser. It uses
and .

6. Popular e-mail protection programs include the following:

a.

b.

C.

d.

7. Public/Private Key Encryption is also referred to as

303 - 306 IT Essentials 1l v3.0 Copyright © 2004, Cisco Systems, Inc.



DHCP and Firewalls

Use the text or Internet searches to briefly define/describe the following terms:

1.

IP forwarding

Smurf Attack

IP Spoofing

VPN

NAT (IP Masquerading)

ipchains
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7. iptables

8. Non-Stateful Packet Filtering Firewall

9. Stateful Packet Filtering Firewall

Use the text, man command, or Internet searches to briefly define/describe the
function(s) of the following commands:

1. netstat

2. chkconfig

3. lokkit
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4. ifdown ethO

5. ifup ethO

In the space below, list the ranges of the three private IP addresses.
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