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Setting up DNS

Based on the Linux DNS HowTo.

1.0  Introduction.

DNS is is the Domain Name System. DNS converts machine names to the IP addresses that all machines on the net have. It maps from name to address and from address to name, and some other things. A mapping is simply a association between two things, in this case a machine name, like ftp.linux.org, and the machines IP number (or address) 199.249.150.4.

DNS is, to the uninitiated, is one of the more opaque areas of network administration. This lab describes how to set up a simple DNS name server. Starting with a caching only server and going on to setting up a primary DNS server for a domain. 

Name serving on Unix is done by a program called named. This is a part of the ``bind'' package which is coordinated by Paul Vixie for The Internet Software Consortium. Named is included in most Linux distributions and is usually installed as /usr/sbin/named. 

DNS is a net-wide database. Take care about what you put into it. If you put junk into it, you, and others will get junk out of it. Keep your DNS tidy and consistent and you will get good service from it. Learn to use it, admin it, debug it and you will be another good admin keeping the net from falling to it's knees by mismanagement.

In this document I state flatly a couple of things that are not completely true (they are at least half truths though). All in the interest of simplification. 

To start, enter the following at either the command prompt in NT, or a terminal session in X.

$ nslookup

 Default Server: deco.ece.curtin.edu.au

 Address: 134.7.138.56

 >

If that's what you get it's working. We hope. Now enter a query.

>bauhaus.ece.curtin.edu.au

What is the output? ________________________________________________

nslookup now asked your named to look for the machine bauhaus.ece.curtin.edu.au. It then contacted one of the name server machines named in your root.hints file, and asked its way from there. It might take tiny while before you get the result as it may need to search all the

 domains named in /etc/resolv.conf.

Note the ``Non-authoritative answer:'' line you may receive. That means that named did not go out on the network to ask this time, the information is in the cache now. But the cached information might be out of date (stale). So you are informed of this (very slight) possibility by it saying `Non-authorative answer:'. You exit nslookup by giving the command `exit'.

In large, well organized, academic or ISP (Internet Service Provider) networks you will sometimes find that the network people has set up a forwarder hierarchy of DNS servers which helps lighten the internal network load and on the outside servers as well. It's not easy to know if you're inside such a network or not. It is however not important and by using the DNS server of your network provider as a ``forwarder'' you can make the responses to queries faster and less of a load on your network. If you use a modem this can be quite a win. For the sake of this example we assume that your network provider has two name servers they want you to use, with IP numbers 10.0.0.1 and 10.1.0.1. Syntax is:

       forward first;

       forwarders {

         10.0.0.1;

         10.1.0.1;

       };

Points to remember:

DNS is a hierarchical, tree structured, system. The top is written `.' and pronounced `root'. Under . there are a number of Top Level Domains (TLDs), the best known ones are ORG, COM, EDU and NET, but there are many more. Just like a tree it has a root and it branches out. If you have any computer science background you will recognise DNS as a search tree, and you will be able to find nodes, leaf nodes and edges.

When looking for a machine the query proceeds recursively into the hierarchy starting at the top. If you want to find out the address of prep.ai.mit.edu your name server has to find a name server that serves edu. It asks a . server (it already knows the . servers, that's what the root.hints file is for), the . server gives a list of edu servers:

Start asking a root server:

> server c.root-servers.net.

Default Server: c.root-servers.net

Address: 192.33.4.12

Does this match your response? If not, why not?

 Set the Query type to NS (name server records):

    > set q=ns

Ask about edu:

    > edu.

The trailing . here is significant, it tells nslookup we're asking that edu is right under . (and not under any of our search domains, it speeds the search).

    edu   nameserver = A.ROOT-SERVERS.NET

    edu   nameserver = H.ROOT-SERVERS.NET

    edu   nameserver = B.ROOT-SERVERS.NET

    edu   nameserver = C.ROOT-SERVERS.NET

    edu   nameserver = D.ROOT-SERVERS.NET

    edu   nameserver = E.ROOT-SERVERS.NET

    edu   nameserver = I.ROOT-SERVERS.NET

    edu   nameserver = F.ROOT-SERVERS.NET

    edu   nameserver = G.ROOT-SERVERS.NET

    A.ROOT-SERVERS.NET   internet address = 198.41.0.4

    H.ROOT-SERVERS.NET   internet address = 128.63.2.53

    B.ROOT-SERVERS.NET   internet address = 128.9.0.107

    C.ROOT-SERVERS.NET   internet address = 192.33.4.12

    D.ROOT-SERVERS.NET   internet address = 128.8.10.90

    E.ROOT-SERVERS.NET   internet address = 192.203.230.10

    I.ROOT-SERVERS.NET   internet address = 192.36.148.17

    F.ROOT-SERVERS.NET   internet address = 192.5.5.241

    G.ROOT-SERVERS.NET   internet address = 192.112.36.4

This tells us that all ROOT-SERVERS.NET servers serves EDU., so we can go on asking any of them. We'll continue asking C. Now we want to know who serves the next level of the domain name: mit.edu.:

> mit.edu.

    Server: c.root-servers.net

    Address: 192.33.4.12

    Non-authoritative answer:

    mit.edu nameserver = W20NS.mit.edu

    mit.edu nameserver = BITSY.mit.edu

    mit.edu nameserver = STRAWB.mit.edu

    Authoritative answers can be found from:

    W20NS.mit.edu  internet address = 18.70.0.160

    BITSY.mit.edu  internet address = 18.72.0.3

    STRAWB.mit.edu internet address = 18.71.0.151

steawb, w20ns and bitsy all serves mit.edu, we select one and inquire about the name one more level up: ai.mit.edu:

> server W20NS.mit.edu.

Host names are not case sensitive, but I use my mouse to cut and paste so it gets copied as-is from the screen.

 Server: W20NS.mit.edu

 Address: 18.70.0.160

 > ai.mit.edu.

 Server: W20NS.mit.edu

 Address: 18.70.0.160

 Non-authoritative answer:

 ai.mit.edu   nameserver = ALPHA-BITS.AI.MIT.EDU

 ai.mit.edu   nameserver = GRAPE-NUTS.AI.MIT.EDU

 ai.mit.edu   nameserver = TRIX.AI.MIT.EDU

 ai.mit.edu   nameserver = MUESLI.AI.MIT.EDU

 ai.mit.edu   nameserver = LIFE.AI.MIT.EDU

 ai.mit.edu   nameserver = BEET-CHEX.AI.MIT.EDU

 ai.mit.edu   nameserver = MINI-WHEATS.AI.MIT.EDU

 ai.mit.edu   nameserver = COUNT-CHOCULA.AI.MIT.EDU

 ai.mit.edu   nameserver = MINTAKA.LCS.MIT.EDU

 Authoritative answers can be found from:

 AI.MIT.EDU   nameserver = ALPHA-BITS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = GRAPE-NUTS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = TRIX.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MUESLI.AI.MIT.EDU

 AI.MIT.EDU   nameserver = LIFE.AI.MIT.EDU

 AI.MIT.EDU   nameserver = BEET-CHEX.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MINI-WHEATS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = COUNT-CHOCULA.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MINTAKA.LCS.MIT.EDU

 ALPHA-BITS.AI.MIT.EDU  internet address = 128.52.32.5

 GRAPE-NUTS.AI.MIT.EDU  internet address = 128.52.36.4

 TRIX.AI.MIT.EDU internet address = 128.52.37.6

 MUESLI.AI.MIT.EDU    internet address = 128.52.39.7

 LIFE.AI.MIT.EDU internet address = 128.52.32.80

 BEET-CHEX.AI.MIT.EDU  internet address = 128.52.32.22

 MINI-WHEATS.AI.MIT.EDU internet address = 128.52.54.11

 COUNT-CHOCULA.AI.MIT.EDU    internet address = 128.52.38.22

 MINTAKA.LCS.MIT.EDU   internet address = 18.26.0.36

 So museli.ai.mit.edu is a nameserver for ai.mit.edu:

> server W20NS.mit.edu.

Host names are not case sensitive.

 Server: W20NS.mit.edu

 Address: 18.70.0.160

 > ai.mit.edu.

 Server: W20NS.mit.edu

 Address: 18.70.0.160

 Non-authoritative answer:

 ai.mit.edu   nameserver = ALPHA-BITS.AI.MIT.EDU

 ai.mit.edu   nameserver = GRAPE-NUTS.AI.MIT.EDU

 ai.mit.edu   nameserver = TRIX.AI.MIT.EDU

 ai.mit.edu   nameserver = MUESLI.AI.MIT.EDU

 ai.mit.edu   nameserver = LIFE.AI.MIT.EDU

 ai.mit.edu   nameserver = BEET-CHEX.AI.MIT.EDU

 ai.mit.edu   nameserver = MINI-WHEATS.AI.MIT.EDU

 ai.mit.edu   nameserver = COUNT-CHOCULA.AI.MIT.EDU

 ai.mit.edu   nameserver = MINTAKA.LCS.MIT.EDU

 Authoritative answers can be found from:

 AI.MIT.EDU   nameserver = ALPHA-BITS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = GRAPE-NUTS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = TRIX.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MUESLI.AI.MIT.EDU

 AI.MIT.EDU   nameserver = LIFE.AI.MIT.EDU

 AI.MIT.EDU   nameserver = BEET-CHEX.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MINI-WHEATS.AI.MIT.EDU

 AI.MIT.EDU   nameserver = COUNT-CHOCULA.AI.MIT.EDU

 AI.MIT.EDU   nameserver = MINTAKA.LCS.MIT.EDU

 ALPHA-BITS.AI.MIT.EDU  internet address = 128.52.32.5

 GRAPE-NUTS.AI.MIT.EDU  internet address = 128.52.36.4

 TRIX.AI.MIT.EDU internet address = 128.52.37.6

 MUESLI.AI.MIT.EDU    internet address = 128.52.39.7

 LIFE.AI.MIT.EDU internet address = 128.52.32.80

 BEET-CHEX.AI.MIT.EDU  internet address = 128.52.32.22

 MINI-WHEATS.AI.MIT.EDU internet address = 128.52.54.11

 COUNT-CHOCULA.AI.MIT.EDU    internet address = 128.52.38.22

 MINTAKA.LCS.MIT.EDU   internet address = 18.26.0.36

So museli.ai.mit.edu is a nameserver for ai.mit.edu:

> server MUESLI.AI.MIT.EDU

    Default Server: MUESLI.AI.MIT.EDU

    Address: 128.52.39.7

Now I change query type, we've found the name server so now we're going to ask about everything wheaties knows about prep.ai.mit.edu.

 > set q=any

 > prep.ai.mit.edu.

 Server: MUESLI.AI.MIT.EDU

 Address: 128.52.39.7

 prep.ai.mit.edu CPU = dec/decstation-5000.25  OS = unix

 prep.ai.mit.edu

     inet address = 18.159.0.42, protocol = tcp

      ftp telnet smtp finger

 prep.ai.mit.edu preference = 1, mail exchanger = gnu-life.ai.mit.edu

 prep.ai.mit.edu internet address = 18.159.0.42

 ai.mit.edu   nameserver = beet-chex.ai.mit.edu

 ai.mit.edu   nameserver = alpha-bits.ai.mit.edu

 ai.mit.edu   nameserver = mini-wheats.ai.mit.edu

 ai.mit.edu   nameserver = trix.ai.mit.edu

 ai.mit.edu   nameserver = muesli.ai.mit.edu

 ai.mit.edu   nameserver = count-chocula.ai.mit.edu

 ai.mit.edu   nameserver = mintaka.lcs.mit.edu

 ai.mit.edu   nameserver = life.ai.mit.edu

 gnu-life.ai.mit.edu   internet address = 128.52.32.60

 beet-chex.ai.mit.edu  internet address = 128.52.32.22

 alpha-bits.ai.mit.edu  internet address = 128.52.32.5

 mini-wheats.ai.mit.edu internet address = 128.52.54.11

 trix.ai.mit.edu internet address = 128.52.37.6

 muesli.ai.mit.edu    internet address = 128.52.39.7

 count-chocula.ai.mit.edu    internet address = 128.52.38.22

 mintaka.lcs.mit.edu   internet address = 18.26.0.36

 life.ai.mit.edu internet address = 128.52.32.80

So starting at . we found the successive name servers for the each level in the domain name. If you had used your own DNS server instead of using all those other servers, your named would of-course cache all the information it found while digging this out for you, and it would not have to ask again for a while.

In the tree analogue each ``.'' in the name is a branching point. Each part between the ``.''s are the names of individual branches in the tree.

We climb the tree by taking the name we want (prep.ai.mit.edu) first finding the root (.) and then looking for the next branch to climb, in this case edu. Once we have found it we climb it by switching to the server that knows about that part of the name. Next we look for the mit branch over the edu branch (the combined name is mit.edu) and climb it by switching to a server that knows about mit.edu. Again we look for the next branch, it's ai.mit.edu and again we switch to the server that knows about it. Now we have arrived at the right server, at the right branching point. The last part is finding prep.ai.mit.edu, which is simple. 

A much less talked about, but just as important domain is in-addr.arpa. It too is nested like the `normal' domains. in-addr.arpa allows us to get the hosts name when we have its address. An important thing here is to note that ip addresses are written in reverse order in the in-addr.arpa domain. If you have the address of a machine:

 192.128.52.43 

named proceeds just like for the prep.ai.mit.edu example: find arpa. servers. Find in-addr.arpa. servers, find 192.in- addr.arpa. servers, find 128.192.in-addr.arpa. servers, find 52.128.192.in-addr.arpa. servers. Find needed records for 43.52.128.192.in-addr.arpa. Clever huh? (Say `yes'.) The reversing of the numbers can be confusing for years though.

I have just told a lie. DNS does not work precisely the way I just told you. But it's close enough.

Not all characters are allowed in host names. We're restricted to the characters of the English alphabet: a- z, and numbers: 0-9 and the character '-' (dash). Keep to those characters. Upper and lower-case characters are the same for DNS, so pat.uio.no is identical to Pat.UiO.No.

Two things must be noted about the SOA record. NS machine must be an actual machine with a A record. (hense it appears as deco) It is not legal to have a CNAME record for the machine mentioned in the SOA record. It's name need not be `ns', it could be any legal host name. Next, hostmaster.linux.bogus should be read as hostmaster@linux.bogus, (or as it appears in our SOA) this should be a mail alias, or a mailbox, where the person(s) maintaining DNS should read mail frequently. Any mail regarding the domain will be sent to the address listed here. The name need not be `hostmaster', it can be your normal e-mail address, but the e-mail address `hostmaster' is often expected to work as well.

There is one new RR type in this file, the MX, or Mail eXchanger RR. It tells mail systems where to send mail that is addressed to someone@ece.curtin.edu.au, namely too mail.ece.curtin.edu.au.

The number before each machine name is that MX RRs priority. The RR with the lowest number is the one mail should be sent to if possible. If that fails the mail can be sent to one with a higher number, a secondary mail handler.

Try this:

$ nslookup

    > set q=any

    >ece.curtin.edu.au

What is the response?

Try

> ls -d ece.curtin.edu.au

What is the response?

And now try:

· set q=any

      www.ece.curtin.edu.au
Documentation.

Real Documentation exists. online and in print. The reading of several of these is required to make the step from small time DNS admin to a big time one. 

Online you will find stuff on http://www.dns.net/dnsrd/  (DNS Resources Directory), <http://www.isc.org/bind.html>; A FAQ, a reference manual (BOG; Bind Operations Guide) as well as papers and protocol definitions and DNS hacks (these, and most, if not all, of

 the RFCs mentioned below, are also contained in the bind distribution). The newsgroup comp.protocols.tcp-ip.domains is about DNS. In addition there are a number of RFCs about DNS, the most important are probably these:

   RFC 2052

    A. Gulbrandsen, P. Vixie, A DNS RR for specifying the location

    of services (DNS SRV), October 1996

   RFC 1918

    Y. Rekhter, R. Moskowitz, D. Karrenberg, G. de Groot, E. Lear,

    Address Allocation for Private Internets, 02/29/1996.

   RFC 1912

    D. Barr, Common DNS Operational and Configuration Errors,

    02/28/1996.

   RFC 1912 Errors

    B. Barr Errors in RFC 1912, this is available at

    <http://www.cis.ohio-state.edu/~barr/rfc1912-errors.html>

   RFC 1713

    A. Romao, Tools for DNS debugging, 11/03/1994.

   RFC 1712

    C. Farrell, M. Schulze, S. Pleitner, D. Baldoni, DNS Encoding of

    Geographical Location, 11/01/1994.

   RFC 1183

    R. Ullmann, P. Mockapetris, L. Mamakos, C. Everhart, New DNS RR

    Definitions, 10/08/1990.

   RFC 1035

    P. Mockapetris, Domain names - implementation and specification,

    11/01/1987.

   RFC 1034

    P. Mockapetris, Domain names - concepts and facilities,

    11/01/1987.

   RFC 1033

    M. Lottor, Domain administrators operations guide, 11/01/1987.

   RFC 1032

    M. Stahl, Domain administrators guide, 11/01/1987.

   RFC 974

    C. Partridge, Mail routing and the domain system, 01/01/1986.

Other TCP/IP connectivity tools.

Ipconfig:

This NT tool (and its 95/98 counterpart winipcfg) display current TCP/IP configurations. Use 

Ipconfig /all

And note your NT workstations settings.

You can also use the options release and renew on machines that use DHCP. The lab PCs use it so see what it does. Hint use renew first. Did your IP change?

Curtin uses static IP on its DHCP servers.

IFConfig performs a similar role for UNIX machines.

Ping

Ping sends datagrams to a specific host using the ICMP echo request command. If all is well the receiving station sends an echo response using ICMP.

Ping www.ti.com
What is the response? What is the meaning of each field?

Note if you use NT, 4 packets will be sent by default. Under Linux, ping will continue until you stop it. (ctrl-C)

 For each of the following note the response and its meaning.

Ping localhost

Ping 207.0.0.1

Ping 134.7.134.134

ARP

This protocol maps MAC addresses to IP addresses.

Try and note the output of each of the following commands.

arp -g

arp -a

arp -s (plus your ip and MAC address) eg arp -s 134.7.138.22 00-60-c5-d4-98-07

arp -g (shows what you just did)

arp -d (plus your ip address)

arp -g (shows what you just did)

NETSTAT

This utility displays statistics directly related to th IP, TCP, UDP and ICMP protocols. This may be used to monitor the number of errors on your network.

Enter the following and note the response. Explain what you think each reports on.

Netstat -s

Netstat -e

Netstat -r

Netstat -a

Netstat -n

Netstat -p TCP

Try this again with a FTP session running

Netstat -p UDP

NBTStat

This is netBIOS utility. Therefore may only work on Microsoft OSs.

Enter the following and note the response. Explain what you think each reports on.

Nbtstat -r

Nbtstat -n

Nbtstat -c

Nbtstat -r

Email your results and observations to me by the next lab session.

