Module 14 – Network Security
Module overview 
Single Diagram

Diagram Tabular 

Troubleshooting The Operating System
After completing threats chapter, students Will be able to perform tasks relating to the 
 - Developing a Network Security policy
 - Threats to Network Security 
 - Implementing Security Measures
 - Applying Patches and Upgrades 
Module 14.1 – developing a Network Security policy 
Section 14.1.1: File, Print,  and Application Services
Single Diagram

Diagram 1, Graph 
Accessing Security Needs
Description – Displays a Graph/Grid, Accessibility Vs Security (Both on a scale of zero to ten).  

Section 14.1.2: Acceptable Use Policy
Single Diagram
Diagram 1, List
Acceptable Use Policy
Description – Displays three examples of acceptable used policy.  
 - http://www.ja.net/documents/use.html
 - http://www.freeservers.com/policies/acceptable_use.html
 - http://www.rice.edu/armadillo/acceptable.html
Section 14.1.3: Username And Password Standards
Single Diagram
Diagram 1, Table
Username Examples
Description – Displays a table matching Name and Username
Name: John Doe

Username: Jdoe
Name: Kevin Smith

Username: Ksmith

Name: Mary Smith

Username: Msmith

Section 14.1.4: Virus Protection Standards
Single Diagram

Diagram 1, List
Sample Email Policy Standards
Description – Displays three examples of e-mail policy standards.  

 - http://www.utexas.edu/policies/email/#policy
 - http://www.ucop.edu/ucophome/policies/email/email.html
 - http://www.onet.on.ca/onetspam.html
Section 14.1.5: Online Security Resources 
Single Diagram
Diagram 1, List
Online Security Resources
Description – Displays four examples of online security resources.  

 - http://www.cert.org

 - http://www.microsoft.com

 - http://www.redhat.com
 - http://www.nipc.gov
Module 14.2 – Threats To Network Security

Section 14.2.1: Overview: International/External Security
Single Diagram

Diagram 1, Map
Description: Displays a world map.

Text: Network Security is essential because the Internet has made networked computers accessible and vulnerable.
Section 14.2.2: Security Vulnerabilities Within Linux Services
Single Diagram

Diagram 1, Pictorial
Cisco logo
Description – No relevant information
Section 14.2.3: Outside threats
Single Diagram
Diagram 1, List

Outside threats
Description – Displays a list of the common external threats.
- Hackers

- Crackers

- Viruses
- Worms

- Trojan horse programs

Section 14.2.4: Denial of Service (DoS)
Single Diagram
Diagram 1, Relational
A TCP SYN Attack
Description – Displays a client workstation and a server. The three-way handshake is shown.

Client sends ‘SYN’ to server

Server returns ‘ACK’ and its own ‘SYN’

Client returns ‘SYN’ to server instead of ‘ACK’
Section 14.2.5: Distributed Denial of Service (DDoS)
Single Diagram.

Diagram 1, Relational
The Tribal Flood Network (DDoS) Attack.
Description – Displays an attacker connected to three TFM masters, each TFM master is connected to Daemon agents, all agents’ attack the target.
Section 14.2.6: Well Known Exploits
Single Diagram

Diagram 1, List
Well Known Exploits.
Description – Displays a list of the well known exploits.
1) Asodeus (NetlQ security analyser) – Network Security analyse and port scanner for windows that is capable of scanning ranges of hosts for remote security vulnerabilities.

2) SATAN (Security Administrator Tool For Analysing Networks) – an outdated Network Security analyser Unix, Space similar in function NetlQ.
3) Saint (The Security Administrators Integrated Network Tool) – an updated an enhanced version of SATAN.

4) Strobe (strobe-classb) – a small but fast scanner, used to scan for open mail over class statd networks.
5) Ogre – Service and vulnerability scanner for windows NT, including NetBIOS shares and some Microsoft Internet information services (IIS) vulnerabilities.
6) Mscan (Multiscan) – scanner used to detect vulnerabilities in commonly used Unix services, such as DNS, NFS, statd, X and finger.

7) Nmap – A fast and powerful scanner for Unix, capable of scanning ranges of computers via IP address, domain, or randomly for open ports, operating systems guess, and other information. 
8) Ncat (Network Config Audit Tool) – Utility for scanning Cisco IOS config files for user defined parameters, such as oversights or errors. 
9) BackOffice -  A server that runs in the background of the installed computer, waiting for client connections to remotely administer the system, invisible to regular users.  
10) NetBus – Same thing as BackOffice but made by different people.  It’s not as powerful and is usually attached into an unrelated executable.

11) SubSeven – Same as BackOffice and NetBus, but similar to BackOffice in power.

12) trinoo, Stacheldraht, tribe flood network (TFN), mstream, carko, worm thekit-DDoS tools.

13) Ramen – a collection of tools designed to attack systems by exploiting the well known vulnerabilities in three commonly installed software packages.  A successful exploitation of any of the vulnerabilities results in a privileged would compromise of the victim host.

Section 14.2.7: Inside Threats
Single diagram,

Diagram 1, List

Examples of inside threats

Description: Displays two common examples of inside threats.
1) Corporate espionage

2) Rebellious users

Module 14.3 – Implementing Security Measures

Section 14.3.1: File encryption Auditing and Authentication
Single Diagram,

Diagram 2, List

Third party encryption programs

1) PC Guardian

2) Deltacrypt

3) Winzap

Section 14.3.2: File encryption Auditing and Authentication

Three diagrams,

Diagram 1, Relational

Single Interface Installation

Description: Displays a bus network, a single user and an IDA terminal are connected to the bus along with multiple other workstations.

Diagram 2, Relational

Dual-Interface configuration

Description: Displays two bus networks, the networks are interconnected using IDA terminal.
Diagram 3, Text File

The rules.base file

Description: Displays the following text.

“ 
# 

# Taken and modified from “vision.conf”,  part of Max Vision’s

# ArachNIDs work.  See/usr/doc/snort – 1.6/README.snort – stuff for more.

# information on how to use this file.

var INTERNAL 192.168.1.0/24

var EXTERNAL 63.87.101.0/24

var DNSSERVERS the 63.87.101.90/32 63.87. 101.92/32

preprocessor http_decode: 80 443 8080
preprocessor minfrag: 128 

preprocessor portscan-ignorehosts: $DNSSERVERS

preprocessor portscan:
$EXTERNAL 3 5 /var/log/snort/portscan.log

#

# Log file (path/name)-----------------------------------------------------------------

# Ruleset,  available (updated hourly) from:

#

#  http:dev.whitehats.com/ids/vision.conf

# Include the latest copy of  Max Vision’s ruleset

Include /etc/snort/vision.conf

#

# Uncomment the next line if you wish to include the latest

# copy of the snort.org.ruleset.  Be sure to download the latest

# one from http://www.snort.org/snort-files.htm#Rules
#

# include /etc/snort/06082k.rules

# if you wish to monitor multiple INTERNAL networks, you can include

# another variable that defines the additional network, then include

# the snort ruleset again.  Uncomment the two following lines

#

# var INTERNAL 192.168.2.0/24

# include /etc/snort/vision.conf

# include other rules here if you wish.
“

Section 14.3.3: IP Security

Single diagram,

Diagram 1, Packet Headers

IP Security

Description: Displays the components of an ESP datagram in both transport and tunnel modes.  In the transport mode the TCP header, Data, and ESP trailer components are encrypted, the ESP header along with these other components are authenticated.  In the tunnel mode an additional component the ‘original IP header’ is included in both the encrypted and authenticated components. 

Text: Packet headers differ, depending on whether IPSec is used in transport mode or tunnel mode. 

Section 14.3.4: Secure Sockets Layer (SSL)

Single diagram,

Diagram 1, Relational

Description: Displays a client and server location,  and the communication processes which are required for secure session.  Steps involve the following:
1) Client: Client Initiates a connection

2) Server eponds – sending the client its digital ID.  The server might also requested clients digital ID for client authentication.

3) The client verifiers the service digital ID.  If requested the client sends its digital ID in response to the servers request.

4) When authentication is complete, the client sends the server a session key encrypted using the service public key.

5) Once a session is established, secure communications commence between the client and server.

Section 14.3.5: Email security

Three diagrams,

Diagram 1, Relational
Popular Email Protection Programs

Description: Displays a chain of servers, at each end of the train is a sending and receiving computer respectively.

Diagram 2, List

Popular Email Protection Programs

Description: Displays a list of the goals for email protection.

1) The message cannot be read by an authorized parties
2) The message cannot be altered between the time it leaves the sender and the time it is opened by the recipient.

3) The person identified as the sender of the message is actually whom they say they are.

Diagram 3, List

Popular Email Protection Programs

Description: Lists the popular email protection programs and their websites.

1) PGP: http://web.mit.edu/network/pgp.html
2) Kerberos: http://www.isi.edu/~brian/security/kerberos.html
3) Fire Trust: http://www.firetrust.com/media/?press_id=19
4) MailMarshal from Softek: http://www.softek.co.uk/public/index.html
Section 14.3.6: Public/Private Encryption Key

Single diagram,

Diagram 1, Relational

Public and Private Key Encryption

Description: Displays the encryption, sending and decryption process.  The original data is encrypted using the public key, the scrambled data is then sent to the receiver, the receiver Decrypts the scrambled data using the private key.

Section 14.4: Applying Patches and Upgrades
Section 14.4.1: Finding patches and upgrades
Single Diagram,

Diagram 1, Screenshot.

Windows Update Resource Page

Description: Displays the Microsoft Windows update web page.

Section 14.4.2: Selecting Patches and Upgrades

Single diagram,

Diagram 1, Informational

A typical security patch

Description: Displays the details of a typical security patch.

Security Update, October 10, 2001 (Internet Explorer 5.01 Service Pack 2)

563 space KB/Download time: < 1 min.

This update eliminates three security vulnerabilities affecting Internet explorer, and is discussed in Microsoft Security bulletin MS 01-051.  Download now to prevent a malicious user from taking advantage of the zone spoofing vulnerability, the HTTP Request Encoding vulnerability, or a new variant of the Telnet Invocation vulnerability in Internet Explorer.

Section 14.4.3: Applying Patches and Upgrades

Single Diagram,

Diagram 1, List

Getting software updates and patches

Description: Displays the websites for the common patches, regarding windows, IBM, and Novell.

Windows 2000 service pack 3
http://www.microsoft.com/windows2000/downloads/servicepacks/sp3/default.asp
IBM: Fixpacs
http://www.1.ibm.com/support/all_download_drivers.html
Novell: Patches

http://www.novell.com/coolsolutions/gwmag/qna/patches.html
Section 14.5: Firewalls

Section 14.5.1: Introduction to firewalls and proxies

Three diagrams,
Diagram 1, Relational

Proxy server for workstations

Description: Displays three workstations and a server on a bus network, the bus network is then connected via a proxy server to the Internet.

Diagram 2, Relational

Proxy server for internal web servers

Description: Displays three internal web servers communicating to the Internet via a proxy server.

Diagram 3, Relational

Network address translation

Description: Complex Diagram the

Section 14.5.2: Packet Filtering

Single diagram,

Diagram one, Screen Text 

Unix server access list

Description: displays the following screen text

“

#Clear all rules

 /sbin/ipfw –f flush

# Deny Routing Information Protocol on UDP port 520

/sbin/ipfw add deny udp from any 520 to any 520 via x10

# Send all packets to the NAT Daemon for address translation
/sbin/ipfw add divert and all from any to any via x10

# allow specific hosts access

/sbin/ipfw add allow from 172.17.4.5  to any

/sbin/ipfw add allow from 172.17.87.52  to any

# Allow web requests

/sbin/ipfw add allow from any to 192.168 0.54.198 80

# Deny everything else  to 192.168 0.54.0/24 network

/sbin/ipfw add deny ip from any to 192.168 0.54.0/24

# Permit the rest

/sbin/ipfw add permit IP from any to any 

Section 14.5.3: Firewall placement

Single diagram, 

Diagram 1, Relational

Description: Displays an internal network connected to the DMZ or demilitarised zone via a firewall.  The DMZ comprises a proxy server and a web server, these are connected via a router to the Internet.

Section 14.5.4: Common firewall solutions 
Three diagrams,

Diagram 1, Pictorial

Three PIX firewall 515 model

Description: Displays the front view of a PIX firewall 515, characteristics include a low profile design, 128,000 simultaneous sessions, 170 megabits per second throughput.

Diagram 2, Pictorial

The PIX firewall 520 model

Description: Displays the front view of a PIX firewall 520, characteristics include an enterprise chassis design, 256,000 simultaneous sessions, and 240 megabits per second throughput.

Diagram 3, Pictorial

Cisco 3600 Series Router 

Description: Displays a front view image of the Cisco 3600 series routers.

Section 14.5.5: Using a NOS as a Firewall
Single diagram,

Diagram 1, Screenshot

Iptables file options

Description: Displays the contents of the Iptables file.  Listing the commands and options available. 

Section Summary

Single diagram,

Diagram 1, Cisco Logo

No relevant information. 
