Module 12 – Installing and Maintaining Hardware in Linux
Module overview 
Single Diagram

Diagram 1, Tabular 

Advanced NOS Administration
After completing this chapter, students will be able to perform tasks relating to the following:
 - Hardware Terms, Concepts, and Components
 - Hardware Installation, Configuration, and Maintenance
 - Checking and Confirming Hardware Configuration
 - Laptop and Mobile Devices
Module 12.1 – Hardware Terms, Concepts, and Components  

Section 12.1.1: Overview Of Hardware Components
Five Diagrams
Diagram 1, Pictorial
Motherboard
Description – Displays a top view of a motherboard with CPU installed. PCI, and AGP slots can be seen, along with the RAM banks and the Primary, Secondary, and Floppy cable ports. The board is approximately a foot square with numerous other connectors, onboard battery,  and ic’s visible.

Diagram 2, Pictorial

Memory

Description – Displays a close up view of four sticks of 172 pin RAM. The individual stick types (DDR, SDR, DDR2 etc) and speeds are generally identified by the attached label/stickers. All shown sticks are approximately 7.5 cm (3’) in length, quite slim and have ‘Locator’ grooves on the connection interface to ensure correct orientation during installation.
Diagram 3, Pictorial

Hard Drive

Description – Displays a 3.5 inch PATA Hard Disk Drive (HP xe2 Hard Drive). Many of the modern drives are SATA (Serial) and use a distinctly different motherboard connection cable. Most are metal cased for protection and have rear power and communication ports.
Diagram 4, Pictorial
CD-ROM Drive

Description – Displays a CD-ROM drive with the drive door open and a CD visible. Larger than a Hard Disk Drive these have less body strength and weight. They are generally installed horizontally, however specific dives can be mounted vertically if the drive door has a locking clasp to gip the CD. Many of the modern devices have burner, DVD, and even Blueray capabilities. (If any form of burner is included then they are not technically a ‘ROM’ device).
Diagram 5, Pictorial

Video Card

Description -  Displays a Video card (Top View). The rear external connection port is visible and the motherboard connection port can be identified as PCI. These cards are generally around 15 by 5 cm’s in  size. Games and power machines have significantly different Video/Graphics cards with onboard RAM for greater performance and reduced load on the system CPU/CPU’s. # Older machines also needed sound cards – these are almost obsolete as the sound hardware is incorporated into the motherboard in most systems. 

Section 12.1.2: Central Processing Unit (CPU)
Single Diagram
Diagram 1, Pictorial
Central Process Unit
Description – Displays a bottom view of a CPU.  CPU’s are generally square in shape (around an inch square). The hundreds of connection ‘legs’ protrude from the base, these are sensitive and should be handled with care as they are damageable by small stray static charges (an earthing band should always be used if handling). The CPU also has a small triangle in one corner indicating orientation (Generally one or two extra or missing legs are present – ensures that the correct orientation is used during installation). 
Section 12.1.3: Video Hardware
Single Diagram
Diagram 1, Pictorial - Duplicate
Refer To Section 12.1.1, Diagram 5
Section 12.1.4: Miscellaneous Hardware and Components
Three Diagrams
Diagram 1, Pictorial
CDRW Drive
Description – Displays the front view of an external CDRW Drive (Compact Disc Read Write). This particular device uses USB2 (Around four times the speed of standard USB) for system mounting. This device is essentially the same as the CD Drive however the communication method (USB) and the physical case (External) construction vary, This unit is also ‘write’, indicating that some form of burner (CD/DVD) is present.
Diagram 2, Pictorial

Sound Card

Description – Similar in size and dimension to the video card described in Section 12.1.1 Diagram 5. The sound card provides a different function to the video card and as such has many different ports (Including sound in , Sound out, Microphone, Earplug Jacks, and internal audio connection slots (For connection to the mother board or CD Drives for direct sound/music streaming).
Diagram 3, Pictorial
Modem

Description – Displays the plate view of an internal modem card. This particular modem has two RJ-15 ports (Phone connectors). These ports are similar to the RJ-45 used for networking however slimmer in nature as they are only requires to carry two or four internal lines (Not eight as for UTP and STP). Many modern/current modems also have various LED indicator lights to help the user determine operations (TX transmit, RX receive , and ‘@’ connection etc).  External versions generally also have USB and Network LED’s). 

Section 12.1.5: Hardware Monitoring Devices
Seven Diagrams
Diagram 1, Pictorial
Tone Generator
Description – Displays the image of a ‘FLUKE’ Tone Generator. Two devices are displayed, the first is similar in dimensions to a large Artline/Highlight pen and has a probe on the end, Status lights are displayed on the front (‘Signal’, ‘Low Power’). The second is rectangular in shape (around 10 x15 cm’s) and only one or two cm’s thick. Similar indicator lights are present when compared to the first device along with a ‘Tone’ button, and a ‘Line Status’ LED.  
Diagram 2, Informative
Crossover Cable
Description – Displays the left to right orientation for the eight internal lines of STP or UDP cable required to create/recognise a ‘Cross-Over’ cable.
# Positions are indicated left most as one and rightmost as eight.

Position: 1

Line/Colour: White/Green
Position: 2

Line/Colour: Green (Solid)

Position: 3

Line/Colour: White/Orange

Position: 4

Line/Colour: Blue (Solid)

Position: 5

Line/Colour: White/Blue

Position: 6

Line/Colour: Orange (Solid)

Position: 7

Line/Colour: White/Brown

Position: 8

Line/Colour: Brown (Solid)

Diagram 3, Pictorial
TDR

Description – Displays a ‘Cable Fault Finder’ manufactured by Paladin Tools. This tool uses TDR (Time Domain Reflectometry to locate shorts and breaks within a cable). This device is around the same size and dimension as a modern mobile phone, with two connection jacks joined to the Co-Axial connection port at the top of the device.
Diagram 4, Pictorial

Digital Volt-ohm Meter

Description – Displays a ‘Digital Volt-ohm Meter” -  Essentially a multimeter. This device has probes for resistance and voltage measurements. Generally an additional probe connection port is present for current measurements.  This particular device is manufactured by ‘Fluke’ and is similar in size/shape to the common multimeter.
Diagram 5, Pictorial

Cable Tester
Description – Similar in size and shape to the Digital Volt-ohm Meter or Multimeter. This device can be connected to various cables (With a terminator device at the far end). The meter can then determine the status and problems present in a particular cable (short, break, crossed lines etc).

Diagram 6, Pictorial

Oscilloscope

Description – Displays a front view of a common oscilloscope these are comparatively larger devices and are generally used in Calibration/Signal Analysis/Design functions. These are essentially an advanced multimeter with the capabilities to view, record, and test signals and functions – the device applications are extensive and involved. 
Diagram 7, Pictorial

LAN Meter

Description – Similar in size to a multimeter, the ‘Fluke’ device shown has a large LCD touch screen for control and result/analysis display.
Module 12.2 – Hardware Installation, Configuration, and Maintenance  

Section 12.2.1: Locating Hardware Drivers For Linux

Single Diagram

Diagram 1, Tabular

Possible Locations of Linux Drivers

Description – Matches Drivers and their possible location

Driver: New Kernel Drivers
Location: New drivers are made available for hardware that is downloaded from manufacturers websites.
Driver: Linux Kernel
Location: The kernel should be the first place to check for drivers. Most distributions will not compile these drivers directly into the kernel so it is sometimes necessary to recompile or upgrade the kernel to get access to the drivers
Driver: Hardware/Device Manufacturers
Location: It can be difficult to find drivers for Linux because some manufacturers do not make drivers that are supported in Linux operating Systems. However, more manufacturers are beginning to make drivers for Linux systems.
Driver: USB Devices
Location: The kernels that come with the latest distributions of Linux provide wonderful USB driver support.
Driver: Ghostscript
Location: Printer drivers are located in the Ghostscript printing software
Driver: Software modems
Location: There are two types of modem, internal and external. External modems are compatible with Linux standard serial port driver. Internal modems or software modems have limited driver support in Linux Systems.
Driver: Sound Card Drivers
Location: The Linux kernel that comes with most distributions of Linux support various sound cards
Driver: Scanners 

Location: The drivers for scanners are not loaded within the Linux kernel. There open source and commercial project initiatives for scanners driver support for Linux. The Scanner Access Now Easy (SANE), http://www.mostang.com/sane, project is the open source initiative. The OCR shop, http://www/vividata.com/ocrshop.html, is the commercially led initiative. OCR works independently of SANE.
Driver: X Servers

Location: There is more than one X Server to choose from to install on a Linux System. Video card driver support for these X Servers can be found at their corresponding websites.
Section 12.2.2: Configuring Hardware in a Linux System

Five Diagrams

Diagram 1, Pictorial Duplicate
Refer to Section 12.1.1, Diagram 1

Diagram 2, Screenshot

Output of /proc/ioports

Description – Displays a single open window – “IO Ports Control Centre’. This displays a navigation tree on the left of screen and a detailed listing on the right. 
Diagram 3, Screenshot

The KDE Control Centre

Description – Displays a single open window for the KDE Control Centre. Agaion we find the familiar GUI Navigation and Display screens.
Diagram 4, Pictorial

Jumper Configurations

Description – Displays the rear view of a hard disk drive. There are three distinct ports of note, the four prong male power port, The communication port for ribbon cable connection, and the jumper port. The jumper port generally has six or eight pins, by setting the jumpers across various pins we can set the device for “Master’, ‘Slave’, and  ‘Cable Select’. Dependant upon the particular Hard drive other options can be set such as ’Transport’ (locks/protects the heads), or setting th number of heads.   
Diagram 5, Screenshot

Output of /etc/lilo.conf

Description - Displays the following screen text

“

prompt

timeout=50

default=linux

boot=/dev/hda

map=/boot/map

install=/boot/boot.b

message=/boot/message

lba32

image=/boot/vmlinuz-2.4.7-10


label=linux


initrd=/boot/initrd-2-4-7-10.img


read-only


root=/dev/hda2

“

Section 12.2.3: Linux Kernel Modules

Eight Diagrams

Diagram 1, Screenshot

The /etc/modules.conf Screen

Description – Displays the following Screen text

“

alias parport_lowlevel perport_pc

alias eth0 eepro100
“

Diagram 2, Screenshot

insmod Screen

Description – Detailed document – Text omitted. Displays the usage and module options for the ‘insmod’ command.
Diagram 3, Tabular

The insmod Program Options

Description – Displays a tble matching the insmod options with their Descriptions.
Option: -s 

Description: This option will send out all output generated by the program to a log file instead of the console
Option: -p
Description: This option will test the module first to see if the system will actually load it without doing so.

Option: -f
Description: This option will instruct the program to load the module even if the module was compiled for a different kernel.

Option: -k
Description: This option will automatically unload the module when it is no longer being used.

Diagram 4, Screenshot

Modprobe Screen

Description – Displays the output of the Modprobe Command. This lists the configuration of the  various modules and dependencies.
Diagram 5, Tabular

Additional insmod Options

Description – Displays a table matching additional insmod options with their descriptions 
Option: -c or --showconfig

Description: This option will display configuration of the module 

Option: -s or -- syslog

Description: This performs the same function as with the insmod program. It send output generated to a log file rather than to the console.

Option: -r or --remove

Description: This option is used to remove stacks of modules

Option: -n or --show

Description: This option performs similar functions as the –p option with insmod. This will summarise  that action that would occur if the module were to be loaded.

Diagram 6, Screenshot

rmmod

Description – Displays the following screen text
“

[root@cisco-2ridzwtw root]# rmmod

Usage:

rmod [-aehrsvV] module…

 -a, --all

Remove all unused modules
 -e, --persist

Save persistent data, do not unload module

 -r, --stacks

Remove tacks, starting at the named module

 -s, --syslog

Use syslog for error messages

 -h, --help

Print this message

 -v, --verbose

Be verbose

 -V, --version

Print the release version number

[root@cisco-2ridrzwtw root]#
“

Diagram 7, Tabular

The rmmod Options

Description – Displays a table matching Options and descriptions for the ‘rmmod’ command.
Option: -a
Description: This option will remove all modules that are not being used. It will remove all modules that are currently being used once they are no longer being used. 

Option: -r
Description: This option will remove an entire stack of modules, not just the module specified with the command. A stack of modules would be the specific module plus any dependency modules that were loaded.

Option: -s
Description: This is the same option that is used with the two previous commands. It will send all output to a system log file rather than the console.

Diagram 8, Screenshot

The Output of the Ismod Command

Description – Displays the following Screen Text
“

[root@cisco-2ridzwtw chris]# lsmod

Module

Size

Used by

ide-cd


27072

0
(autoclean)

cdrom


28512

0
(autoclean) [ide-cd]
soundcore

4464

0
(autoclean)

binfmt_misc

6416

1

autofs


11520

0
(autoclean) (unused)

eepro100

17664

1

ext3


64624

2

jbd


40992

2
[ext3]

[root@cisco-2ridzwtw chris]#

“

Module 12.3 – Checking and Confirming Hardware Configuration  

Section 12.3.1: Power Cables

Five Diagrams

Diagram 1, Pictorial

Internal Power Cables

Description – Displays the two most common four pin female power jacks. The larger type is generally used with CD/DVD drives and HDD’s, the smaller type are generally used for floppy drives. 
Diagram 2, Pictorial

Ribbon Cables
Description – Displays a common ribbon cable (PATA). These cables generally have three female connectors. One end is connected to the Primary or Secondary motherboard port (each motherboard port supports two PATA devices), the furthest connector from the motherboard is the first device, the central/third connector is the second device (e.g. hda and hdb in Linux ) . These cables can vary in length (up too around two foot for the older full tower systems). These cables also have a single wire on the ribbon red colour coded. Although the connectors have additional lugs and some connectors have blocked holes to ensure correct orientation, this red line provides an addition check or rule of thumb – the red line should always be closest the power connection port.    
Diagram 3, Pictorial

Floppy Data Cables
Description – Very similar in appearance and function to the ribbon cables in  Diagram 2, however these are shorter (as they use less pins). In all but the oldest systems these cables are female and pinned by nature (You may encounter older drives which utilise a slot connection although these are all but obsolete in modern systems)   
Diagram 4, Pictorial

SCSI Ribbon Cables
Description – The SCSI cables are quite distinct in their appearance, Red/Blue wiring and they can be distinguished quickly as they are male.
Diagram 5, Pictorial

USB Cable
Description – Displays a typical USB cable, the connectors at each end are distinct to ensure correct connection orientation. 
Section 12.3.2: IRQ, DMA, and I/O Settings

Two Diagrams
Diagram 1, Tabular

IRQ Numbers and Devices

Description – Displays a table matching IRQ numbers and the Relevant Device
IRQ: 0
Device: System Timer
IRQ: 1
Device: Standard 101/102-key or Microsoft Natural Keyboard
IRQ: 2
Device: Programmable interrupt controller
IRQ: 3
Device: Communications Port (COM2) 

IRQ: 4
Device: Communications Port (COM1) 

IRQ: 5
Device: SMC EtherPower II 10/100 Ethernet adapter
IRQ: 5
Device: IRQ Holder for PCI steering
IRQ: 6
Device: Standard Floppy disk Controller
IRQ: 7
Device: Printer Port (LPT1)
IRQ: 8
Device: System CMOS/real time clock
IRQ: 9
Device: Creative SB16 emulation
IRQ: 10
Device: Sharedware feature connector
IRQ: 10
Device: Sharedware Audio MPU401 device
IRQ: 10
Device: Sharedware WaveTable Synthesis Device
IRQ: 10
Device: Sharedware Audio Controller
IRQ: 10
Device: IRQ Holder for PCI Steering
IRQ: 11
Device: Creative SB Live! Value
IRQ: 11 Intel 82371AB/EB PCI to USB Universal Host Controller
Device: 

IRQ: 11
Device:  IRQ Holder for PCI Steering
IRQ: 12
Device: PS/2 Compatible mouse port
IRQ: 13
Device: Numeric data processor
IRQ: 14
Device: Primary IDE controller (dual info)
IRQ: 14
Device: Intel 82371AB/EB PCI Bus Master IDE Controller
IRQ: 15

Device: Secondary IDE Controller (Dual Info)
IRQ: 15

Device: Intel 82371AB/EB PCI Bus Master IDE Controller
Diagram 2, Pictorial

I/O Ports

Description – Displays a picture of the rear of a common PC. Three internal cards can be seen  (Video, Network, and Sound Cards). The ports available direct to the mother board include 2x USB, 2 x Serial, 1x Parallel, 2 x PS/2 (Mouse and Keyboard). Sound and Video ports are also present – indicating some redundancy.   
Section 12.3.3: EIDE Devices

Single Diagram

Diagram 1, Screenshot

The /etc/fstab for EDIE Devices

Description - Displays an example extract of the fstab file

“

#device
          mount point

filesystem
options

dump fsck

LABEL=/

/


ext3

defaults

1
1

LABEL=/boot

boot


ext3

defaults

1
2

none


/dev/pts

devpts

gid=5, mode=620
0 
0

none 


proc/


proc

defaults

0
0

/dev/hda3

swap


swap

defaults

0
0

/dev/cdrom

/mnt/cdrom

iso9660
noauto, owner…
0
0

/dev/cdrom1

/mnt/cdrom1

iso9660
noauto, owner…
0
0


/dev/fd0

/mnt/floppy

auto

noauto, owner…
0
0

“

Section 12.3.4: SCSI Devices

Four Diagrams
Diagram 1, SCSI Address Bit Mapping 

SCSI ID’s

Description – Displays the eight SCSI pins and matches the jumper setting to the address.
# Pins are labelled in pairs, imagine a single character Braille pad which is horizontal not vertical, the leftmost pins are pair 0, the next pair are pair 1 etc. Acts as a binary counter if you are familiar with binary.

Address: 0

Jumper: No jumpers

Address: 1

Jumper: Pair 0
Address: 2

Jumper: Pair 1

Address: 3

Jumper: Pair 0, Pair 1 

Address: 4

Jumper: Pair 2

Address: 5

Jumper: Pair 2 and Pair 0

Address: 6

Jumper: Pair 1, Pair 2

Address: 7

Jumper: Pair 0, Pair 1, Pair 2

Address: 8

Jumper: pair 3

Address: 9

Jumper: Pair 3, Pair 0

Address: 10

Jumper: Pair 3, Pair 1

Address: 11

Jumper: Pair 0, Pair 1, pair 3

Address: 12

Jumper: Pair 2, Pair 3

Address: 13

Jumper: Pair 0, Pair 2, Pair 3

Address: 14

Jumper: Pair 1, Pair 2, Pair 3

Address: 15

Jumper: Pair 0, Pair 1, Pair 2, pair 3

Diagram 2, Screenshot

Device Set up

Description – Displays a single open window titled “ Block Devices Control Centre”. Displays our familiar navigation tree on the left of screen and detailed information on the right. In this scenario the ‘Block Devices’ is selected in the tree and the information on HDD’s ,CD-ROM’s and the filesystem/s is displayed on the right. 
Diagram 3, Pictorial

Floppy Devices

Description – Displays the front view of a 3.5’ floppy drive. Only three points of note – the Operation LED, the ejection button, and the disk port itself.
Diagram 4, List

SCSI Devices

Description – Lists the SCSI levels of operation and their descriptions
Level: 0 

Description: Striped disk array without fault tolerance: Provides data striping (spreading outblocks of each file across multiple disk drives) but no redundancy. This improves the performance but does not deliver fault tolerance. If one drive fails then all data in the array is lost
Level: 1

Description: Mirroring and duplexing: Provides disk mirroring. Level 1 provides twice the read transaction rate of single disks and the same write transaction rate as single disks.  

Level: 2

Description: Error Correcting coding: Not a typical implementation and rarely used, level2 stripes data at the bit level rather than at the block level.
Level: 3

Description: Bit interleaved Parity: Provides byte level striping with a dedicated parity disk. Level3, which cannot service simultaneous multiple requests, also is rarely used.
Level: 4

Description: Dedicated parity drive: A commonly used implementation of RAID, level 4 provides block level striping (like level 0) with a parity disk. If a data disk fails, the parity data is used to create a replacement disk. A disadvantage to level 4 is that the parity disk can create write bottlenecks. 
Level: 5

Description: Block interleaved Distributed Parity: Provides data stripping at the byte level and also stripe error correction information. This results in excellent performance and good fault tolerance. Level 5 is one of the most popular implementations of RAID.
Level: 6

Description: Independent Data Disks with double parity: Provides block-level striping with parity data distributed across all disks.
Level: 0+1

Description: a mirror or stripes; Not one of the original RAID levels, two RAID 0 stripes are created, and a RAID1 Mirror is created over them. Used for both replicating and sharing data among disks

Level: 10 

Description: A stripe of mirrors: Not one of the original RAID levels, multiple RAID 1 Mirrors are created, and a RAID 0 stripe is created over these.

Level: 7

Description: A trademark of storage computer corporation that adds caching to levels 3 or 4.
Section 12.3.5: BIOS Settings

Single Diagram

Diagram 1, Screenshot

CMOS Screen

Description – Displays a single open window – The BIOS/CMOS Screen. Here the user can view/change the hardware configurations/time-date/boot devices-order etc. 
Section 12.3.6: Diagnosing and Troubleshooting Devices

Two Diagrams
Diagram 1, Screenshot

The hdparm Utility Options

Description – Displays a full listing of the available options for use with the ‘hdparm’ utility.
Diagram 2, Tabular

The hdparm Utility Options

Description – Displays a table of the most common ‘hdparm’ utility options, matching The option with a description of each
Option: -d [0\1]
Description: This option is used to set what mode the EIDE/ATA device will run in. Performance will be affected depending on which mode is chosen. Using the –d0 parameter will set the disk to run in Programmed Input/Output (PIO) mode. In this mode the CPU controls all data transfers, which puts more load on the CPU. Using the –d1 parameters will enable DMA mode, ahich take the load off the CPU. The –d1 parameter will allow the EIDE/ATA controller to transfer data directly to and from the memory.
Option: -p mode
Description: This option is used to set the specific PIO mode to run in. These modes range from 0 to 5. The higher the PIO modes enable better performance.
Option: -S timeout
Description: This option is used as an energy saving option. It sets a specified period of time that a disk will wait when not being used until it goes into a low-power state. To disable this feature set the timeout parameter to 0. This option is more popular to use on laptops because it saves battery power. Values entered between 1 and 240 represent multiples of 5 seconds. For example, if the timeout values entered is 10 then the disk will wait 50 seconds with two access attempts until it enters the low-power state.
Option: -t
Description: This option will test the uncached disk reads. This option can be used to test disk performance. Any disk that was made after 2001 should return values over 10MB/s and even 20MB/s. If the value returned is less than this, and the disk was purchased in the year 2001 or later, it shows that the disk is not performing at the optimal level or something is wrong with the disk.
Section 12.3.7: Peripheral Devices

Three Diagrams

Diagram 1, Screenshot Duplicate
Refer to Section 12.3.4, Diagram 2
Diagram 2, Pictorial Duplicate
Refer to Section 12.3.4, Diagram 3
Diagram 3, Pictorial

IEEE 1394

Description – Similar at a glance to the USB cable, however the connectors at each end vary significantly from each other and from either of the USB connectors.
Section 12.3.8: Core System Hardware

Single Diagram

Diagram 1, List

Core System Hardware

Description – Lists the components of ‘Core System Hardware’
 - RAM

 - CPU

 - Motherboard
Module 12.4 – Laptop and Mobile Devices  

Section 12.4.1: Power Management

Single Diagram

Diagram 1, Screentext

The /etc/rc.d/rc.local/Configuration File

Description – Displays the following screen text
“#!/bin/sh
#

# chkconfig: 2345 26 74

# description: apmd is used for monitoring battery status and logginf it via \

# syslog(8). It can be used for shutting down the machine when \

#
 the battery is low

# processname: apmd
# config: /etc/sysconfig/apmd

# clock: /etc/sysconfig/clock

# if APM isn’t supported by the kernel, try loading the module…

[ -e /proc/apm ] || /sbin/modprobe apm &>/dev/null

# Don’t bother if /proc/apm still doesn’t exist,

#kernel doesn’t have support for APM.

[ -e /proc/apm ] || exit 0

CONFIG=/etc/sysconfig/apmd

“ 

Section 12.4.2: PC Card Devices

Single Diagram
Diagram 1, Pictorial

PCMCIA Card

Description – Displays a top view of a Wireless LAN card (Specifically the hn220w), around one by two inches in size and less than a centimetre thick. 
Summary
Single Diagram
Cisco Logo
No Relevant Information

