Module 11 – Advanced NOS Administration
Module overview 
Single Diagram

Diagram 1, Tabular 

Advanced NOS Administration
After completing this chapter, students will be able to perform tasks relating to the following:
 - Backups
 - Drive Mapping
 - Partition and Processes Management 
 - Monitoring Resources
 - Analysing and Optimising Network Performance

Module 11.1 – Backups 

Section 11.1.1: Overview Of Backup Methods
Single Diagram

Diagram 1, Pictorial
Common Backup Devices
Description – Displays front and top view images of a hard drive, a CD-RW drive and the HP ‘surestore ultrium 215’. 
Module 11.2 – Drive Mapping 

Section 11.2.1: What Is Drive Mapping?
Single Diagram
Diagram 1, Screenshot

A Mapped Network Drive
Description – Displays a list (similar to ‘My Computer for those that are familiar with Windows) comprising a list of the available HDD’s, Removable Storage devices (Floppies, CD…), and Network Drives – This is the unit of relevance in this scenario as a network drive (G:) contains shared files. 
Section 11.2.2: Mapping Drives In Windows Networks
Two Diagrams
Diagram 1, Screenshot
Windows Explorer

Description – Displays a single open window, namely ‘My Computer’, with left of screen, tree and right of screen device/file details
Diagram 2: Screenshot
The Map Network Drive Option
Description – Displaying a single open window in a WINNT environment. The tree on the left hand portion of the screen has been expanded to display the ‘Sharedstuff’ folder on the local hard drive.
Section 11.2.3: Mapping Drives in Linux Networks
Single Diagram

Diagram 1, Screenshot
Syntax for Mapping a Drive in Linux
Description – A single text screen is displayed. The single line of displayed text is as follows
“ mount servername:\directory\subdirectory\localdirectory”

Module 11.3 – Partition and Process Management 

Section 11.3.1: Using fdisk, mkfs, and fsck
Three Diagrams
Diagram 1, Tabular
The fdisk Command Options
Description – Matched options with descriptions for the fdisk Command
Option: d

Description: Deletes a partition 

Option: n

Description: Creates a new partition

Option: P

Description: Prints or displays the partition layout

Option: q

Description: Ends the session without saving any changes

Option: t

Description: Changes the partitions type code

Option: w

Description: Saves the changes made and quits:

Diagram 2, Tabular

The mkfs Command Options
Description – Matched options with descriptions for the mkfs Command

Option: -V

Description: Adding this option to the command will display additional output as the filesystem is created.

Option: -t fstype

Description: This option allows the user to specify the filesystem type that will be created. The fstype would be replaced with something like ext3 for an ext3 filesystem, or msdos for a FAT filesystem, for example.

Option: Options

Description: This parameter is used to specify Options specific to the particular filesystem.

Option: device

Description: This parameter specifies the device on which the filesystem was created. Usually it will be the sane parameter used with the fdisk command.

Option:  blocks

Description: This parameter specifies the size of the filesystems blocks (usually 1024 bytes in size). This value will not always need to be used, because the block size can be determined from the size of the partition.

Diagram 3, Tabular

The fsck Command Options

Description - Matched options with descriptions for the fsck Command

Option: -A

Description: This parameter specifies that all file systems marked in /etc/fstab will be checked

Option: -C

Description: This parameter will display a text-mode progress indicator while the file system is being checked.

Option: -V
Description: This will produce the same output for this command as with the mkfs utility.

Option: -N
Description: This parameter will display the results of what fsck would do, but not actually doing it.

Option:  -fsck- options
Description: This parameter is used to specify filesystem check options that fsck cannot interpret. Examples are –a or –p, which perform and automatically check, -r, which performs an interactive check, or –f, which forces a full system check. 

Option: filesystems

Description: Specifies the filesystem that is being checked

Section 11.3.2: Managing System Processes with Cron Jobs
Two Diagrams
Diagram 1, Textscreen
The /etc/crontab File
Description – Displays a single text screen.
“

SHELL=/bin/bash

PATH/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

HOME=/

#run-parts

01       * * * *  root run-parts /etc/cron.hourly

02
* * * *  root run-parts /etc/cron.daily

22
* * * *  root run-parts /etc/cron.weekly

42
* * * *  root run-parts /etc/cron.monthly

Diagram 2, Tabular

Managing System Processes with Cron Jobs

Description – Matches Formats and Actions for cron jobs
Format: at hh:mm

Action: Schedules job at the hour (hh) and minute (min) specified, using a 24-hour clock.

Format: at hh:mm month day year

Action: Schedules job at the hour (hh) minute (min), month , day, and year specified.

Format: at -l

Action: Lists scheduled jobs; an alias for the atq command

Format: at now +count time-units

Action: Schedules the job right now plus count number of time units. Time units can be minutes, hours, days, or weeks.

Format: at –d job_id

Action: Cancels the job with the job number matching job_id; an alias for the atrm command

Section 11.3.3: Core Dumps
Five Diagrams
Diagram 1, Tabular
The ps Command Options
Description – Matches the options with their descriptions for the ‘ps’ Command.
Option: -A, -e

Description: If the ps command ios used by itself, it will only display the processes that are currently running in the terminal, which doesn’t provide much information. These options will cause the ps command to display information about all the processes that are currently running on the system. The –A and –e options will display all the processes which are currently running on the system. The –x option will display all the processes that are being used by the user who entered the command. 

Option: -u user

Description: This option will let the user display all the processes being used by a specific user. The user’s username or user ID can be entered here.

Option: -H, -f, -forest

Description: These options will group processes together in a hierarchy to show the parent-to-child relationship between processes.

Option: -w

Description: By default the ps command shortens it output, so that it can be displayed on the terminal screen. This option will tell the ps command not to do this. This is helpful when re-directing the output to a text file, which accepts wide output and can be read. To redirect the output to a text file, type use the ps –w> ps .txt command. The output can then be viewed using any text editor.

Diagram 2, Screenshot

The ps –A –forest Command 

Description – Displays a listing of a response to the ps –A –forest command. The listing gives the PID, TTY Time and CMD information spread out horizontally.
Diagram 3, Tabular

Important Information in the ps –A -forest

Description – Matches information and descriptions for the  ps –A –forest command
Value: Username

Description: This value is not displayed in this example. However if the –u user option had been added, then the corresponding username would precede the entries.

Value: Process ID (PID)

Description: This is the process number that is used tom identify the process. It is important, because it is what is used to terminate or kill a process, which will be described later.

Value: Parent Process ID (PPID)

Description: This identifies a terminal and is referred to as the teletype. For example not all processes will have TTY-like daemons and X programs. Text-mode programs do have these numbers, and they refer to a console or remote login session.

Value: CPU Time

Description: There are two items that are of concern here, the TIME and %CPU headings. The TIME heading indicates the total amount of CPU time consumed and the %CPU heading represents the percentage of CPU time that is currently being used when the ps command is executed. This heading can help determine what processes might be consuming too much CPU time and need to be terminated. Terminating (killing) processes will be covered in the next section.

Value: CPU Priority

Description: It is possible to give certain processes priority over other processes by restricting CPU usage. The priority of a process is given by its priority code. The default value is zero. Positive numbers represent decreased priority, and negative numbers represent increased priority.
Value: Memory Use
Description: There are few headings that represent the process memory use. This can help identify certain processes that might be causing system performance to decrease. For example the RRS (Resident Set Size) heading represents the memory used by the program, and %MEM shows what percentage of memory the process is using.
Value: Command
Description: The last column represents the command that was used to launch the process.

Diagram 4, Screenshot

Top Command 

Description –  Displays a complex text screen, Various system parameters are given, including memory usage, the number of processes, load, swaps and others. A list of running processes is also given along with the following information on each process.
· PID

· -PRI

· NI

· SIZE

· RSS

· SHARE

· STAT

· %CPU

· %MEM

· TIME

· COMMAND

 Diagram 5, Screenshot

 Signal Parameters

Description – Lists the signal parameters (approximately 63)
Section 11.3.4: Assigning Permissions for Processes
Single Diagram

Diagram 1, List
SUID and SGID Security Risks
Description – there are a few security risks involved when using the SUID or SGID bit to allow programs to run with the permission of the other users. This diagram a lists of the key risks and issues to be aware of – as folllows.
- Applying the SUID root permissions for the fdisk command could allow a user to completely erase the hard drive of the server.

- Another security risk is if there are any bugs in any of the SUID or SGID programs. If these programs contain problems or bugs and are executed by users who should not have the permission to do so, those programs could potentially cause more damage to the system than if they were executed with the normal privileges. 
Module 11.4 – Monitoring Resources 

Section 11.4.1: Disk Management
Single Diagram
Diagram 1, Screenshot
Windows 2000 Disk Management
Description – Displays a single open window, this window gives the partition and physical Hard drive details.  
Section 11.4.2: Memory Usage
Single Diagram

Diagram 1, Screenshot
Checking Memory Usage
Description – Displays a single open window – The windows task manager, in this example these are three tabs available and the Performance tab is selected. The CPU usage information (Current and previous) is graphed. (Along with current usage for memory (physical and kernel) given below the main display).
Text “ Using the task manager to check the memory usage”
Section 11.4.3: CPU Usage

Single Diagram

Diagram 1, Graph/screenshot

CPU Usage

Description – Displays an image that relates the %CPU usage over time (in this case it has been recorded and is displayed on a daily basis, for seven days). 
Text “ This chart show the average weekly CPU usage”
Section 11.4.4: Reviewing Daily Logs

Single Diagram

Diagram 1, Screenshot

The syslog.conf File

Description – Displays the detailed contents of the syslog.conf file.
Section 11.4.5: Checking Resource Usage on Windows 2000 and Windows XP

Two Diagrams

Diagram 1, Screenshot

The Windows 2000 Performance Tool

Description – Displays a single open windows titled ‘Performance’, this screen is set up with our familiar tree on the left and the details displayed on the right of screen. In this example the detailed information consists of graphs regarding memory /CPU/HDD usage etc.
Diagram 2, Screenshot

Adding Resource To Monitor

Description -  Displays a single open window in – the ‘Add Counter’ screen. It is here that a user can request specific resources to monitor.
Section 11.4.6: Checking Resource Usage on Linux

Three Diagrams

Diagram 1, Tabular

Displaying System Resources Usage

Description – Displays a table matching Actions and their Command Syntax
Action: Display disk usage of filesystems

Command: df

Action: Display disk usage of a directory

Command: du name
Action: Display system resource information

Command: top

Text “ Common Linux commands for displaying system resource usage”

Diagram 2, Screenshot

The df Command Output

Description – Displays a n example of the response to the df –h command
“[root@systemA1 boot]# df –h

Filesystem


Size
Used
Avail
Use%

Mounted on

/dev/hda2


1.9G
827M
1.0G
45%

/

/dev/hda1


30M
2.7M
26M
10%

/boot

None



62M
0
61M
0%

/dev/shm

root@systemA1 boot]#

“

Diagram 3, Screenshot

The du Command Output

Description – A sample response is displayed
“

28
./log.d/conf/logfiles

84
./log.d/conf/services

120
./log.d/conf

8
./log.d/scripts/logfiles/cron

12
./log.d/scripts/logfiles/samba

12
./log.d/scripts/logfiles/xferlog

36
./log.d/scripts/logfiles

144
./log.d/scripts/services


…


Omitted


…

6152

root@systemA1 boot]# du –hs

6.1M

root@systemA1 boot]# du –hs passwd

4.0k passwd

root@systemA1 boot]#

”

Module 11.5 – Analysing and Optimising Network Performance 
Section 11.5.1: Key Concepts in Analysis and Optimising Network Performance.
Single Diagram
Diagram 1, Listing
Analysing Network Performance
Description -  Lists the three key system performance issues
· Bottlenecks

· Baselines

· Best practices

Text “ The three key concepts in analysing network performance”

Section 11.5.2: Bottleneck
Single Diagram

Diagram 1, Screenshot
The Windows 2000 Performance
Description –  Similar to diagram 1 in section 11.4.5. In this specific example the ‘System Monitor’ has been selected in the Left of screen tree and it appears that the percentage processor usage is being monitored.
Section 11.5.3: Baselines
Single Diagram

Diagram 1, Screenshot
A Software Protocol Analyser
Description – Displays a single open screen. This screen incorporates various sections including Protocol Status, Object Queue, Connection Object Summart, and Warning/Conclusion log.
Module 11.5.4: Determining Internet Connection Speed
Single Diagram
Diagram 1, Graphical
Internet Connection Speeds
Description – Displays a table matching Internet connection speeds and types with the time to download an MP3 file (the quality/size of the file is not given).
28.8K 25.7 Minutes

33.6K 20.7 Minutes

56K 14.6 Minutes

ISDN 5.3 Minutes

T1 0.6 Minutes

Module 11.5.5: Network Monitoring Software
Three Diagrams

Diagram 1, Screenshot
Microsoft Network Monitor
Description – Displays a single open window – The Microsoft Network Monitor. This window displays session stats, Network usage, and various other parameters.
Diagram 2, Screenshot

Sniffer Technologies

Description – Displays three open windows  – The main window is titled “Sniffer Local, Ethernet”. The other windows given are titles ‘Dashboard’ and ‘Capture’. These two windows display the system performance in the form of (simulated) analogue gauges (similar to those found in a car/ Gas Bottles) (similar in nature to a temperature control on an oven or gas cooktop except they are displaying information rather than maintaining a setting)     
Diagram 3, Screenshot

Sniffer Technologies

Description – Displays three open windows  – The main window is titled “Sniffer Local, Ethernet”. The other windows given are titles ‘Dashboard’ and ‘Protocol Distribution’. These two windows give two alternative methods or representing/viewing the performance. The ‘Dashboard’ in this cast lists /tables network statistics, and the ‘Protocol Distribution’ window gives a bar chart for protocol usage comparing IP,IP_ARP,IPX, and NetBEUI.
Module 11.5.6: Network Management Software
Four Diagrams
Diagram 1, Screenshot
Hardware Inventory Client Agent Properties
Description – Displays a single open window titled  “Hardware Inventory Client Agent Properties”. This screen give the user options to enable or disable hardware inventory on client stations, as well as selections for the inventory schedule. 
Text “ Microsoft SMS enables the user to collect data for compilation of a hardware inventory by installing the client agent on target computers.”

Diagram 2, Screenshot

Network Management Software

Description – Displays a single open window, with our familiar tree/detail left/right screen split. SMS is selected from the tree and the details/settings are displayed on the right.
Text “ SMS uses software distribution packages to deploy software throughout the enterprise”

Diagram 3, Screenshot

ManageWise Graphical Interface

Description – Displays a GUI network management screen for Novell . Numerous options and preferences are available for evaluation/manipulation of the network settings/performance.
Text “ Novell ManageWise includes network-mapping capabilities”

Diagram 4, Screenshot

IBM Tivoli Enterprise

Description – Displays a single open window – The ‘Tivoli Enterprise’. A IBM network management package.  
Text “Tivoli Enterprise enables customised presentation of collected data”

Module 11.5.7: Management Software for Small and Medium Sized Networks

Single Diagram

Diagram 1, Relational/Animation

The SNMP Process

Description – Displays two devices, a Network Monitoring Device using SNMP, and a Network machine being polled for SNMP.
Animation – When the animation is activated the monitoring device requests to see the network machines ‘MIB’ , The network machine is shown to return the requested information.
Module 11.5.8: Management Service (MSP)

Single Diagram

Diagram 1, Relational

Management Service Provider (MSP)

Description – Complex Diagram
Module 11.5.9: SNMP Concepts And Components

Single Diagram

Diagram 1, Tabular

Generic System Management Commands

Description – Displays a table matching Commands and descriptions with regard to system management.
Command: get

Description: It requests a specific value. For example, it can query how many active sessions are open.

Command: get-next

Description: It requests the next object’s value. For example, a user can query a clients Address Resolution Protocol (ARP) cache and then ask for each subsequent value.

Command: set

Description: It changes the value on an object that ahs the properties of read-write. This command is not often used due to security, and the fact that the majority of objects have a read-only attribute.
Module 11.5.10: SNMP Structure and Functions

Single Diagram

Diagram 1, Listing

What SNMP Is Doing

Description – Lists the functions of SNMP
· The SNMP packet is given to the SNMP manager with the requested information

· An SNMP agent gets the packet and puts it into its buffer

· The SNMP management system makes a request ofan agent using the agent’s IP address of host name.

Summary
Single Diagram
Cisco Logo
No Relevant Information

