Module 10 – Linux Administration
Module overview 
Single Diagram

Diagram 1, Tabular 

Linux Administration
After completing this chapter, students will be able to perform tasks relating to the following:
 - User Interface Administration
 - User Accounts and Group Accounts
 - File System and Services Management 
 - Daemons 
Module 10.1 – User interface Administration
Section 10.1.1: Log In Procedures
Single Diagram

Diagram 1, Screenshot
Linux Console Log On Prompt
Description – 

Section 10.1.2: GUI Interface
Two Diagrams
Diagram 1, Screenshot

The KDE Desktop
Description – 
Diagram 2, Screenshot

The Terminal Emulator Window

Description – 

Section 10.1.3: CLI Interface
Nine Diagrams
Diagram 1, Tabular
Description – Displays a table matching Commands and Descriptions

Command: date

Description: Displays the system date and time on the screen

Command: cal

Description: Displays a calendar of the current month

Command: whoami

Description: Displays the name of the user currently logged into the system

Command: who

Description: Displays everyone that is currently logged in.

Command: cd..

Description: Navigates to the directory above the current directory

Command: TAB completion key

Description: Allow the user to enter part of a file name or command and the shell will fill in the remainder of the name. Some Linux file names can be extremely long and hard to remember. Using the ‘TAB’ completion key, all the user must do is enter the first letter or two of the file name, directory, or command and then press ‘TAB’. The rest of the name will be filled in automatically by the shell. TAB completion is a feature of the Gash shell and C shell, but not in the Bourne shell or KORN shell.
Diagram 2: Screenshot
The ‘whoami’ Command

Description – 

Diagram 3, List

The ‘cd’ Command

Description – Lists the methods of using the ‘cd’ command.

Using cd with an absolute pathname

Example: $ cd/home
Using cd with a relative pathname

Example: $ cd user2/dir1

Use cd without a directory name returns you to your home directory

Example: $cd

Diagram 4, Tabular

Usage of ‘man’ Command

Description – Matches Commands and their descriptions

Command:  $ man name
Description: Provides help on a particular command. Name is the name of the command that the user wants to get help with, such as ‘ls’, ‘cat’, or ‘mkdir’.

Command: $ man-k keyword
Description: Searches the man pages table of contents for the specific keyword and displays a one line summary for each entry.

Command:  $ man-s section name
Description: Displays a particular section of the man pages, which can include multiple commands.
Diagram 5, Screenshot

The ‘man –k mkdir’ Command

Description – 
Diagram 6, Tabuler

Common Man Page Headings

Description – Matches Commands with Their descriptions

Command:  name

Description: Contains the name of the command and other commands that may accomplish the same thing

Command: synopsis

Description: Shows the syntax of the command with any allowable options and arguments

Command: Description

Description: Gives an overview of what the command does

Command: Operands

Description: The target of the command or what the command will take effect on such as a directory or a file

Command: Options

Descriptions: Switches that can change the function or effect of the command. They are normally preceded by a dash(-) or minus sign.

Command: see also

Description: Refers to other related commands and subjects, such as name, synopisi, description, options, and operands.

Diagram 7, Screenshot

The ‘man’ Page for the ‘ls’ Command

Description – 

Diagram 8, Tabular

Common ‘ls’ Command options

Description -  Displays a table matching the ‘ls’ switches and options with their function  

Option: ‘-a’ or ‘-all’

Function: Normally the ‘ls’ command only dislays the files in a directory that are not hidden. Recall that hidden files in a Linux system are indicated by a leading period. For example, the ‘.bash_profile’ file would be hidden and will only be listed when the ‘-s’ or ‘-all’ parameter is added to the command.

Option: ‘-color’

Function: When this parameter is added to the ‘ls’ command the files, directories, symbolic links, and so on are all differentiated by a different colour code. This makes it easier to distinguish between the different types of files.

Option: ‘-d’ or ‘-directory’

Function: When the ‘ls’ command is issued without this parameter and the directory is listed as one of the [files], then the entire contents of the directory name will be listed.

Option: ‘-l’

Function: When the ‘ls’ command is entered without the ‘-l’ parameter just the filenames of the files, directories, and so on are displayed. If the ‘-l’ parameter is used along with the command much more information is displayed such as the file’s permission string, the files owner, group, size, and creation date. This parameter is known as long listing.

Option: ‘-p’ or ‘-filetype’

Function: This parameter attaches an indicator to the end of the output so the type of file is known. For example, a ‘/’ is a directory, ‘@’ is a symbolic link, ‘=’ is a socket, and ‘|’ is a pipe.

Option: ‘-R’ or ‘recursive’

Function: This parameter causes the ‘ls’ command to display the directories recursively. This means that when the ‘ls’ command is issues it will display the contents of that directory plus all the files in the subdirectories.

Diagram 9, Screenshot

The ‘ls’ Command

Description – 

Section 10.1.4: The Linux Shells
Two Diagrams
Diagram 1, Screenshot
The Korn Shell (ksh)
Description – 

Diagram 2, Screenshot

The Linux Bourne Again Shell (bash)

Description -  

Section 10.1.5: VI Editor
Two Diagrams
Diagram 1, Screenshot
Vi Editor
Description – 
Diagram 2, Tabular

The ‘vi’ Editor command modes

Description – Displays a table matching Modes and their Function

Mode: Command Mode

Function: Initial default mode for creating and editing files, cursor positioning, and modification of existing text. All commands are initiated from this mode. Pressing ’esc’ from either of the other modes returns you to the command mode.
Mode: Entry Hode

Function: Used for entry of new text. Entering an insert command such as ‘I’ (insert), ‘a’ (append), and ‘o’ (open new line) takes you from the command mode to entry mode. Pressing ‘esc’ returns you to command mode. Entry commands are entered by themselves without pressing the enter key.

Mode:  Last-Line Mode

Function: Used for saving your work and quitting vi. Type a colon (;) to get to this mode. Pressing the enter key returns to the command mode.

Section 10.1.6: awk

Single Diagram

Diagram 1, Tabular

Summary of Common ‘awk’ Metacharacters

Description – Displays a table matching Metacharacters with their meaning.

Metacharacter: ‘.’ (dot)

Meaning: Match any character

Metacharacter: ‘*’ 

Meaning: Match zero or more characters

Metacharacter: ‘^’ 

Meaning: Match beginning of line

Metacharacter: ‘$’ 

Meaning: Match end of line

Metacharacter: ‘\’ 

Meaning: Escape character following

Metacharacter: ‘[]’ 

Meaning: List

Metacharacter: ‘{}’

Meaning: Match range of instance

Metacharacter: ‘+’ 

Meaning: Match one more preceding

Metacharacter: ‘|’ 

Meaning: Separate choices to match 

Module 10.2 – User Accounts and Group Accounts

Section 10.2.1: User and Group accounts in a Linux environment
Single Diagram

Diagram 1, List
Imprtant Terms Used in User Accounts
Description – Displays a list of important terms used in User Accounts.
 - Username

 - Login Privileges

  - Password Protection
  - Permissions

  - Home Directory

  - User and Group IDs

  - Default Shell

Section 10.2.2: Adding and Removing User accounts
Two Diagrams
Diagram 1, Screenshot
The ‘useradd’ Command
Description –
Diagram 2, Screenshot

The ‘man useradd’ Command

Description - 

Section 10.2.3: Managing User Accounts
Three Diagrams
Diagram 1, Tabular
Common User Management Commands
Description – Displays a table matching Tasks and their syntax, an example of each is also given.

Task: Change a User Name

Command Syntax: usermod –l newname oldname

Example: ‘username –l johndoe jdoe’

Task: Change a password

Command Syntax: passwd username

Example: ‘passwd johndoe’

Task: Delete an Account

Command Syntax: userdel username

Example: ‘userdel johndoe’

Diagram 2, Screenshot

The’/etc/shadow’ File

Description – 

Diagram 3, Tabular

User Account Management Commands

Description – Displays a table matching Applications and functions

Application: /usr/sbin/useradd

Function: Adds User accounts. This tool is also used to specify primary and secondary group membership

Application: /usr/sbin/userdel

Function: Deletes user accounts

Application: /usr/sbin/usermod

Function: Edits account attributes including some functions related to password ageing. For more fine-grained control, use the ‘passwd’ command. ‘usermod’ is also used to specify primary and secondary group membership
Application: passwd
Function: Sets passwords. Although primarily used to change a user’s password, it also controls all aspects of password aging.
Application: /usr/sbin/chpasswd
Function: Reads in a file consisting of username and password pairs, and updates each user’s password accordingly. 
Application: chage
Function: Changes the user’s password ageing policies. The ‘passwd’ command can also be used for this purpose.
Section 10.2.4: Creating Groups and Adding Users to Groups
Single Diagram

Diagram 1, Tabular
The ‘gpasswd’ Command Options
Description – Displays a table matching Options and their descriptions

Option: -a <user>

Description: This option will add the specified user to the specified group

Option: -d <user>

Description: This option will delete the specified user from the specified group

Option: -R

Description: Using this option will specify to this group not to allow new members to be added with the ‘newgrp’ command

Option: -r

Description: This option will remove the password from the group

Option: -A <user> [,….]

Description: This option can be issued by the root user to specify group administrators that will have privileges to add or remove users from groups as well as specify group passwords. Keep in mind that this option overrides any previous lists of administrators. All the group administrators usernames must be entered in this option, otherwise the only group administrator that will remain after this command is issued is the one specified in this command. 

Module 10.3 – File System and Services Management 
Section 10.3.1: Creating/Sharing Directories
Single Diagram
Diagram 1, Tabular
Linux File Management Commands
Description -  Displays a table matching Functions and syntax for Linux file management. An example of each is also given
Function: Create a Directory
Command Syntax: mkdir directory
Example: ‘mkdir docs’
Function: Copy a directory
Command Syntax: cp /path/olddirectory /path/newdirectory
Example: ‘cp docs docs2’
Function: Copy a file
Command Syntax: cp /path/oldfile /path/newfile
Example: ‘cp /save/docs/notes /save/docs2/notescopy’
Function: Move/Rename
Command Syntax: mv  /path/olddirectory /path/newdirectory
Example: ‘mv /save/docs2 /docs2’
Function: Move/Rename
Command Syntax: mv /path/oldfile /path/newfile
Example: ‘mv /docs2/notescopy /save/docs/notescopy’
Function: Delete a directory
Command Syntax: rmdir /path/directory
Example: ‘rmdir /docs2’
Function: Delete a file
Command Syntax: rm /path/file
Example: ‘rm /save/docs/notescopy’
Section 10.3.2: Using find and grep
Single Diagram

Diagram 1, Pictorial
Cisco Logo
Description – No Relevant Information 

Section 10.3.3: Passwords and permissions
Single Diagram

Diagram 1, Screenshot
The Default File and Directory Permissions
Description – 
Module 10.3.4: Mounting and Managing File Systems
Seven Diagrams
Diagram 1, Tabular
The ‘mount’ Command Options
Description – Displays a table matching options and their descriptions for the ‘mount’ command.
Option: -a 

Description: Mounts all the filesystems listed in /etc/fstab. Exceptions are those marked as ‘noauto’, excluded by the ‘-t’ flag, or those that are already mounted.

Option: -

Description: Does everything except for the actual system call. This option is useful in conjunction with the ‘-v’ flag to determine what the mount is actually trying to do.

Option: -f

Description: Forces the mount of an unclean filesystem, dangerous, or forces the revocation of write access when downgrading a file system’s mount status from read-write to read-only.

Option: -r

Description: Mounts the file system as read-only. This is identical to using the ‘rdonly’ argument to the ‘-o’ option

Option: -t fstype

Description: Mounts the given filesystem as the given filesystem type, or mounts only filesystems of the given type. If given the ‘-a’ option, ‘ufs’ is the default filesystem type.

Option: -w

Description: Mounts the filesystem as read-only. This is identical to using the ‘rdonly’ argument to the ‘-o’ option.

Diagram 2, Tabular

The ‘-o’ Option

Description – Displays a table matching options and descriptions for the ‘-o’ option

Option: nodev

Description: Does not interpret special devices on the filesystem. This is a useful security option. 

Option: Noexec

Description: Does not allow execution of binaries on this filesystem. This is also a useful security option.

Option: Nosuid

Description: Does not interpret ‘setuid’ or ‘setgid’ flags on the filesystem. This is also a useful secutity option

Option: Device

Description: This is a filename that is associated with a particular disk device like /dev/cdrom for example.

Option: Mountpoint

Description: This specifies the directory to which the device’s content should be attached.

Diagram 3, Tabular
The ‘umount’ Command

Description – Displays a table matching options and descriptions for the ‘umount’ command

Option: -a

Description: This option tells the main system to unmount all the partitions listed in the /etc/mtab directory, instead of the /etc/fstab directory.

Option: -r

Description: This option will specify to remount any filesystem it cannot unmount as read-only.

Option: -t fstype

Description: This option will only unmount filesystems that are specified.

Option: device and
Description: Only the device or mountpoint needs to be specified, not both.
Diagram 4, Screenshot

The ‘df’ Command

Description – 

Diagram 5, Tabular

The ‘df’ Command Options

Description – Displays a table matching the options and descriptions for the ‘df’ command

Option: ‘-h’ or ‘—human—‘ readable

Description:  This option tells the command top display the output in units of kilobytes (k), megabytes (M), or gigabytes (G) instead of the standard 1024 bytes block which is the default output without this option
Option: ‘-i’ or ‘-inodes’

Description: Inodes are data structures on Linux filesystems that contain file information. Using this option displays information on the consumption of inodes as opposed to displaying diskspace used, which is the default.

Option: ‘-l’ or ’-local’

Description: Using this option will tell the command to ignore network file systems and return information based on local or fixed disks only.

Option: ‘-T’ or ‘-print-type’

Description: This will show output of the filesystem type code along with any other information

Diagram 6, Screenshot

The ‘du’ Command

Description – 

Diagram 7, Tabular

The ‘du’ Command Options

Description – Displays a table matching options and descriptions for the ‘du’ command

Option: ‘-c’ or ‘-total’

Description: This will display a list of the total space used by the file or directory

Option: ‘-h’ or ’—human—‘

Description: This option tells the command top display the output in units of kilobytes (k), megabytes (M), or gigabytes (G) instead of the standard 1024 bytes block which is the default output without this option

Option: ‘-S’ or ‘—separate-dirs‘

Description: This option will list the output totals for the individual directories and subdirectories. Without this option the ‘du’ command lists the total space with subdirectoried included.

Option: ‘-s’ or ‘-summarize’

Description: This option will summarise the output for each main file or directory instead of each subdirectory.

Option: ‘-max-depth=N’

Description: When using the ‘du’ command the output can be sometimes very long and unmanageable. Using this command will limit the output to a maximum of N subdirectories deep. For example if this command were used where N=1 then it would list directories and subdirectories for the directory listed plus all subdirectories directly below it, but none below that subdirectory.
Module 10.3.5: File System and Configuration Files
Eight Diagrams

Diagram 1, Screenshot
The Dot (.) User Configuration Files
Description – 
Diagram 2, Tabular
User Configuration Files
Description –  
Diagram 3, Tabular

System Function Configuration Files

Description – 

Diagram 4, Tabular

Configure Files For Specific Servers

Description – 

Diagram 5, Screenshot

The ‘/etc/inittab’ File

Description – 

Diagram 6, Tabular

The ‘/etc/inittab’ File Descriptions

Description – 

Diagram 7, Screebshot

The ‘/etc/fstab’ File

Description – 

Diagram 8, Tabular

The ‘/etc/fstab/ File Descriptions

Description - 

Module 10.3.6: The ‘shutdown’ Command Options
Single Diagram
Diagram 1, Tabular
The ‘shutdown’ Command Options
Description – 
Module 10.3.7: Documenting a Linux System Configuration
Single Diagram
Diagram 1, Screenshot
The ‘tar’ Command Syntax
Description – 
Module 10.4 – Daemons 
Module 10.4.1: Introduction to Linux Deamons
Single Diagram
Diagram 1, Screenshot
The ‘xinetd.d’ Daemon Being Started
Description – 
Section 10.4.2: Starting, Stopping and re-Starting Daemons
Two Diagrams
Diagram 1, Screenshot
The ‘xinetd.conf’ File 
Description – 
Diagram 2, Screenshot

The ‘/etc/rc.d/rc.local’ Script

Description - 
Section 10.4.3: HTTP
Two Diagrams
Diagram 1, Relational
A typical Apache Web Server Setup
Description – 

Diagram 2, Screenshot

The Users Home Page

Description - 

Section 10.4.4: FTP
Single Diagram
Diagram 1, Screenshot
The FTP Configuration File 
Description – 

Section 10.4.5: Telnet
Two Diagrams
Diagram 1, Screenshot
Telnet
Description – 

Diagram 2, Screenshot

The Telnet Config File

Description - 
Section 10.4.6: Server Message Block

Single Diagram

Diagram 1, Commands

SMB Protocol

Description – 

Section 10.4.7: NFS (Network File System)

Single Diagram

Diagram 1, Commands

NFS

Description - 

Section 10.4.8: Mail Client

Single Diagram

Diagram 1, Relational/Quiz
Common Mail Agents

 Description - 
Section 10.4.9: Printing in a Linux Environment

Three Diagrams

Diagram 1, Screenshot

The ‘/etc/printcap’ File

Description – 

Diagram 2, Tabular

The Components of the /etc/printcap’ File
Description – 

Diagram 3, Screenshot

The ‘printtool’ Utility

Description – 

Section 10.4.10: Scripts

Single Diagram,

Diagram 1, Screenshot

Writing a Script in Linux

Description - 
Summary
Single Diagram
Cisco Logo
No Relevant Information

