Module 8 – Virtual LANs
Module overview 
Three Diagrams
Diagram 1, Tabular 

Spanning Tree Protocol
After completing this chapter, students will be able to perform tasks relating to the following:
 - VLAN Concepts
 - VLAN Configuration
 - Troubleshooting VLANs

Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives for the CCNA 640-801 exam:

- Implementation and Operation
• Configure a switch with VLANS and inter-switch communication
Diagram 3, Tabular

ICND 640-811 Exam

- Implementation and Operation

• Configure a switch with VLANS and inter-switch communication
Module 8.1 – VLAN Concepts
Section 8.1.1: VLAN Introduction
Three Diagrams
Diagram 1, Relational
VLANs and Physical Boundaries
Description – Displays two comparative diagrams, the first is a Traditional LAN segment, comprising a router connected to three hubs, one on each floor of a building, each hub supports a local LAN. The second diagram comprises a router and three switches (One on each Physical floor); however in this case each switch is supporting three portions of the three VLANs. Each VLAN has a segment on each floor.
Diagram 2, Text
Introduction to VLANs 

Description – Lists the following key points
· A group of ports or users in the same Broadcast Domain

· Can be based on port ID, MAC address, protocol, or application

· LAN switches and network management software provide a mechanism to create VLANs

· Frame tagged  with VLAN ID
Diagram 3, Relational

VLANs 

Description –  Similar to VLAN Diagram in Section 8.1.1 Diagram 1, however here one of the floors is populated with VLAN servers rather than workstations.
Section 8.1.2: Broadcast Domains with VLANs and Routers
Three Diagrams
Diagram 1, Relational/Text
Virtual LANs
Description – Displays a building with three Virtual LANs established across three floors, here additionally a server Farm is incorporated, running off an additional switch placed between the router and the individual floor switches. 
Points of note:

· A switch creates a Broadcast Domain

· VLANs help manage broadcast domains

· VLANs can be defined on port groups, user, or protocols

· LAN switches and network management software provide a mechanism to create VLANs

Diagram 2, Relational/Text
Broadcast Domains
Description – Displays a picture of a Traditional LAN, including Engineering, Marketing, and Sales divisions.
Points of Note

Three switches and one router could be used without VLANS
· Switch for Engineering

· Switch for Sales

· Switch for Marketing

· Each switch treats all ports as members of one Broadcast Domain

· Router is used to route packets among the three Broadcast Domains 

Diagram 3, Relational

Three Broadcast Domains
Description: – Displays a single switch supporting all three VLANs, Engineering, Marketing, and Sales. This varies from the previous diagram – replacing the three switches, by the single VLAN switch.
Section 8.1.3: VLAN Operation
Five Diagrams
Diagram 1, Relational
Static VLANs
Description – Displays a Network Management Station communicating with two VLAN switches, each switch is supporting portions of three VLANs.
Points of Note

· Assign ports (port-centric)

· Static VLAN s are secure, easy to configure and monitor

Diagram 2, Relational
Dynamic VLANs
Description – Displays a diagram similar to the previous, here the Network Management Station is replaced by a VLAN Configuration Server and router (For Internet access). The MAC addresses of each device connected to the network is used to distinguish VLAN segments. New devices connected can be verified/denied by checking the device MAC address with data-based addresses.
Points of Note

· VLANs assigned using centralised VLAN management application

· VLANs based on MAC address, logical address, or protocol type

· Less administration in wiring closet

· Notification when unrecognised user is added to the network

Diagram 3, Relational
Port-Centric VLANs
Description – Displays a layered tree diagram. 

The apex is the Network layer, and comprises a router, providing routing functions to interconnect VLANs. Three connections link the router to three VLAN clouds in the second layer.
The second layer contains three VLAN clouds, labelled ‘Engineering VLAN, Marketing VLAN, and Sales VLAN. This level is identified as the Data Link Layer Broadcast. Each of these VLAN clouds have overlapping physical connects to a switch at the next layer.

The third layer is termes the Physical Layer Switch. This is simply the physical switch; this switch is configured to support the three VLANs. The switch links the VLAN clouds (previous layer) with the attached nodes in the following layer.

The last layer is the Attached nodes, and consists of the attached physical workstations.

Diagram 4, Tabular

VLAN Configuration

Description – Displays a table matching VLAN configuration methods with their descriptions
Method: Statically

Description – Network administrators configure port-by-port. Each port is associated with a specific VLAN. The network administrator is responsible for keying in the mappings between the ports and VLANs

Method: Dynamically

Description – The ports are able to dynamically work out their VLAN configuration. Uses a software database of MAC addresses to VLAN mappings, which the network administrator must set up first.

Diagram 5, Active Relational

Broadcast Transmission

Description – Displays a network comprising two linked switches, both of which are connected to one portion each of three VLAN networks. When played the following text is read as an image of a packet is generated by a station on VLAN 2 (Connected to the first switch), the packet travels to the switch which forwards it to the second switch, which in turn sends it to all stations on its VLAN 2 portion.
Text – “A broadcast transmission consists of a single data packet being sent into the switch where it is copies and sent to every network node. The source nodes addresses packets using a broadcast address specifying that the packet should be sent to every possible destination node. The packets are then sent into the network. The switch copies the packets and passes them to every node on the network.
Section 8.1.4: Benefits of VLANs
Single Diagram

Diagram 1, Relational
Benefits of VLANs
Description – Effectively replicates the previous layered diagram (Diagram 3 in the previous section). Here a workstation/Worker is connected to the wrong port – connecting it to the wrong VLAN.
Text- “All Users attached to the same switch port must be in the same VLAN “

Section 8.1.5: VLAN Types
Six Diagrams
Diagram 1, Relational
Establishing VLAN Membership
Description – Displays diagrams representing the different approaches the VLAN membership. The first approach is Port Based, where three VLANs are established dependant upon which ports the switch has allocated to each VLAN.  The second approach is “MAC’ based, this method uses device MAC addresses to determine the VLAN a device is associated with. The third shown method is based on Layer three addresses; this method splits the VLANs using different subnets.
Text
“

· Port Driven

· MAC Address Driven

· Network Address Driven  “

Diagram 2, Relational

Membership by Port

Description – Displays two switches, each supporting portions of each VLAN using the port based method. The membership by port method maximises forwarding performance.

Points of Note

· User assigned by port association

· Requires no lookup if done in ASICs

· Easily administered through GUIs

· Maximises security between VLANs

· Packets do not ‘leak’ into other domains

· Easily controlled across network 
Diagram 3, Relational

Membership by MAC Address

Description – Displays two switches, each supporting portions of each VLAN using the MAC based method. The membership by MAC method requires flirting, and impacts on performance. The two switches are shown exchanging MAC tables.
Points of Note

· User assigned by MAC addresses

· Offers flexibility, yet adds overhead

· Impacts performance, scalability, and administration

· Offers similar process for higher layers

Diagram 4, Relational

Communicating Between VLANs

Description – Displays the two approaches to the physical topology. In the first a single router and a single switch have a single physical link comprising Multiple Logical Links. The second links the router and switch by separate physical links for each VLAN.
Using Layer 3 routers to link VLANs provides the following benefits

· Additional security and management is added

· Logical links conserve physical ports

· Routers control access to VLANs

· Up to 255 VLANS or more can be supported per router

Diagram 5, Tabular

VLAN Types

Description – Displays a Table matching VLAN Types with their Descriptions
Type: Port-Based

· Most Common configured method

· Ports assigned individually, in groups, in rows, or across 2 or more switches

· Simple to use

· Often implemented where Dynamic Host Control Protocol (DHCP) is used to assign IP addresses to network hosts 

Type: MAC Address

· Rarely implemented today

· Each address must be entered into the switch and configured individually

· Users find it useful

· Difficult to administer, troubleshoot, and manage

Type: Protocol Based

· Configured like MAC addresses, but instead uses a logical or IP address

· No longer common because of DHCP

Diagram 6, Tabular

Inter-Switch Link
Description – Displays a table matching Tagging, Method, Media, and Description
Tag: Inter-Switch Link (ISL)

Method: Fast Ethernet

Media: ISL header encapsulates the LAN frame and there is a VLAN ID field in the ISL header

Description: Frame is lengthened

Tag: 802.1Q

Method: Fast Ethernet

Media: IEEE defined Ethernet VLAN protocol

Description: Header is modified

Tag: LAN emulation (LANE)

Method: ATM

Media: No Tagging

Description: Virtual connection implies a VLAN ID

Module 8.2 – VLAN Configuration
Section 8.2.1: VLAN Basics
Two Diagrams
Diagram 1, Active Relational
Concurrent Transmissions in a Switch
Description – Displays a switch with six workstations connected. Three of the stations transmit simultaneously, with concurrent transmissions all three messages are also forwarded concurrently.
Diagram 2, Relational

End-To-End VLANs
Description - Displays a layered Diagram, comprising ‘Access Layer Fast Ethernet’, ‘Distribution Layer Fast Ethernet’, and ‘Core Layer Fast or Gigabit Ethernet’
The ‘Core Layer’ comprises Enterprise Servers and a router for inter VLAN routing; these are connected to a switching cloud. Links from these clouds connect to the ‘Distribution Layer’. The ‘Distribution Layer’ comprises linked switches and the workgroup servers. These switches connect the ‘Distribution Layer’ to the ‘Access Layer’.
Section 8.2.2: Geographic VLANs
Single Diagram

Diagram 1, Relational
Geographic VLANs
Description – Displays two geographic VLANs – complex diagram. 
Section 8.2.3: Configuring Static VLANs
Single Diagram

Diagram 1, List
Static VLAN
Description – Displays a list of the following points
· Static VLAN works well in networks where the following is true

· Moves are controlled and managed

· There is a robust VLAN management software to configure the ports

· It is not desirable to assume the additional overhead required when maintaining end-station MAC addresses and custom filtering tables

Section 8.2.4: Verifying VLAN Configuration
Four Diagrams
Diagram 1, Switch Command Line
Cisco IOS Software-Based Switch
Description – Displays the following text
“

Enter configuration commands, one per line. End with CNTL/Z

SydneySwitch#configure terminal
SydneySwitch(config)#interface fastethernet 0/3
SydneySwitch(config-if)#switchport access vlan 2
SydneySwitch(config-if)#

“
Diagram 2, Switch Command Line
Steps to Assign a New VLAN to a PORT Switch
Description – Displays the following text

“

Enter configuration commands, one per line. End with CNTL/Z

SydneySwitch#configure terminal
SydneySwitch(config)#interface fastethernet 0/9
SydneySwitch(config-if)#switchport access vlan 3
SydneySwitch(config-if)#exit 

SydneySwitch(config)#exit
“
Diagram 3, Screenshot
The show vlan Command
Description – Displays a screenshot of the resulting display after executing the ‘show vlan’ command. The result is a table matching the VLAN ID, Name, Status, and associated ports. Further vlan network details are also provided.
Diagram 4, Screenshot 

The show vlan brief Command

Description – Displays a screenshot of the resulting display after executing the ‘show vlan brief’ command. The result is similar to the results of the ‘show vlan’ command however the extended network detail is not displayed.

Section 8.2.5: Saving VLAN Configuration
Single Diagram
Diagram 1, Screenshot
Capture VLAN Configuration with HyperTerminal
Description – Displays a screen shot containing two windows, the first is the HyperTerminal window (for a Cisco2950 switch), the second (and focused) window is the ‘Capture Text’ box. Here the file name and location can be set/determined. In this case the ‘C:\VLANConfig.TXT’ file is displayed.
Section 8.2.6: Spanning Tree Recalculation
Three Diagrams
Diagram 1, Screenshot
Steps to Assign a Switch Port to a New VLAN
Description – Displays the following text

“

Enter configuration commands, one per line. End with CNTL/Z

SydneySwitch#configure terminal
SydneySwitch(config)#interface fastethernet 0/9
SydneySwitch(config-if)#switchport access vlan 300
SydneySwitch(config-if)#exit 

SydneySwitch(config)#exit
“
Diagram 2, Screenshot
Deleting VLANs
Description – Displays the following text

“

Switch(config)#interface fastethernet 0/9
Switch(config-if)#no switchport access vlan 300
“

Diagram 3, Screenshot

Deleting a VLAN From a Switch
Description – Displays a screen shot of the output from the ‘show vlan brief’ command. Here only the default VLAN is detailed, all ports are associated with the active single default VLAN.
Section 8.3: Troubleshooting VLANs
Section 8.3.1: Overview
Single Diagram
Diagram 1, Flowchart
VLAN Problem Isolation
Description – Displays four series Decision boxes
Box 1- “Physical Link Connection OK ?”

Yes - Move to box 2

No – “Check with CDP, fix any cabling or duplex”

Box 2- “Router and Switch Configuration OK ?”

Yes - Move to box 3

No – “Fix any Problems with Inconsistent Configuration”

Box 3- “Trunking OK?”

Yes - Move to box 4

No – “Fix any Trunking or ISL configuration problems”

Box 4- “VALN Configuration OK ?”

Yes - Complete 

No – “Fix any Spanning-Tree or Inter-VLAN issues”

Section 8.3.2: VLAN Troubleshooting Process

Single Diagram

Diagram 1, Flowchart

Problem Isolation in Catalyst Networks

Description – Displays five series Decision boxes

Box 1- “LEDs (or network management equivalents) are OK ?”

Yes - Move to box 2

No – “Fix any problems with switch hardware”

Box 2- “Switch Configuration OK ?”

Yes - Move to box 3

No – “Fix any problems with configuration statements”

Box 3- “Physical Link Connection OK?”

Yes - Move to box 4

No – “Check with CDP, fix any cabling problems”

Box 4- “L2 path between switches is OK ?”

Yes – Move to box 5 

No – “Fix any Switch Trunking or ISL configuration problems”

Box 5- “VLAN configuration OK ?”

Yes – Complete 

No – “Fix any VLAN, spanning-tree, or intermediate router issues”

Section 8.3.3: Preventing Broadcast Storms

Two Diagrams

Diagram 1, Screenshot

Cisco IOS show spanning-tree Command

Description – Displays the following text

“

MDF_Switch# show spanning-tree
Spanning tree 1 is executing the IEEE compatible Spanning Tree Protocol

Bridge Identifier has priority 32768, address 0006.28ab.5e00 Configured hello time 2, max age 20,    

           forward delay 15 We are the root of the spanning tree Topology change flag not set, detected flag            

           not set, changes 18

Times: hold1, topology change 0, notification 2 hello 2, max age 20, forward delay 15

Timers:hello 0, topology change 0, notification 0

Interface Fa0/1 (port 13) in spanning tree 1 is


FORWARDING


Port Path cost 19, Port priority 128


Designated root has priority 32768, address 0006.28ab.5e00


Designated bridge has priority 32768, address 0006.28ab.5e00

Designated port is 13, path cost 0


Timers: message age 0, forward delay 0, hold 0


BPDU:  sent 13075, received 14

Interface Fa0/2 (port 14) in spanning tree 1 is


FORWARDING Port Path cost 19, Port priority 128


Designated root has priority 32768, address 0006.28ab.5e00


Designated bridge has priority 32768, address 0006.28ab.5e00


Designated port is 14, path cost 0


Timers: message age 0, forward delay 0, hold 0


BPDU:  sent 6468, received 0

“

Diagram 2, Table

STP Timers

Description –  Displays a table matching Timers Their Purpose and their defaults

Timer: Hello Timer

Primary Purpose: Time between sending of configuration BPDUs by Root Bridge

Default: 2 Seconds

Timer: Forward Delay

Primary Purpose: Duration of listening and learning states

Default: 15 Seconds

Timer: Max_Age

Primary Purpose: Time BPDU stored

Default: 20 Seconds

Section 8.3.4: Troubleshooting VLANs

Six Diagrams

Diagram 1, Table

Common Problems with Troubleshooting VLANS
Description – Displays a table matching Problems With their possible cause and resolution

Problem: Trunk Ends in Different VLANs

Possible Solution/Resolution: Different ends of a trunk specify different VLANs. For example, vlan1, vlan2, and vlan3 are enabled on one end but are not at the other end.
Problem: Protocol

Possible Solution/Resolution: Different types of links specify different protocols. For example, this could occur on a Fast Ethernet link with inter link Switch Link (ISL) enabled on one end but not on the other.
Problem: Single

Possible Solution/Resolution: Different ends of a single VLAN link specify different VLANs when the switches are not multi-VLAN capable and when not running a trunking encapsulation protocol. 
Problem: Name Conflict

Possible Solution/Resolution: Two disconnected sets of switches that have VLANs of the same name.
-    Implications

· The VLANs are broken into two or more disjoint parts

· Packets from one part are not travelling to the other part

· Possible Resolution

· Rename one of the VLANs.

Problem: VLAN Index Conflict

Possible Solution/Resolution: Same VLAN name on different switches with different VLAN indexes or domains. Traffic from switches with one number for this VLAN will not go into ports on switches with a different number for this VLAN.

· Possible Resolution

· Rename one of the VLANs.

· Delete both VLANs. Create a new single VLAN with the name.

Problem: SAID Conflict

Possible Solution/Resolution: Indicates different SAID numbers on the same VLAN
Diagram 2, Screenshot

Cisco IOS show vlan Command

Description – Displays the display screen resulting from the ‘show vlan’ command -detailed
Diagram 3, Table

Keyword Syntax Description

Description – Displays a table matching Keywords and their descriptions

Keyword: trunk

Description: (Optional) Keyword that specifies to force the display to show information only on trunk ports 

Keyword: vlan
Description: Number of the VLAN. If the VLAN number is not specified, all VLANs are displayed 

Keyword: notrunk
Description: (Optional) Keyword that specifies to force the display to show information only on nontrunk ports. 

Keyword: mapping
Description: Keyword to display VLAN mapping table information 

Keyword: type
Description: Type of VLAN. Valid values are Ethernet, FDDI, FDDInet, TrBFR, and TrCRF 

Diagram 4, Table

Show vlan Command Output Fields
Description – Displays a table matching Output fields with their descriptions
Field: VLAN

Description: VLAN number

Field: Name
Description: Name, if configured, of the VLAN
Field: Status
Description: Status of the VLAN (active or suspended)
Field: IfIndex
Description: Interface Index, assigned by SNMP
Field: Mod/Ports, VLANs
Description: Ports that belong to the VLAN
Field: Type
Description: Media Type of the VLAN
Field: SAID
Description: Security Association ID value for the VLAN
Field: MTU
Description: Maximum transmission unit size for the VLAN
Field: Parent
Description: Parent VLAN, if one exists
Field: RingNo
Description: Ring Number for the VLAN, if applicable
Field: BrdgNo
Description: Bridge Number for the VLAN, if applicable
Field: Stp
Description: Spanning-Tree-Protocol type used on the VLAN
Field: BrdgMode
Description: Bridging Mode for this VLAN. Possible values are SRB and SRT; the default is SRB
Field: Trans1
Description: First translational VLAN used to translate FDDI or Token Ring to Ethernet
Field: Trans2

Description: Second translational VLAN used to translate FDDI or Token Ring to Ethernet

Field: AREHops

Description: Maximum number of hops for All-Routes Explorer frames, possible values are 1 through 13; default is 7
Field: STEHops

Description: Maximum number of hops for Spanning-Tree Explorer frames, possible values are 1 through 13; default is 7
Field: Backup CRF

Description: Status of whether the TrCRF is a backup path for traffic

Diagram 5, Table

The show spanning-tree Field Descriptions
Description – Displays a table matching Fields with their descriptions
Field: Port 29
Description: Port number associated with the interface, which is the port number and the port priority from the port ID
Field: (FastEthernet0)
Description: Interface on which translational bridging has been configured
Field: of bridge group 1
Description: Bridge group to which the interface has been assigned
Field: is forwarding
Description: State of the interface, the following are the possible values
· Down

· Listening

· Learning

· Forwarding

· Blocking

Field: Path cost 10
Description: Path cost associated with the interface, as determined by default, or using the bridge-group path cost demand.
Field: Priority 128
Description: Port Priority
Diagram 6, Screenshot
The show spanning-tree Command
Description – Displays the Display screen resulting from the ‘show spanning-tree’ command 
Section 8.3.5: VLAN Troubleshooting Scenarios

Two Diagrams

Diagram 1, Relational

Cannot Establish a Trunk Link between a Switch and a Router

Description – Displays three switches linked using ISL. One of the switches has three links to a router, Red(1/0.1), Blue(1/0.2), and Green(1/0.3). All three links are indicated as broken/open. There is a solid ISL connect also connecting the switch to the router. 
Diagram 2, Relational

Dropped Packets and Loops

Description – Displays a switched network comprising switches which are using either the IEEE spanning-tree, or DEC spanning-tree. The different spanning-trees handle BPDU and hello packets differently, this can result in packets being unintentionally dropped or cause loops to form.   
Summary
Single Diagram
Diagram 1, Listing

Summary
Description – Lists the following key points

· An important feature of Ethernet switching is the virtual local-area network (VLAN). A VLAN is a logical grouping of devices or users. These devices or users can be grouped by department, application, and so on, regardless of their physical LAN segment location
· VLANS increase overall network performance by grouping users and resources that communicate most frequently with each other

· VLANS can enhance scalability, security, and network management. Routers in VLAN topologies provide broadcast filtering, security, and traffic flow management
· VLANs can exist either as end-to-end networks, which span the entire switch fabric, or they can exist inside of geographic boundaries. End-to-end VLANs allow devices to be grouped based upon resource usage.

· Static VLANs are ports on a switch that are manually assigned to a VLAN by using a VLAN management application or by working directly within the switch

· VLANs give network engineers flexibility in designing and implementing networks

