    CCNA 3 Module 6 Picture Descriptions.
Module 6:  Switch Configuration
OVERVIEW

3 Diagrams.

Diagram 1, Table

The diagram depicts the learning outcomes for Module 6, these are as follows:

· 6.1  Starting the Switch

· 6.2  Configuring the Switch

Diagram 2, Table

The diagram depicts the objectives that will be covered for the CCNA 640-801 exam, these are as follows:
Implementation and Operation

· Customize a switch configuration to meet specified network requirements.

· Perform an initial configuration on a switch.

Diagram 3, Table

This module will cover the following objectives for the ICND 640-811 exam:

Implementation and Operation

· Customize a switch configuration to meet specified network requirements.

· Perform an initial configuration on a switch.
6.1.1 – Physical startup of the Catalyst switch 
1 Diagram

Diagram 1, Image

The diagram depicts the Cisco Catalyst 2950 Series of Switches.  There are nine different types of 2900 series switches marketed by Cisco Systems.  These switches are deployed in varying network environments to suit the needs of small to medium size home and business networks.

6.1.2 – Switch LED Indicators
1 Djagram

Diagram 1, Tabular

Port LED definitions based Mode LED state

The tabular diagram depicts several columns read from left to right.  The contents of these columns are as follows:

Mode column – STAT, UTIL, DUPLX, SPEED.

Mode, Colour designation and Description 

STAT = 

Off = No link

Solid green = Link operational

Flashing green = Port is sending or receiving data

Alternating green/amber = Link fault

Solid amber = Port is not forwarding because it is disabled by mamagement or address violation or blocked by the Spanning Tree Protocol.

UTIL = 

OFF = Each LED that is off indicates a reduction by half of the total bandwidth. The LED’s are turned off from right to left.  If the right most LED is off, then the switch is using less than 50% of the total bandwidth.  If the two right most LED;s are off, the switch is using less than 25% of the total bandwidth.

Green = If all LED’s are green, the switch is using 50% or more of the total bandwidth.

 DUPLX = 

Off =  Port is operating in half-duplex mode.

Green = Port is operating in full duplex mode.

SPEED =

 Off = Port is operating and 10Mbps.

Green =  Port is operating at 100Mbps.

Flashing green = Port is operating at 1000Mbps.

6.1.3 – Verifying port LED’s during POST

1 Diagram 

Diagram 1, Table

System LED’s

The diagram depicts a box with the information stated below:

· The system LED indicates the success of failure of the POST

· If the system LED is off but the switch is plugged in, then POST is running.

· If the system LED is green, then POST was successful.

· If the system is amber, then the POST failed.

6.1.4 – Verifying the initial bootup output from the switch
4 Diagrams.

Diagram 1, Image

Connecting a switch to a Computer

The diagram depicts the connection from a switches console port to a PC’s serial port for administrative purposes.  In this instance, the switch is a managed layer 2/3 switch with a console port and it is connected to the PC by a rollover cable connected to the DB-9 serial port on the machine.  The cable connectors are usually RJ-45 to RJ-45 with a RJ-45 to DB-9 converter on one end.

Diagram 2, Image

Settings for Hyper-Terminal

The diagram depicts the window that is displayed when first configuring the terminal window.  The options are as follows:

· Connect Using = COM1, USB, Ethernet

Diagram 3, Image

Setting up Hyper-Terminal Port Settings

The diagram depicts the COM1 Properties window that has the options available listed below:

· Bits per second:  9600 baud

· Data bits:  8

· Parity:  None

· Stop bits:  1

· Flow Control:  None

Diagram 4, Image

Examining Boot Loader Output

The diagram depicts the Cisco C2950 boot loader output, the display is as follows:

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Fri 28-Jul-06 04:33 by yenanh

Image text-base: 0x00003000, data-base: 0x00AA2F3

Initializing flashfs...

flashfs[1]: 598 files, 19 directories

flashfs[1]: 0 orphaned files, 0 orphaned directories

flashfs[1]: Total bytes: 32514048

flashfs[1]: Bytes used: 7710208

flashfs[1]: Bytes available: 2483840

flashfs[1]: flashfs fsck took 1 seconds.

flashfs[1]: Initialization complete....done Initializing flashfs.

POST: CPU MIC register Tests : Begin

POST: CPU MIC register Tests : End, Status Passed

POST: PortASIC Memory Tests : Begin

POST: PortASIC Memory Tests : End, Status Passed

POST: CPU MIC PortASIC interface Loopback Tests : Begin

POST: CPU MIC PortASIC interface Loopback Tests : End, Status Passe

POST: PortASIC RingLoopback Tests : Begin

POST: PortASIC RingLoopback Tests : End, Status Passe

POST: PortASIC CAM Subsystem Tests : Begin

POST: PortASIC CAM Subsystem Tests : End, Status Passed

POST: PortASIC Port Loopback Tests : Begin

POST: PortASIC Port Loopback Tests : End, Status Passed

Waiting for Port download...Complete

cisco WS-C2960-24TT-L (PowerPC405) processor (revision B0) with 61440K/4088K bytes of memory.

Processor board ID FOC1049Z3AY

Last reset from power-on

1 Virtual Ethernet interface

24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address       : 00:1A:6D:93:F0:00

Motherboard assembly number     : 73-10390-03

Power supply part number        : 341-0097-02

Motherboard serial number       : FOC1048073X

Power supply serial number      : DCA1043858W

Model revision number           : B0

Motherboard revision number     : C0

Model number                    : WS-C2960-24TT-L

System serial number            : FOC1049Z3AY

Top Assembly Part Number        : 800-27221-02

Top Assembly Revision Number    : C0

Version ID                      : V02

CLEI Code Number                : COM3L00BRA

Hardware Board Revision Number  : 0x01

Switch   Ports  Model              SW Version              SW Image

------   -----  -----              ----------              ----------

*    1   26     WS-C2960-24TT-L    12.2(25)SEE2            C2960-LANBASE

Press RETURN to get started!

00:00:39: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan1, changed state to down

00:00:39: %SPANTREE-5-EXTENDED_SYSID: Extended SysId enabled for type vlan

00:00:59: %SYS-5-RESTART: System restarted --

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)SEE2, RELE

ASE SOFTWARE (fc1)

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Fri 28-Jul-06 04:33 by yenanh

00:01:01: %LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to up

00:01:05: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

00:01:35: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan1, changed state to up

Would you like to terminate autoinstall? [yes]: no

         --- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]

Switch>

00:04:56: %LINK-5-CHANGED: Interface Vlan1, changed state to administratively down

00:04:57: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan1, changed state to down\

% Unknown command or computer name, or unable to find computer address

Switch>

6.1.5 – Examining help in the switch CLI

1 Diagram 

Diagram 1, Image

The diagram depicts the console entry at the Switch> prompt.  ? is pressed and the commands available at the global exec mode are displayed.

Switch>?

Exec commands:

  access-enable    Create a temporary Access-List entry

  clear            Reset functions

  connect          Open a terminal connection

  disable          Turn off privileged commands

  disconnect       Disconnect an existing network connection

  enable           Turn on privileged commands

  exit             Exit from the EXEC

  help             Description of the interactive help system

  lock             Lock the terminal

  login            Log in as a particular user

  logout           Exit from the EXEC

  name-connection  Name an existing network connection

  ping             Send echo messages

  rcommand         Run command on remote switch

  resume           Resume an active network connection

  set              Set system parameter (not config

  show             Show running system information

  systat           Display information about terminal lines

  telnet           Open a telnet connection

  terminal         Set terminal line parameters

  traceroute       Trace route to destination

  tunnel           Open a tunnel connection

  where            List active connections

Switch>

6.1.6 – Switch command modes

2 Diagrams

Diagram 1, Table

The diagram depicts a table with the headings Command and Description listed.  Below is a list of Commands accompanied by the relative description:

· show version:  gives version information for software and hardware.  Used to see exactly which modules and software are in use.

· Show flash:  displays information about flash: file system

· Show mac-address-table:  displays the content of the MAC forwarding table

· Show controllers, Ethernet controllers:  gives discarded frames, deferred frames, alignment errors, collisions and so on.
Diagram 2, Table

The diagram depicts the commands and the associated descriptions for use in Priviledged Exec mode, they are as follows:

· show running config:  displays the current configuration file of the switch

· show post:  Tells if the switch oast the POST or Power On Self Test  

· Show vlan:  Verifies VLAN configuration

· Show interface:  display’s the interface status and configuration

6.2 – Configuring the Switch

6.2.1 – Verifying the Catalyst switch default configuration

5 Diagrams

Diiagram 1, Image

Default Running Configuration

The diagram depicts the output generated by the switch when the command show running-config is typed then executed, the output is as follows:

Current configuration : 1184 bytes

version 12.2

no service pad
service timestamps debug uptime

service timestamps log uptime
no service password-encryption

hostname Switch
no aaa new-model
ip subnet-zero

no file verify auto
spanning-tree mode pvst

spanning-tree extend system-id
vlan internal allocation policy ascending

interface FastEthernet0/1
interface FastEthernet0/2
interface FastEthernet0/3

interface FastEthernet0/4

interface FastEthernet0/5

interface FastEthernet0/6
interface FastEthernet0/7

interface FastEthernet0/8

interface FastEthernet0/9
interface FastEthernet0/10

interface FastEthernet0/11

interface FastEthernet0/12
interface FastEthernet0/13

interface FastEthernet0/14
interface FastEthernet0/15
interface FastEthernet0/16
interface FastEthernet0/17

interface FastEthernet0/18
interface FastEthernet0/19

interface FastEthernet0/20

interface FastEthernet0/21
interface FastEthernet0/22

interface FastEthernet0/23

interface FastEthernet0/2

interface GigabitEthernet0/1

interface GigabitEthernet0/2
interface Vlan1
 no ip address

 no ip route-cache
 shutdown
ip http server

control-plane

line con 0
line vty 5 15

end

Switch#
Diagram 2, Image

Default Interface Properties

The diagram depicts the output generated by the switch when the command show interface FastethErnet0/1 is typed then executed, the output is as follows:

Switch#show int fa0/1

FastEthernet0/1 is down, line protocol is down (notconnect)
  Hardware is Fast Ethernet, address is 001a.6d93.f001 (bia 001a.6d93.f001)
  MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set

  Keepalive set (10 sec)
  Auto-duplex, Auto-speed, media type is 10/100BaseTX

  input flow-control is off, output flow-control is unsupported
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo

  Output queue: 0/40 (size/max)

  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec

     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts (0 multicast)

     0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

     0 watchdog, 0 multicast, 0 pause input
     0 input packets with dribble condition detected
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 collisions, 1 interface resets
     0 babbles, 0 late collision, 0 deferred
     0 lost carrier, 0 no carrier, 0 PAUSE output

     0 output buffer failures, 0 output buffers swapped out
Switch#

Diagram 3, Image 

Default VLAN

The diagram depicts the output generated by the switch when the command show vlan is typed then executed, the output is as follows:

**Type the command show vlan***

VLAN Name                             Status    Ports

---- -------------------------------- --------- -------------------------------
1    default                          active    Fa0/1, Fa0/3, Fa0/4, Fa0/5

                                                Fa0/6, Fa0/7, Fa0/8, Fa0/9
                                                Fa0/10, Fa0/11, Fa0/12, Fa0/13

                                                Fa0/14, Fa0/15, Fa0/16, Fa0/17
                                                Fa0/18, Fa0/19, Fa0/20, Fa0/21

                                                Fa0/22, Fa0/23, Fa0/24, Gi0/1
                                                Gi0/2

10   faculty                          active
20   student                          active

1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup

1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup

VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------

1    enet  100001     1500  -      -      -        -    -        0      0
10   enet  100010     1500  -      -      -        -    -        0      0
20   enet  100020     1500  -      -      -        -    -        0      0
1002 fddi  101002     1500  -      -      -        -    -        0      0

VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------

1003 tr    101003     1500  -      -      -        -    srb      0      0
1004 fdnet 101004     1500  -      -      -        ieee -        0      0
1005 trnet 101005     1500  -      -      -        ibm  -        0      0
Remote SPAN VLANs

-----------------------------------------------------------------------------
Primary Secondary Type              Ports
------- --------- ----------------- ------------------------------------------

Switch#
Diagram 4, Image

Default Flash Directory Contents

The diagram depicts the output generated by the switch when the command show flash or dir flash is typed then executed, the output is as follows:
Switch#show flash

Directory of flash:/

    2  -rwx         676   Mar 3 1993 21:29:16 +00:00  vlan.dat
    5  drwx         192   Mar 1 1993 00:05:56 +00:00  c2960-lanbase-mz.122-25.SE

E2
32514048 bytes total (24803840 bytes free)
Switch# 
Diagram 5, Image

Verify IOS Version and Config Register Settings

The diagram depicts the output generated by the switch when the command show version is typed then executed, the output is as follows:

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)SEE2, RELE

ASE SOFTWARE (fc1)

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Fri 28-Jul-06 04:33 by yenanh

Image text-base: 0x00003000, data-base: 0x00AA2F34

ROM: Bootstrap program is C2960 boot loader

BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)SEE1, RELEASE SOFTWARE (fc1)

Switch uptime is 12 minutes

System returned to ROM by power-on

System image file is "flash:c2960-lanbase-mz.122-25.SEE2/c2960-lanbase-mz.122-25.SEE2.bin"

cisco WS-C2960-24TT-L (PowerPC405) processor (revision B0) with 61440K/4088K bytes of memory.

Processor board ID FOC1049Z3AY

Last reset from power-on

1 Virtual Ethernet interface

24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address       : 00:1A:6D:93:F0:00

Motherboard assembly number     : 73-10390-03

Power supply part number        : 341-0097-02

Motherboard serial number       : FOC1048073X

Power supply serial number      : DCA1043858W

Model revision number           : B0

Motherboard revision number     : C0

Model number                    : WS-C2960-24TT-L

System serial number            : FOC1049Z3AY

Top Assembly Part Number        : 800-27221-02

Top Assembly Revision Number    : C0

Version ID                      : V02

CLEI Code Number                : COM3L00BRA

Hardware Board Revision Number  : 0x01

Switch   Ports  Model              SW Version              SW Image

------   -----  -----              ----------              ----------

*    1   26     WS-C2960-24TT-L    12.2(25)SEE2            C2960-LANBASE-M

Configuration register is 0xF
Switch#

6.2.2 – Configuring the Catalyst Switch

7 Diagrams 

Diagram 1, Image

Reset Switch Configuration and Reload

The diagram depicts the commands used to reset the switch configuration and reload the IOS, the commands are as follows:

Catalyst 2950

Switch# delete flash:vlan.dat

Switch# erase startup-config

Switch#  reload

Catalyst 1900

Switch#  delete nvram

Diagram 2, Image

Set Switch Hostname, Set Passwords on Lines

The diagram depicts the commands used to set the hostnames and passwords on lines, these commands are as follows”

Switch(config)# hostname LANSWITCH

Switch(config)# line con 0

Switch(config-line)#password <your choice>

Switch(config-line)#login

Switch(config-line)#line vty 0 4
Switch(config-line)#password <your choice>

Switch(config-line)#login

Diagram 3, Image

Set IP Addresses and Default Gateway Example

The diagram depicts the commands used the set the IP addressing scheme on a Catalyst 2950 and 1900 switch, they are as follows:

Catalyst 2950

Switch(config)# interface VLAN

Switch(config)# ip address 192.168.1.2 255.255.255.0

Switch(config)# ip default-gateway 192.168.1.1

Catalyst 1900

Switch(config)# ip address 192.168.1.2 255.255.255.0

Switch(config)# ip default-gateway 192.168.1.1

Diagram 4, Image

 Set Port Speed and Duplex Setting

The diagram depicts the commands used to set the port speed and the duplex setting, they are as follows:

Switch(config)# interface FastEthernet 0/2

Switch(config-if)# duplex full

Switch(config-if)# speed 100

Diagram 5, Image

HTTP Service and Port

The diagram depicts the commands used to set the http services and the port coinfiguration for the http service arrangement, these commands are as follows:

Switch# config terminal

Switch(config)#  ip http ?

Access-class:  restrict access by access-class

Path  set http authentication method

Port  http port

Server  enable http server

Switch(config)# ip http server

Switch(config)# ip port ?

Switch(config)#  ip http port 80

Diagram 6, Image

Web Interface

The diagram depicts the web interface for accessing the Cisco C2950 switch.  The interface is described below:

Cisco Systems

Accessing Cisco WS-C2950 -12 Switch

Cluster Management Suite or Visual Switch Manager

Telnet – to the switch

Show Interfaces – display the status of the interface

Show diagnostic log – display the diagnostic log

Web Console – HTML access to the command line interface at level 0,1,2,3,4,5,6,7,8,9,10,11,12,13 and 14.

Show tech-support – display information commonly needed by tech support.

HELP RESOURCES

1. CCO at www.cisco.com, Cisco Connection Online including Technical Assistance Centre(TAC).

2. tac@cisco.com TAC email address

3. 1 800 553 2447 – phone the TAC

4. cs-html@cisco.com - email the HTML interface development group

Diagram 7, Image

Web Management Interface

The diagram depicts the Web management Interface for the Cisco Switch.  The page is displayed with the below information:

Switch Information

Hostname:  

ALSwitch1

Switch IP address:
192.168.1.2

Location: 

The Playpen

Contact:

Paul Gormley

Software Version:
12.05(5.3)WC(1) Enterprise Edition

6.2.3 – Managing the MAC address Table

2 Diagrams

Diagram 1, Image

Managing the MAC address table

The diagram depicts the MAC address table when the command show-mac-address-table is inputted, the output is as follows:

VLAN

Mac Address

Type

Ports

A11

000d.6562.f240
STATIC 
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0cdd.dddd
STATIC 
CPU

1

00b0.d0cb.8e1c
DYNAMIC
Fa0/3

1

00b0.d0cb.8e75
DYNAMIC
Fa0/2

Total addresses for this criterion: 6
Switch#

Diagram 2, Image

Clear MAC address table

The diagram depicts the MAC address table when the command clear mac-address-table idynamic is inputted, the output is as follows:

Switch#  clear mac-address-table dynamic

Switch# show mac-address-table

MAC Address Table

VLAN

Mac Address

Type

Ports

A11

000d.6562.f240
STATIC 
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0cdd.dddd
STATIC 
CPU

6.2.4 – Configuring static MAC addresses

1 Diagram

Diagram 1, Image

Configuring Static MAC addresses

The diagram depicts the output for the command mac-address-table ?, the screen output Is as follows:

Switch(config)#  mac-address-table ?

Aging-time:  set MAC address table entry maximum age

Notification:  Enable/Dsiable notification on the switch

Static:  static keyword

Switch(config)#  mac-address-table static 00b0.d0cd.8e1d

Vlan 1 interface FastEthernet 0/5

Switch(config)#  exit

Switch#

00:30:01:  %SYS-5-CONFIG I:  Configured by console from console

Switch#  show mac-address-table

MAC Address Table

VLAN

Mac Address

Type

Ports

A11

000d.6562.f240
STATIC 
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0cdd.dddd
STATIC 
CPU

1

00b0.d0cb.8e1c
DYNAMIC
Fa0/3

1

00b0.d0cb.8e75
DYNAMIC
Fa0/2

1

00b0.d0cd.8e1d
STATIC
Fa0/5

Total MAC addresses for this criterion:  7

Switch#  configure terminal

Switch(config)#  no mac-address-table static 00b0.d0cd.8e1d vlan 1

Switch(config)# end

Switch# sh

Switch#  show mac-address-table

MAC Address Table

VLAN

Mac Address

Type

Ports

A11

000d.6562.f240
STATIC 
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0ccc.cccc
STATIC
CPU

A11

0100.0cdd.dddd
STATIC 
CPU

1

00b0.d0cb.8e1c
DYNAMIC
Fa0/3

1

00b0.d0cb.8e75
DYNAMIC
Fa0/2

Total MAC addresses for this criterion:  6

6.2.5 – Configuring PORT security

1 Diagram

Diagram 1, Image

Configuring PORT Security

The diagram depicts the output for the command switchport port-security ?, the screen output Is as follows:

Switch(config-if)#  switchport port-security ?

Aging – Port security and aging commands

Mac-address – secure MAC address

Maximum – max secure address

Violation – security violation mode

<cr>

6.2.6 – Executing Adds, moves and changes…

2 Diagrams 

Diagram 1, Image

Adding a New Switch

The diagram depicts several client PC’s and a mixture of layer 1 and layer 2 devices.  The topology is configured in the following manner, 3 PC’s are directly connected to a hub, this hub is then directly connected to a layer 2 switch.  This switch is connected to another layer 2 switch that has a a server and a single client PC connected to it.  The single client PC is now being moved to the cluster of 3 PC’s first mentioned earlier on in this description.  The steps taken to implement this addition of a switch and movement of the PC to the cluster is as follows:

· Configure the switch name

· Determine and configure the IP address for management purposes

· Configure the default gateway

· Configure administrative access for the console, auxiliary, virtual terminal (VTY) interfaces

· Configure security for the device

· Configure the access switch ports as necessary

Diagram 2, Image

Add, Move and Change MAC Addresses

The diagram depicts several client PC’s and a mixture of layer 1 and layer 2 devices.  The topology is configured in the following manner, 3 PC’s are directly connected to a hub, this hub is then directly connected to a layer 2 switch.  This switch is connected to another layer 2 switch that has a a server and a single client PC connected to it.  The single client PC is now being moved to the cluster of 3 PC’s first mentioned earlier on in this description.  The steps taken to implement this addition of a switch and movement of the PC to the cluster is as follows:

Adding a MAC Address

· Configure port security

· Configure the MAC address

Changing the MAC address

· Remove MAC address restrictions

Moving a MAC address

· Add the address to a new port

· Configure port security on the new switch

· Configure the MAC address to the port allocated for the new user

· Remove the old port configuration
6.2.7 – Managing switch operating system file
1 Diagram 

Diagram 1, Table

Managing Switch Operational configuration file

The diagram depicts the parameters and administrator should use when mamaging the switch operational configuration file, these steps are as follows:

· document and maintain the operational configuration files for networking devices

· backup copies of most recent running-configuration file on a server or disk

6.2.8 – 1900, 2950 password recovery
1 Diagram 

Diagram 1, Table

Ensure Security

The diagram depicts the key issues when ensuring the security on any network device, the guidelines are as follows:

· set the passwords on the console and vty lines

· set an enable password and an enable secret password

6.2.9 – 1900/2950 firmware upgrade
1 Diagram 

Diagram 1, Table

Firmware and IOS Images

The diagram depicts the guidelines set in place for upgrades to there IOS and firmware updates, these are as follows:

· IOS and firmware images are periodically released with bugs fixed, new features introduced and performance improved

· The network can be made more secure, or can operate more efficiently with a newer version of the IOS

SUMMART
The key points of this module are as follows:

· Switches are dedicated, specialized computers, which contain a cenral processing unit(COU), random access memory(RAM, and an operating system

· The front panel of a switch has several lights ti help monitor system activity and performance.  These lights are called Light Emitting Diodes(LED’s).

· Switches have several command modes.  The default mode is USER exec mode.

· When powered up for the first time, a switch has default data in the running configuration file.  The switch has a default name, Switch.  No passwords are set on the console or the virtual terminal lines(VTY).

· Switches learn the MSC addresses of PC’s or workstations that are connected to their switch ports by examining the sourse address of the frames that are received on that port.
