Module 6 – Routing and Routing Protocols
Module overview 
Four Diagrams
Diagram 1, Tabular 

Routing and Routing Protocols
After completing this chapter, students will be able to perform tasks relating to the following:
 - Introduction to Static Routing
 - Dynamic Routing Overview
 - Routing Protocols Overview
Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives

Planning and Designing

•  Select an appropriate routing protocol based on user requirements

Implementation and Operation

•  Configure routing protocols given user requirements
•  Implement a LAN

Technology

•  Evaluate the characteristics of routing protocols
Diagram 3, Tabular

ICND 640-811 Exam

This module will cover the following objectives

Planning and Designing

•  Select an appropriate routing protocol based on user requirements

•  Design or modify a simple LAN using Cisco products

Implementation and Operation

•  Configure routing protocols given user requirements
•  Implement a LAN

Technology

•  Evaluate the characteristics of routing protocols
Diagram 3, Tabular

INTRO 640-821 Exam

This module will cover the following objectives

Planning and Designing

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console

Implementation and Operation

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console

Technology

•  Describe the concepts associated with routing, and the different methods and protocols used to achieve it
Module 6.1 – Introduction to Static Routing
Section 6.1.1: Introduction To Routing
Two Diagrams
Diagram 1, Definitions
Route Types
Static – “Uses a programmed route that a network administrator enters into the router” 

Dynamic – “Uses a route that a routing protocol adjusts automatically for topology or traffic   

                   changes”

Section 6.1.2: Static route Operation

Three Diagrams

Diagram 1, Command/Response

The ‘ip route’ Command

Description – Displays the components of the ‘ip route’ command. 

Command structure – Command, Destination Net, Subnet Mask, Outgoing Interface

Example : “ip route 172.16.1.0 255.255.255.0 s0”

Diagram 2,  Relational

Specifying outgoing Interface

Description – Displays three routers connected in series, ‘Sterling’, ‘Hoboken’, and ‘Waycross’.

Each of these routers are connected to independent networks comprising a switch and two workstations. The emphasis here is that each interface on the routers each have individual addresses.
The Stirling router local network interface is 172.16.1.1/24, and its interface (s0) connecting it to the Hoboken router is 172.16.2.1/24.  
The Hoboken router local network interface is 172.16.3.1/24, and its interface  (s1) connecting it to the Stirling router is 172.16.2.2/24. This router has another interface (s0) connected to the Waycross router with address 172.16.4.1/24.

The Waycross router local network interface is 172.16.5.1/24, and its interface (s1) connecting it to the Hoboken router is 172.16.4.2/24.    
#Note the ‘/24’ is a shorthand method of indicating the subnet mask – 24 indicates a Class ‘C’ address as 24 bits are used for the network portion of the address.

The following ‘ip route ‘ commands have been issued

“Hoboken(config)#ip route 172.16.1.0 255.255.255.0 s1”
“Hoboken(config)#ip route 172.16.5.0 255.255.255.0 s0”

Diagram 3, Relational

Specifying the Next-Hop Address 

Description – this is a repetition of the previous diagram, however the commands issued vary in that they now include a gateway address rather that the interface, as follows.

“Hoboken(config)#ip route 172.16.1.0 255.255.255.0 172.16.2.1”
“Hoboken(config)#ip route 172.16.5.0 255.255.255.0 172.16.4.2”

Section 6.1.3: Configuring Static Routes
Three Diagrams

Diagram 1, Relational

A Simple Three-Router Configuration

Description – A replication of the diagrams in section 6.1.2 (Diagram 2 & 3).

Diagram 2, Relatinal

Use Local Interface as the Gateway

Description – Same diagram as previous, with a bubble text dis[played above the Hoboken router which contains the following text – “ My administrator has told me how to reach networks on the Sterling and Waycross routers”.

The following commands can also be viewed

“Hoboken(config)#ip route 172.16.1.0 255.255.255.0 s1”
#This command points to the Stirling LAN
“Hoboken(config)#ip route 172.16.5.0 255.255.255.0 s0”

#This command points to the Waycross LAN

Diagram 3, Relational

Using a Next-Hop

Description – Previous diagram repeats, Issued commands vary to include the Gateway Address.
The following commands can also be viewed

“Hoboken(config)#ip route 172.16.1.0 255.255.255.0 172.16.2.1”
#This command points to the Stirling LAN
“Hoboken(config)#ip route 172.16.5.0 255.255.255.0 172.16.4.2”

#This command points to the Waycross LAN

Section 6.1.4: Configuring the Default Forward route
Two Diagrams
Diagram 1, Relational
Non-Directly Connected Networks
Description – Same as Diagram in 2 in section 6.1.2. The Waycross router now has a text bubble (“My administrator has told me how to reach all networks not directly connected to me”)
The following command is issued

“Waycross(config)#ip route 0.0.0.0 0.0.0.0 s1”
 # This command points to all non-directly connected networks.

Diagram 2, Relational

Non-Directly Connected Networks

Description – See Diagram 2, section 6.1.2. The variation in this diagram is that the text balloon is above the Sterling router “My administrator has told me how to reach all networks not directly connected to me”

“Sterling(config)#ip route 0.0.0.0 0.0.0.0 s0”
 # This command points to all non-directly connected networks.

Section 6.1.5: Verifying Static route Configuration
Two Diagrams
Diagram 1, Command/Response
The ‘show running-config ‘ Command Outout
Description – The following console response to the command ‘show running-config’ is displayed.

“Router#show running-config
 Building configuration…

 ! 
 Current configuration : 522 bytes

 !

 version 12.2

 service timestamps debug datetime msec 
 service timestamps log datetime msec

 No service password-encryption

 ! 

 hostname Router

 !

 ip subnet-zero

!

interface FastEthernet0/0

  ip address 192.168.1.1 255.255.255.0

  speed auto

!

interface Serial0/0

  ip address 200.200.2.1 255.255.255.0

  clockrate 56000

!

interface Serial1/0

  no ip address

  shutdown

!

ip classless  
ip route 172.16.0.0 255.255.0.0 200.200.2.2

no ip http server

!

line con 0

line aux 0

line vty 0 4

!

No scheduler allocate

end

“

Diagram 2, Command/Response

The ‘show ip route’ Command Output

Description – Displays a console screen containing the following text.

“Router#show ip route
Codes: C-connected, S-Static, I-IGRP, R-RIP,


  M - mobile, B = BGP, D = EIGRP,


  EX - EIGRP external, 0-OSPF,


  IA - OSPF inter area,


  N1 - OSPF NSSA external type 1,

             N2 - OSPF NSSA external type 2,

             E1 OSPF external type 1,


  E2 OSPF external type 2,              

             E - EGP, I – IS-IS, L1 – IS-IS inter area,


  L2 – IS-IS level-2, ia – IS-IS inter area,

*  - candidate default, U – per-user static route,

o – ODR, P – periodic downloaded static route
Gateway of last resort is not set

C
200.200.2.0/24 is directly connected, Serial0/0

S
172.16.0.0/16 [1/0] via 200.200.2.2

C
192.168.1.0/24 is directly connected,

FastEthernet0/0    “

Section 6.1.6: Troubleshooting Static Route COnfiguration

Four Diagrams

Diagram 1, Relational

Non-Directly Connected Networks

Description - Refer to Diagram 1 Section 6.1.4 (Repeated Diagram)

Diagram 2, Command Response

Troubleshooting Static Route Configuration

Description – The following console screenshot is displayed

“Hoboken#show ip route
 Codes: C-connected, S-Static, I-IGRP, R-RIP, M - mobile, B = BGP, 

 D = EIGRP, EX - EIGRP external, 0-OSPF, IA - OSPF inter area,

 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2,

 E1 OSPF external type 1, E2 OSPF external type 2, E - EGP, 

 i – IS-IS, L1 – IS-IS inter area, L2 – IS-IS level-2, ia – IS-IS inter area,

 *  - candidate default, U – per-user static route,

 o – ODR, P – periodic downloaded static route

Gateway of last resort is not set


172.16.0.0/24 is subnetted, 5 subnets
C
172.16.4.0 is directly connected, Serial0
S
172.16.5.0 is directly connected, Serial0
S
172.16.1.0 is directly connected, Serial1
C
172.16.2.0 is directly connected, Serial1
C
172.16.3.0 is directly connected, FastEthernet0

Hoboken#
“
Diagram 3, Command/Response

Troubleshooting Static route Configuration

Description – The following console screenshot is displayed

“Sterling#traceroute 172.16.5.1

Type escape sequence to abort.

Tracing the route to 172.16.5.1

1   172.16.2.2
16 msec
16 msec
16 msec

2   172.16.4.2
32 msec
28 msec
*


3    *


*  

*

*

 
4    *


*  

*

*

5    *


*  

*

*

6    *


*  

*

*


7    *


*  

*

*

8    *


*  

*

*
“
Diagram 4, Command/Response
Troubleshooting the Static Route Configuration

Description - The following console screenshot is displayed

“Hoboken#ping 172.16.5.1
 Type escape sequence to abort.

 Sending 5, 100-byte ICMP Echos to 172.16.5.1, timeout is 2 seconds:

 !!!!!

 Success rate is 100 percent (5/5), round trip min/avg/max = 32/32/32 ms

 Hoboken#ping 172.16.1.1
 Type escape sequence to abort.

 Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

 !!!!!

 Success rate is 100 percent (5/5), round trip min/avg/max = 32/32/32 ms

 Hoboken#   “

Module 6.2 – Dynamic Routing Overview

Section 6.2.1: Introduction To Routing Protocols

Single Diagram

Diagram 1, Relational/Descriptive
Routed Versus Routing Protocols

Description – Contains two images and descriptions. 

The first consists of four networks connected independently to an internet cloud populated by routers. This text accompanies “Routed protocol used between routers to direct user traffic, e.g. IP and IPX.”

The second consists of an internet cloud populated with routers. This text accompanies “Routing protocol used between routers to maintain tables, e.g. RIP and IGRP, OSPF”

Section 6.2.2: Autonomous Systems

Single Diagram
Diagram 1, Relational

Autonomous Systems

Description – Displays six routers inside a cloud, the routers display varying degrees of connections (i.e. some are only connected to one other router, where-as others have multiple connections.)

Section 6.2.3: Purpose of a Routing Protocol and Autonomous System

Single Diagram

Diagram 1, Relational

Dynamic Routing Operations

Description - Displays two routers with a serial link. Displays an overlay of the protocol operations involved. Each routers routing table passes and receives information from their routing protocol. The two routing protocols are shown to pass information back and forth.
Section 6.2.4: Identifying the Classes of Routing Protocols

Single Diagram

Diagram 1, Relational

Classes of Routing Protocols
Description - Displays two individual networks comprising four routers each. The images are used to distinguish the operational difference between Link-State and Distance-Vector routing protocols. In the Link-State network the routers are connected in a diamond formation, the indicated LSA's (Link State Advertisements) sent are used to construct a routing table. The Distance-Vector network has a similar connections however the routing table updates sent are used to accumulate distance vectors.
Section 6.2.5:Distance Vector Routing Protocol Features

Four Diagrams

Diagram 1, Relational

Distance Vector Concepts
Description – Displays the four router diamond formation network mentioned in the previous section. In addition the four routers are shown to send copies of their routing tables to the routers immediately adjoining.
Text - "Pass periodic copies of a routing table to neighbour routers and accumulate distance vectors"

Diagram 2, Relational

Distance Vector Network Discovery

Description – Displays three routers, A, B, and C. Serial links are shown between routers A and B, and also between routers B and C. Each connection has been assigned a label, the link to the outside Ethernet from router A is labelled 'W', the link between router A and B is labelled 'X', likewise from router B to C labelled 'Y', and lastly the Ethernet link from router C is labelled 'Z'. The three routers tables are displayed (Symbolically). 

# In the following table contents a 'L' will indicate Left, and 'R' Right.

The table for router 'A' contains distances and directions to W,X,Y,and Z (0L,0R,1R, and 2R respectively)  

The table for router 'B' contains distances and directions to W,X,Y,and Z (0L,0R,1R, and 1L respectively)  

The table for router 'C' contains distances and directions to W,X,Y,and Z (0L,0R,1L, and 2L respectively)  

Diagram 3, Relational

Distance Vector Topology Changes

Description – Displays two routers -  A and B. Topology changes have occurred, these changes cause a routing table up date in router A. Router A processes the update and then passes the updated routing table to router B (Which itself will update and forward if possible). 
Diagram 4, Descriptive

Routing Metric Components

Description – Four components of the routing metric are given - 'Internetwork Delay', 'Bandwidth', 'Reliability', and 'Load.
Section 6.2.6: Link-State routing Protocol Features

Four Diagrams
Diagram 1, Relational

Link-State Concepts

Description –  Displays the four router, diamond configuration network from section 6.2.4.
Text - Routers send LSA's to their neighbours. The LSA's are used to build a topological database. The SPF algorithm is used to calculate the shortest path first tree in which the root is the individual router. A routing table is then created.

Diagram 2, Relational

Link-State Network Discovery

Description – Displays the three router serial network discussed in diagram 2 (Section 6.2.5). Links which are not neighbouring can be seen to have been dropped from the routing table, in their place is the SPF (Shortest Path First) tree constructions.
Text - "Each router has its own topological database on which the SPF algorithm is run"

Diagram 3, Descriptive

Link-State Topology Changes

Description - Displays three independent (Non-Neighbouring) routers, a change in the network topology creates/causes a Link-State update to be processed on each of the three routers. 
Diagram 4, Relational/Descriptive

Link-State Concerns

Description - Displays a local router and an internet cloud comprising multiple routers. Multiple LSA's are seen to be received by the local router from the cloud.

Text - "Processing and memory requirements are increased for link-state routing"

        - "Bandwidth is consumed during the initial Link-State flooding of LSA's"
Module 6.3 – Routing Protocols Overview

Section 6.3.1: Path Determination 

Five Diagrams

Diagram 1, Relational

Network Layer: Path Determination

Description – Displays two separate local networks on either side of a multiple router internet cloud. The separate networks are trying to communicate.
Text - "Layer 3 functions to find the best path through the internetwork"

Diagram 2, Informative

IP Routing Table

Description – Displays workstation connected to a local router, this router is serially linked to a remote router.
Audio – An IP routing table consists of destination network addresses and next hop pairs. A sample entry might indicate that to get to network 172.31.0.0 the packet should be sent out interface S0. IP routing specifies that IP datagrams travel through internetworks one hop at a time. At each stop, the next destination is calculated by matching the destination network address in the datagram with an outgoing interface. If no match is found, then the datagram is sent to the default router.  

Animation – A table is displayed matching Destination networks with a next hop interface.
172.16.0.0 matches S0

172.18.0.0 matches  -- 

192.168.24.0 matches S0

Default Router matches S1.

A message is sent by the workstation to address 172.31.23.12, The message is passed on by the S1 interface on the remote router as there is not match for this network in the routing table.

Diagram 3, Relational

Network Layer: Communicate Path Information

Description – See diagram description 6.3.1 Diagram 1. The displayed image varies in that each if the interconnections between routers within the internet cloud have been labelled 1 through 11. 
Text - "Addresses represent the path of media connections"

Diagram 4, Informative

IP Routing Table

Description – Displays a workstation('XYZ') connected to two routers (C and D). Each of these two routers are connected to router A (router C directly and router D via router B).   

Text – "One function of a router is to determine which path to use when forwarding a given frame. A frame is received on a router interface. The data link layer frame is removed and discarded and the network layer frame is sent to the appropriate network layer process. There the network protocol header is examined to determine the destination of the packet. The network layer process then refers to the routing table. The table indicates which interface connects to the most appropriate next hop towards the destination. The packet is then passed back to the data-link layer, where it is encapsulated in a new frame and is queued for delivery  to the appropriate interface. Finally, the frame is placed on the network and proceeds to the next hop router where the process is repeated." 
Animation – The process described above is indicated shown to occur (at the router nodes) as a message passes from router A to router C and then to the destination 'XYZ'.
Diagram 5, Tabular/Relational
Routing With Network Addressing

Description - Displays a router with three network connections, 1,2, and 3. The three router interfaces are addressed as 1.1, 2.1, and 3.1, likewise the destination networks 1.0, 2.0 and 3.0 are indicated on the respective connections.
A table matching the Destination Network and Router Port

1.0 matches 1.1

2.0 matches 2.1

3.0 matches 3.1

# Network portion of address used to make path selections

# Node portion of address refers to router port to the path.

Section 6.3.2: Routing Configuration 

Four Diagrams
Diagram 1, Relational/Descriptive

IP Routing Configuration Tasks

Description – Displays a single router with two local network interfaces and a single serial network connection. The two local networks are addressed as 172.16.0.0 and 172.30.0.0, The serial network has the address 160.89.0.0. The local networks use RIP, whereas the serial network connection uses IGRP.
Diagram 2, Commands/Definition/Use

Using the ‘router’ and ‘network’ Commands

Description – Matches commands and their description
"Router(config)#router protocol {options"}

Defines a routing protocol
"Router(config-router)#network network-number

The network subcommand is a mandatory configuration command for each routing process.
Diagram 3, Tabular

The ‘router’ Command

Description – Matches router commands with their descriptions
'protocol' - Description IGRP, EIGRP, OSPF, or RIP

'options' - Description IGRP and EIGRP require an autonomous number. OSPF requires a process ID, RIP does not require either.
Diagram 4, Tabular

The ‘network’ Command

Description – matches a router command with its descriptions
'network number' - specifies a directly connected network

Section 6.3.3: Routing Protocols

Single Diagram 
Diagram 1, Relational

IP Routing Protocols

Description – Displays two autonomous networks, within each network the following protocols are utilised for routing - RIP, IGRP, OSPF, and EIGRP (Also termed 'Interior' routing proocols). The two networks are connected through further routers, these interconnecting routers use BGP for routing and are termed 'Exterior' routing protocols. 
Section 6.3.4: IGP Verses EGP

Two Diagrams 
Diagram 1, Relational

Interior/Exterior Routing Protocols

Description – See previous diagram (section 6.3.3)
Diagram 2, Relational

Autonomous Systems

Description - Displays multiple interconnected routers within a cloud. They are all under a common administration (termed 'Autonomous').
Summary
Single Diagram

Diagram 1, Tabular
Summary
Description - Important points listing
- Routing is the process that a router uses to forward packets toward the destination network

 - A routing protocol is the communication used between routers

 - A routing protocol allows one router to share information with other routers regarding the networks it knows about as well as its proximity.

 - The routing algorithms can be classified as one of two categories, distance-vector or link-state.

 - A autonomous system (AS) is a collection of networks under a common administration sharing a common routing strategy. 
