Module 5 – Managing Cisco IOS Software
Module overview

Four Diagrams
Diagram 1, Tabular 

Upon Completion of this module, the student will be able to perform tasks relating to the following:

 - Router Boot Sequence and Verification
 - Managing the Cisco Filing System
Diagram 2, Tabular

CCNA 640-801 Exam

Planning and Design

•  Design a simple LAN using Cisco technology

•  Design a simple internetwork using Cisco technology

Implementation and Operation

• Implement a LAN

Troubleshooting

•  Perform simple LAN troubleshooting
• Troubleshoot a device as part of a working network

Diagram 3, Tabular

ICND 640-811 Exam

Planning and Design

•  Design or modify a simple LAN using Cisco products
Implementation and Operation

• Implement a LAN

Troubleshooting

•  Perform LAN and VLAN troubleshooting
• Troubleshoot a device as part of a working network

Diagram 4, Tabular

INTRO 640-821 Exam

Design and Support

•  Use a subset of Cisco IOS commands to analyze and report network problems

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect   

    connectivity to remote devices from the router console.
Implementation and Operation

•  Manipulate system image and device configuration files

•  Perform an initial configuration on a router and save the resultant configuration file
•  Use commands incorporated within IOS to analyze and report network problems

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect   

    connectivity to remote devices from the router console

•  Establish communication between a terminal device and the router IOS, and use IOS for system   

    analysis

Technology

•  Identify and describe the stages of the router boot-up sequence

•  Describe how the configuration register and boot system commands modify the router bootup   

    sequence

•  Describe the purpose and fundamental operation of the internetwork operating system (IOS)

Module 5.1: Router Boot Sequence and Verification
Section 5.1.1: Stages of the Power On-Boot Sequence
Single Diagram

Diagram 1, Tabular

Router Startup Sequence
Description - Displays three distinct stages.

Stage 1: The Bootstrap - Function: ROM
               Uses ROM

Stage 2: The Cisco Internetwork Operating System - Function: Locate and Load OS. 
               Uses Flash, TFTP Server, ROM
Stage 3: The Configuration File - Function: Locate and load configuration file (or enter 'setup' mode)


    Uses NVRAM, TFTP Server, Console

Section 5.1.2: How a Cisco Device Locates and Loads IOS
Single Diagram

Diagram 1, Sequence
Locating IOS Software

Description - Displays the sequence of events in locating an IOS

1 - 'Configuration Registers Saved in NVRAM, the different settings of the configuration register allow modification of the fundamental IOS software'

2 - (Screen text) 'Router#configure terminal



      Router(config)#boot system flash IOS_filename



      Router(config)#boot system tftp IOS_filename IOS_address



      Router(config)#boot system ROM



      [Ctrl-Z]



      Router#copy running-config startup-config   '

3 - 'Boot system commands not found in NVRAM'

4 - 'Get default Cisco IOS software from Flash'

5 - 'Flash memory empty'

6 - 'Get default Cisco IOS from TFTP Server'

7 - 'TFTP server unavailable'

8 - 'Get limited Cisco IOS software from ROM'

Section 5.1.3: Implementation, Monitoring and Maintenance of CDP
Three Diagrams
Diagram 1, Command/Response
Boot IOS from Flash Memory

' Router#configure terminal'

  Router(config)#boot system flash gsnew-image

  [Ctrl-Z]
  Router#copy running-config startup-config  '

Diagram 2, Command/Response

Boot IOS from TFTP Server

' Router#configure terminal'

  Router(config)#boot system tftp IOS_image 172.16.13.111
  [Ctrl-Z]
  Router#copy running-config startup-config  '

Diagram 3, Command/Response

Boot IOS from ROM

' Router#configure terminal'

  Router(config)#boot system rom
  [Ctrl-Z]
  Router#copy running-config startup-config  '

Section 5.1.4: Configuration Register
Two Diagrams
Diagram 1, Command/Response
Retrieving the Value of the Configuration Register

Description -  Displays the response to the 'show version' command.
The Configuration register gives a value of '0x2142'.

Diagram 2, Tabular

Configuration Register Values

Matches the Configuration Register Value with its description
Value '0xnnn0', Description: System enters ROM monitor mode and waits for user intervention.  

                                              Use the 'b' or 'boot' commanf to boot the system.

Value '0xnnn1', Description: Boots the first image in the Flash. However, on older platforms, it 

                                              would boot a limited IOS located in ROM. 

Value ' 0xnnn2' to  '0xnnnf', Description: Examine NVRAM for 'boot system' commands. If there 

                                             are none, it attempts to boot the first image in Flash memory. 

Section 5.1.5: Troubleshooting IOS Boot Failure
Single Diagram

Diagram 1, Command/Response
Identifying Boot Image Source
Description - Displays the response to the 'show version command'.

                     Highlighted text within the response is indicated ' (C2500-JS-L), Version 12.1(5),      

                     RELEASE SOFTWARE (fcl)' 
Module 5.2: Managing the Cisco File System
Section 5.1.6: IOS File System Overview 
Three Diagrams

Diagram 1, Tabular
Software Components in Memory

Description - Matches memory types with common contents

RAM - Contains the 'Running Configuration'


NVRAM - Contains the 'Startup Configuration'


Flash - Contains the 'IOS Image'

Diagram 2, Tabular

A Common Set of Prefixes 

Description - Matches Prefixes with their descriptions

Prefix: 'bootflash', Description: 'Bootflash memory'

Prefix: 'flash', Description: 'Flash memory. This prefix is available on all platforms. For platforms 

                      that do not have a device named flash, the prefix flash is aliased to 'slot0'. 

                      Therefore, the prefix flash: can be used to refer to the main flash memory storage 

                      areas on all platforms'

Prefix: 'flh', Description: 'Flash load helper log files'

Prefix: 'ftp', Description: 'File Transfer Protocol (FTP) network server'

Prefix: 'nvram', Description: 'NVRAM'

Prefix: 'rcp', Description: 'Remote Copy Protocol (rcp) network server'

Prefix: 'Slot0', Description: 'First Personal Computer Memory Card International Association 

                       (PMCCIA) flash memory card'

Prefix: 'Slot1', Description: 'Second PCMCIA flash memory card'

Prefix: 'system', Description: 'Contains the system memory, including the running configuration'

Prefix: 'Tftp', Description: 'TFTP network server'

Diagram 3, Tabular
Pre IOS Version 12.0 and IOS Version 12.x Commands

Description - Matches commands between pre IOS Version 12.0 and 12.x

Pre IOS Version 12.0

Commands  'configure network (pre-Cisco IOS Release 10.3)

                     copy rcp running-config

                     copy tftp running-config  '

IOS Version 12.x

Commands 'copy ftp: system:running-config

                    copy rcp: system:running-config

                    copy tftp: system:running-config  '

Pre IOS Version 12.0

Commands  'configure overwrite-network (pre-Cisco IOS Release 10.3)

                     copy rcp startup-config

                     copy tftp startup-config  '

IOS Version 12.x

Commands 'copy ftp: nvram:startup-config

                    copy rcp: nvram:startup-config

                    copy tftp: nvram:startup-config  '

Pre IOS Version 12.0

Commands  'show configuration (pre-Cisco IOS Release 10.3)

                     show startup-config '

IOS Version 12.x

Commands 'more nvram;startup-config '

Pre IOS Version 12.0

Commands  'write erase (pre-Cisco IOS Release 10.3)

                     erase startup-config '

IOS Version 12.x

Commands 'erase nvram '

Pre IOS Version 12.0

Commands  'write memory (pre-Cisco IOS Release 10.3)

                     copy running-config startup-config'
IOS Version 12.x

Commands 'copy system:running-config ftp:
                    copy system:running-config rcp:
                    copy system:running-config tftp:   '

Pre IOS Version 12.0

Commands  'write network (pre-Cisco IOS Release 10.3)

                     copy running-config rcp

                     copy running-config tftp   '

IOS Version 12.x

Commands 'copy system:running-config ftp:

                    copy system:running-config rcp:

                    copy system:running-config tftp:   '

Pre IOS Version 12.0

Commands  'write terminal (pre-Cisco IOS Release 10.3)

                     show running-config'

IOS Version 12.x

Commands 'more system:running-config '

Section 5.2.2: The IOS Naming Convention
Single Diagram

Diagram 1, Descriptive
Fields in the IOS Name
Description - The IOS name 'c2600-js-l_121-3.bin' is given. 

The leftmost component indicated the platform (The 'c2600' portion)
The next component indicated is the feature set (The 'js' portion)

The next component indicated is the file format (The 'l' portion)

The next component indicated is the version number (The '121-3' portion) #indicates Version12.13

The next component '.bin' portion is not described

section 5.2.3: Managing Configuration file using TFTP
Two Diagrams
Diagram 1, Command/Response
The 'copy running-config tftp' command
Description - The following screen output is displayed

" GAD#copy running-config tftp

  Address or name of remote host

  []?192.168.119.20

  Destination filename [GAD-config]?

  !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

  624 bytes copied in 7.05 secs

  GAD#   "
Diagram 2, Command/Response
The 'copy tftp running-config' command
Description - The following screen output is displayed

" GAD#copy tftp running-config 

  Address or name of remote host  []?

  192.168.119.20

  Source filename []?GAD-config

  Destination filename [running-config]?

  Accessing tftp://192.168.119.20

  (via) FastEthernet 0/0):

  !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

  624 bytes copied in 9.45 secs

  GAD#   "

Section 5.2.4: Managing Configuration Files Using Copy and Paste
Two Diagrams,
Diagram 1, Screenshot
Managing Configuration Files
Description - Displays a single open window ('dsh-Hyperterminal'). The 'Transfer' dropbox/menu is selected and the 'Capture Text' and 'Stop' options are highlighted.

Diagram 2, Screenshot

Managing Configuration Files

Description - Displays an open window ('dsh-Hyperterminal'). The following text is displayed:

" GAD#configure terminal

  Enter configuration commands, one per line.End with CNTL/Z.

  GAD(config)#

  GAD(config)#service timestamps debug uptime

  GAD(config)#service timestamps log uptime

  GAD(config)#no service password-encryption

  GAD(config)#!

  GAD(config)#hostname GAD

  . . . . .

  GAD(config-line)#line aux0

  GAD(config-line)#line vty 0 4

  GAD(config-line)#password cisco

  GAD(config-line)#login

  GAD(config-line)#!

  GAD(config-line)#end

  GAD#copy running-config startup-config   "

Section 5.2.5: Managing IOS images Using TFTP
Single Diagram

Diagram 1, Command/Response
Managing IOS Images Using TFTP

Description - The following console text is displayed:

" GAD#copy tftp flash
  Address or name of remote host  []? 192.168.119.20

  Source filename []? C2600-js-l_121-3.bin]

  Destination filename [C2600-js-l_121-3.bin]?

  Accessing tftp://192.168.119.20/ C2600-js-l_121-3.bin

  Erase flash: before copying? [confirm]

  Erasing the flash file system will remove all files

  Continue? [confirm]

  Erasing device eeeeeeee…eeeeee…erased

  Loading C2600-js-l_121-3.bin from 192.168.119.20 (via

  FastEthernet 0/0): !!!!!!!!!...!!!!!!!!!!!!!!!!!

  Verifying Check sum  …………………..OK

  [OK-8906589 bytes]

  8906589 bytes copied in277.45 secs

  GAD#    "

Section 5.2.6: Managing the IOS Images using Xmodem
Three Diagrams
Diagram 1, Command/Response
The 'confreg' Command
Description - The following console text is displayed:

" romon 1>confreg

  Configuration Summary

  …<output omitted>…

  console baud: 9600

  boot: the ROM Monitor

  do you wish to change the configuration? y/n [n]: y

  enable "diagnostic mode"? y/n [n]:

  …<output omitted>…

  enable "ignore system config info"? y/n [n]: y

  change console baud rate? y/n [n]:y

  enter rate: 0=9600, 1=4800, 2=1200, 3=2400

  4=19200, 5=38400, 6=57600, 7=115200 [0]: 7

  change the boot characteristics? y/n [n] :

  configuration Summary

  enabled are:

  break/abort has effect

  console baud 115200

  boot: the ROM Monitor
 do you wish to change the configuration? y/n [n] :
 You must reset or power cycle for new config to take effect.  "

Diagram 2, Command/Response 
The 'xmodem -c c2600-is-mz.122.10a.bin' Command
Description - The following console text is displayed:

" rommon 1 >
  rommon 1 >xmodem -?
  Xmodem: illegal option  -- ?

  usage: xmodem [-cyrx] <destination filename>



-c CRC-16



-y ymodem-batch protocol



-r copy image to dram for launch



-x do not launch on download completion

  rommon 2 > xmodem -c c2600-is-mz.122.10a.bin
  Do not start the sending program yet ...

  Warning: All existing data in bootflash will be lost!

  Invoke this application only for disaster recovery.

  Do you wish to continue? y/n [n]: y

  Ready to receive file c2600-is-mz.122.10a.bin …   "




Diagram 3, Screenshot

Send File Popup Window

Description - Two open windows are displayed - '11520-Hyperterminal' and 'Xmodem files send for 115220'. The transfer details are displayed in the 'Xmodem' window.

Section 5.2.7: Environment Variables
Two Diagrams
Diagram 1, Command/Response
The 'set' Command

Description - The following console text is displayed 
" rommon 10 >set
  IP_ADDRESS=10.0.0.1

  IP_SUBNET_MASK=255.255.255.0

  DEFAULT_GATEWAY=10.0.0.254

  TFTP_SERVER=192.168.1.1

  TFTP_FILE=GAD/original_2003_Jan_22/c2600-i-mz.121-5  "
Diagram 2, Command/Response

The 'tftpdnld' Command

Description - The following console text is displayed

" rommon 12 >tftpdnld


IP_ADDRESS: 10.0.0.1



IP_SUBNETMASK: 255.255.255.0



DEFAULT_GATEWAY: 10.0.0.254



TFTP_SERVER: 192.168.1.1



TFTP_FILE: GAD/original_2003_Jan_22/c2600-i-mz.121-5

  Invoke this command for disaster recovery only.

  Warning: all existing data in all partitions on flash will be lost!

  Do you wish to continue? y/n [n] : y

  Receiving GAD/orininal_2003__Jan_22/c2600-i-mz.121-5 from 192.168.1.1!!!!!.!!!!!!!!!!.!!

  File reception completed.

  Copying file GAD/original_2003_Jan_22/c2600-i-mz.121-5 to flash

  Erasing flah at 0x607c0000

  Program flash location 0x60440000

  Rommon 13>   " 

Section 5.2.7: File System Verification

Two Diagrams

Diagram 1, Command/Response

The 'show version' Command

Description - The following console text is displayed 

" BHM#show version
  Cisco Internetwork Operating System Software

  IOS ™ 1700 Software (C1700-BNSY-L), Version 12.2(11)P, RELEASE SOFTWARE (fcl)

  …<output omitted>…

  System image file is "flash:c1700-bnsy-1.122-11.p", booted via flash

  cisco 171 (68360) processor (revision C) with 3585K/512K bytes of memory. 
  Processor board ID 12014633, with hardware revision 00000000
  Bridging software.

  X.25 software, Version 2.0, NET2, BFE, and GOSIP compliant.

  1 Ethernet/IEEE 802.3 interface(s)

  2 serial (sync/async) network interface (s)

  System/IO memory with parity disabled

  2048K bytes of DRAM onboard 2048K DRAM on SIMM

  System running from flash

  8K bytes of non-volatile configuration memory.

  6144Kbytes of processor board PCMCIA flash (Read ONLY)

  Configuration register is 0x2102

BMH#      "

Diagram 2, Command/Response

The 'show flash' Command

Description - The following console text is displayed 

" BMH#show flash
  PCMCIA flash directory:

  File

Length
Name/status

  1

6007232
c1700-bnsy-1.212-11.p

  [6007296 bytes used, 284160 available, 6291456 total]

  6144K bytes of processor board PCMCIA flash (Read ONLY)

  BHM# 
"       
Summary
Single Diagram

Diagram 1, Tabular
 - There are three router startup routines:

    
- Test the router hardware


- Find and load the Cisco IOS Software


- Find and apply configuration statements

 -  The IOS is stored in flash memory

 -   The configuration file is stored in NVRAM to be used as a configuration during startup 

