Module 4 – Configuring a Router
Module overview

Four Diagrams
Diagram 1, Tabular 

Upon Completion of this module, the student will be able to perform tasks relating to the following:

 - Discovering and Connecting to Neighbours
 - Getting Information about Remote Devices
Diagram 2, Tabular

CCNA 640-801 Exam

Troubleshooting

•  Perform simple LAN troubleshooting
•  Troubleshoot IP addressing and host configuration
•  Troubleshoot a device as part of a working network
Diagram 3, Tabular

ICND 640-811 Exam

Troubleshooting

•  Perform LAN and VLAN troubleshooting
•  Troubleshoot IP addressing and host configuration
•  Troubleshoot a device as part of a working network

Diagram 4, Tabular

INTRO 640-821 Exam

Design and Support

•  Use a subset of Cisco IOS commands to analyze and report network problems

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect   

    connectivity to remote devices from the router console
Implementation and Operation

•  Establish communication between a terminal device and the router IOS, and   

   use IOS for system analysis.
•  Use commands incorporated within IOS to analyze and report network problems.

•  Use embedded data-link layer functionality to perform network neighbor discovery and analysis   

   from the router.

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect 
   connectivity to remote devices from the router console.
Module 4.1: Discovering and Connecting to Neighbours
Section 4.1.1: Introduction to CDP
Single Diagram

Diagram 1, Tabular

CDP
Description - Lists the Upper Layer Entry Addresses (TCP/IP, Novell IPX, AppleTalk, Others) then shows the 'Cisco Proprietary Data-Link Protocol' (CDP) , and thirdly Media Support  'SNAP' (LANs, Frame Relay, ATM, Others). The CDP sits between the upper layer entry addresses and the media support SNAP.
Text - CDP discovers and shows information about directly connected Cisco Devices

Section 4.1.2: Information Obtained with CDP
Two Diagrams
Diagram 1, Relational
Description - Displays an operator on a router console. The router is connected to an IP/IPX Token Ring network and to two other routers (One router uses Router IP AppleTalk, the second Router IP CLNS).
Text - Single command summarises protocols and addresses on target (for example, neighbouring Cisco router)

Diagram 2, Command/Response

The 'show cdp neighbors' command displays the following information about the neighbouring devices - DeviceID, Local, Holdtime, Capability, Platform, and Port ID. In the situation in Diagram 1, there are two directly connected Cisco routers. - The following Txt is displayed.

"DeviceID 
Local 
Interfce  Holdtme Capablty Platform Port ID

 Rt3

Ser0/1    
   152
       R

2500       Ser1



 Rt1

Ser0/0              121         R            2620       Ser0/0  "
Section 4.1.3: Implementation, Monitoring and Maintenance of CDP
Six Diagrams
Diagram 1, Tabular
CDP Command

Description - Matches the Command, Mode, and Purpose
Command: 'cdp run'

Mode: Glogal configuration mode

Purpose: Enables CDP globally on the router
Command: 'cdp enable'

Mode: Interface configuration mode

Purpose: Enables CDP on an Interface
Command: 'clear cdp counters'

Mode: Privileged EXEC mode 

Purpose: Resets the Traffic Counters to Zero
Command: 'show cdp '

Mode: User or Privileged EXEC modes

Purpose: Displays the interval between transmissions of CDP advertisements, the number of seconds the CDP advertisement is valid for a given port, and the version of the advertisement 

Command: 'show cdp entry {*  | device-name [*] [protocol | version]} '
Mode: User or Privileged EXEC modes

Purpose: Displays information about a specific neighbour. Display can be limited to protocol or version information.

Command: 'show cdp interface [type number]'

Mode: User or Privileged EXEC modes

Purpose: Displays information about interfaces on which CDP is enabled.

Command: 'show cdp'

Mode: Privileged EXEC mode

Purpose: Displays the type of device that has been discovered, the name of the device, the number and type of the local interface (Port), the number of seconds the CDP advertisement is valid for the port, the device type, the device product number, and the port ID. Issuing the 'detail ' keyword displays information on the native VLAN ID, the Duplex mode, and the VTP domain name associated with neighbour devices.
Diagram 2, Command/Response
The 'clear cdp counters' Command

The following text is displayed

"Rtl#show cdp traffic

 CDP counters:


Total packets output: 6, Input: 6


Hdrsyntax: 0, Chksum error: 0, Encaps failed: 0


No memory: 0, Invalid packet: 0, Fragmented: 0


CDP version1 advertisements output: 0, Input: 0
           CDP version2 advertisements output: 6, Input: 6

  Rt1#clear cdp packets 
  Rt1#show traffic counters
  CDP counters:

 
Total packets output: 6, Input: 6

 
Hdrsyntax: 0, Chksum error: 0, Encaps failed: 0


No memory: 0, Invalid packet: 0, Fragmented: 0


CDP version1 advertisements output: 0, Input: 0
           CDP version2 advertisements output: 0, Input: 0

 Rt1#   "

Diagram 3, Command/Response

The 'show cdp' Command

The following text is displayed

" CDP Version 1

  Rt3#show cdp

  Global CDP information:


Sending CDP packets every 60 seconds


Sending a holdtime value of 180 seconds

  Rt3#

  CDP Version 2

  Rt1#show cdp

  Global CDP information:


Sending CDP packets every 60 seconds


Sending a holdtime value of 180 seconds


Sending CDPv2 advertisements is enabled

 Rt1#   "

Diagram 4, Command/Response

The 'show cdp entry' Command

The following text is displayed

" Rt1#show cdp entry Rt2
  ----------------------------------

  Device ID: Rt2

  Entry address(es):

  IP address: 192.168.2.2

  Platform: cisco 2621, Capabilities: Routrt

  Interface: Serial0/0, PortID(outgoing pot) : Serial0/0

  Holdtime: 139 sec

  Version:

  Cisco Internetwork Operating System Software

  IOS ™ C2600 Software (C2600-DO3S-M), Version 12.0 (5) TI,

  RELEASE

  SOFTWARE(fcl)

  Copyright(c) 1986-1999 br cisco System, Inc.

  Compiled Tue 17-Aug-99 13:18 bycmong

  Advertisement Version: 2

  Rt1#   "



Diagram 5, Command/Response

The 'show cdp interface' Command

The following text is displayed
" Rt1# show cdp interface serial0/0

  Serial0/0 is up, line protocol is up


Encapsulation HDLC


Sending CDP packets every 60 seconds


Holdtime is 180 seconds

  Rt1#show cdp interface fastethernet0/0

  Fastethernet0/0 is up, line protocol is up


Encapsulation ARPA


Sending CDP packets every 60 seconds


Holdtime is 180 seconds

  Rt1#   "

Diagram 6, Command/Response

The 'show cdp neighbors' Command

The following text is displayed

"Rt2#show cdp neighbours

 Compatability Codes: R-Router, T-TransBridge, B-Source

 Route bridge, S-Switch, H-Host, I-IGMP, r-Repeater

 DeviceID 
Local 
Interfce  Holdtme Capablty Platform Port ID

 Rt3

Ser0/1    
   152
       R

2500       Ser1



 Rt1

Ser0/0              121         R            2620       Ser0/0  

 Rt2#     "
Section 4.1.4: Cteating a network map of the environment
Single Diagram

Diagram 1, Command/Response
Description -  Refer to Section 4.1.3 Diagram 6 (Repeated Diagram). 
Section 4.1.5: Disabling CDP
Single Diagram

Diagram 1, Command/Response
Disabling CDP
Description - Thefollowing text is displayed:-
" Rt1#show cdp

Global CDP information


Sending CDP packets every 60 seconds


Sending a hodtime value of 180 seconds


Sending CDPv2 advertisements is enables

Rt1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Rt1(config)#no cdp run
Rt1(config)#^Z
Rt1#show cdp

%CDP is not enabled

Rt1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z

Rt1(config)#cdp run
Rt1(config)#^Z     "

Section 4.1.6: Troubleshooting CDP 
Two Diagrams

Diagram 1, Tabular
Description - Matches Commands with their Descriptions
Command: 'clear cdp table'

Description: Deletes the CDP table of information about neighbours 

Command: 'clear cdp counters'

Description: Resets the traffic counters to zero

Command: 'show cdp traffic'

Description: Displays CDP couters, including the number of packets sent and received and checksum errors.

Command: 'show debugging'

Description: Determines which types of debugging are enables

Command: 'debug cdp adjacency'

Description: CDP neighbour information

Command: 'debug cdp events'

Description: CDP events

Command: 'debug cdp ip'

Description: CDP IP information

Command: 'debug cdp packets'

Description: CDP packet-related information

Command: 'cdp timer'

Description: Specifies how often the Ciso IOS software sends CDP updates

Command: 'cdp holdtime'

Description: Specifies the hold time to be sent in the CDP update packet

Command: 'show cdp'

Description: Displays global CDP information, including timer and hold-time information. 

Diagram 2, Command.Response
The 'show cdp traffic' Command

Description - The following text is displayed
" Rt2#show cdp traffic

  CDP counters:


Total packets output: 526, Input: 323


Hdrsyntax: 0, Chksum error: 0, Encaps failed: 0


No memory: 0, Invalid packet: 0, Fragmented: 0


CDP version1 advertisements output: 168, Input: 153
           CDP version2 advertisements output: 358, Input: 170  "

Module 4.2: Discovering and Connecting to Neighbours
Section 4.2.1: Telnet
Single Diagram

Diagram 1, Relational
Telnet Operates at the Application Layer
Description - Displays the OSI model and relates commands to layers

'telnet' - Application Layer 

'ping' - Network Layer
'trace' -Network layer

'show ip route' - Network Layer

'show interface' - Physical, Data-link, and Network Layers

section 4.2.2: Establishing and Verifying a Telnet connection
Two Diagrams
Diagram 1, Relational
Telnet Operations
Description - Displays a console connected to the Denver router. Two other routers are displayed - Paris and Tokyo. Only the Paris router has an IP address shown (131.108.100.152).
The commands to initiate and exit a telnet session are indicated

To initiate a session

"Denver>telnet Paris "

To Exit a session

"Paris>exit "

Diagram 2, Relational
Testing the Application Layer

Description - A console is connected to the York router, this router is connected throught the internet cloud to the Paris router. Telnet (Application layer) accomplishes this.
Section 4.2.3: Disconnecting and Suspending Telnet Sessions
Single Diagram

Diagram 1, Command/Response - Relational
Telnet Operations

Description - Displays a console connected to the Denver router, two other routers are shown through a cloud, Paris and Tokyo, only the Paris router has a specified address (131.108.100.152)

The following 'How To' are indicated

Initiate a session

" Denver>telnet Paris "

End a Session

" Paris>exit " 

Suspend a session
" Paris><Ctrl><Shift><6><x>

  Denver>  "

Resume a session

" Denver><Enter> "

Disconnect a session

" Denver>disconnect Paris "

Display sessions

" Denver#show sessions
  Conn

Host
Address

Idle
Conn Name
  1

Paris
131.108.100.152 
0
Paris

  2

Tokyo
126.102.57.63
0
Tokyo  "

Section 4.2.4: Advanced telnet Operation
Two Diagrams
Diagram 1, Tabluar
Telnet Commands
Description - Matches Commands and their Purpose

Command 'Ctrl-Shift-6 then x' 

Purpose: Suspends the current connection and returns to the EXEC prompt

Command ' Resume'

Purpose: Resumes the specific Telnet session that was previously created. The resume command requires a connection ID to specify which session to resume.
Diagram 2, Command/Response

Telnet Operations

" Denver>telnet Paris
  Trying Paris (131.108.100.152)…Open

  User Access Verification

  Password:  xxxxx

  Paris>      (User perssed Ctrl-Shift-6, then x)

  Denver>telnet Tokyo 
  Trying Tokyo (127.102.57.63)…Open

  User Access Verification

  Password:  xxxxx

  Tokyo>    (User perssed Ctrl-Shift-6, then x)
  Denver>show sessions

  Conn

Host
Address
Idle
Conn Name

  1

131.108.100.152
0
Paris

  2 

127.102.57.63
0
Tokyo   "

Section 4.2.5: Alternative Connectivity Tests
Three Diagrams
Diagram 1, Relational/Command/Response
Testing with the 'ping' Command

Description - Displays two routers communication through a cloud using the 'Echo Request' and 'Echo Reply'. The following screen output is displayed

" Router>ping 172.16.1.5
  Type escape sequence to abort.
  Sending 5, 100 byte ICMP Echos to 172.16.1.5,

  Timeout is 2 seconds:

  !!!!!

  Success rate is 100 percent,

  Round-trip min/avg/max = 1/3/4 ms

  Router>      "

Diagram 2, Relational
Testing with the 'ping' Command

Description - Displays two networks both with two workstations. The networks are interconnected by two routers (one for each network). 

Audio - "To test the reachability of a device across an inter-network, a TCP/IP host can send an ICMP echo request. An ICMP echo request is generated by the 'ping' command."
Animation - A workstation on network A sends an 'echo request' the ICMP message travels through the routers to network B. The workstation in network B with the matching address respond with aa 'echo reply' (This travels back to the initiating workstation on network A).
Diagram 3, Relational/Command/Response
Testing with the 'traceroute' Command

Description - Displays four routers in an internet cloud, they are called 'York', 'London', 'Paris', and 'Rome'. The following IP addresses are indicated 'Paris: 172.16.16.2, Rome: 172.16.33.5, London: 172.16.12.3'. Arrows indicate the York-London-Paris-Rome route. York initiates a 'traceroute' command - the following response is indicated.
" York#traceroute ROME
  Type escape to abort.

  Tracing the route to ROME (172.16.33.5)

  
1 LONDON (172.16.12.3) 8 msec 8 msec 4 msec

           2 PARIS (172.16.16.2) 8 msec 8 msec 8 msec

           3 ROME (172.16.33.5) 8 msec 8 msec 4 msec

   York#    "
Section 4.2.6: Troubleshooting IP addressing Issues
Single Diagram

Diagram 1, Relational

Description - Displays the OSI model, 

'telnet' is shown to operate at the 'Application' layer
'ping' is shown to operate at the 'Network' Layer
'traceroute' is shown to operate at the 'Network' Layer

Summary
Single Diagram

Diagram 1, Tabular
 - Cisco Discovery Protocol (CDP) is a layer 2 protocol that connects lower physical media and   

   upper network layer protocols.

 - CDP is used to obtain information about neighbouring devices

 - Telnet can be used to perform a test to determine whether or not access can be obtained from a   

    remote router.

 - The results of the ping command can help evaluate the path-to-host reliability, delays over the   

    path, and whether the host can be reached or is functioning.
 - The traceroute command is the ideal tool for finding where data is being sent in a network. 

