Module 11 – Access Control Lists (ACL’s)
Module overview 
Three Diagrams
Diagram 1, Tabular 

Access Control Lists (ACL’s)
After completing this chapter, students will be able to perform tasks relating to the following:
 - Access Control List Fundamentals
 - Access Control Lists (ACL’s)
Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives for the CCNA 640-801 exam:

 - Planning and Designing

•  Develop an access list to meet user specifications
 - Implementation and Operation

•  Implement access lists

 - Troubleshooting

•  Troubleshoot an access list
Diagram 3, Tabular

ICND 640-811 Exam

- Planning and Designing

•  Develop an access list to meet user specifications
 - Implementation and Operation

•  Implement access lists

 - Troubleshooting

•  Troubleshoot an access list
Module 11.1 – Access Control List Fundamentals
Section 11.1.1: Introduction to ACL’s
Three Diagrams
Diagram 1, Relational
ACL
Description – Displays a mixed network (token rings, Star…). two routers interconnect the networks to the internet and to each other. ACL’s are placed on the router to control access to the internet, services etc.

Diagram 2, Format
Cisco IOS ACLs Check the Packet and Upper-Layer Headers

Description – Displays the components/contents of a frame header. The following information is used to test, and then to either permit or deny the packet. 

 - Destination Address

 - Source Address

 - Protocol

 - Port Number

Diagram 3, Informative

Access List Groupings Within a Router  

Description – Displays a single router with two ports/interfaces (each interface can send or receive). The ACL’s must be placed using one list per interface, per direction, and per protocol.

Text “With two interfaces and three protocols running (each interface is running IP, IPX, and Appletalk for example), then this router could have a total of 12 separate ACL’s applied.”
Section 11.1.2: How ACL’s Work
Three Diagrams
Diagram 1, Flow Chart
How ACL’s Work
Description – The flow chart can be understood by following the following state list

State 1: Packets arrive at interface

State 2: Match the first test? If Yes goto State 6, if No goto state 3 

State 3: Match Previous Test? If Yes goto State 6, if No goto State 4

State 4: Match Last Test? If Yes goto State 6, If no goto State 5

State 5: Discard Packet

State 6: Permit or Deny?, Permit – got State 7, Deny – goto State 5. 

State 7: Forward Packet.

Diagram 2, Screenshot

Configuration Management

Description – Displays two open windows, The ‘Cisco-Hyperterminal’ and ‘Notepad’ with a configuration displayed. The Notepad file has been opened using the ‘Edit ‘ drop menu and the ‘Paste to Host’ selection in Hyperterminal.
Text “ Maintain the router configuration files with a text editor. Use the Paste to Host function in Hyperterminal to enter it into the router.”

Diagram 3, Flowchart

ACL and Routing Processes in a Router

Description: – The flow chart can be understood by following the following state list

State 0: Packet Arrival, goto State 1

State 1: Layer 2 Address Match, Yes goto State 2, No goto State 12
State 2: ACLs on Interface? Yes goto State 3, No goto State 5

State 3: Statement List Match? Yes goto State 4, No goto State 10
State 4: Permit Packet? Yes goto State 5, No goto State 12
State 5: Route Packet to Outbound Interface, goto State 6
State 6: ACLs on Interface?, Yes goto State 7, No goto State 9
State 7: Statement List Match? Yes goto State 8, No goto State 11
State 8: Permit Packet? Yes goto State 9, No goto State 12

State 9: Send to the Device, goto State 0.

State 10: Default Deny Inbound goto State 12

State 11: Default Deny Outbound Interface goto State 12

State 12: Drop Packet, goto State 0

Section 11.1.3: Creating ACL’s
Five Diagrams
Diagram 1, Console Text
ACL Configuration Mode
Description – Displays a single open console text window displaying the “Router(config)#” prompt only.
Diagram 2, Tabular

Protocols with ACLs Specified by Numbers

Description – Matches Protocols with their Range numbers

Protocol: IP
Range: 1-99, 1300-1999
Protocol: Extended IP
Range: 100-199, 2000-2699
Protocol: AppleTalk
Range: 600-699
Protocol: IPX
Range: 800-899
Protocol: Extended IPX
Range: 900-999
Protocol: IPX Service Advertising Protocol
Range: 1000-1099
Diagram 3, 

ACL Configuration Tasks

Description – Displays the two steps required  to configure an ACL. 
Step 1: The ACL must be defined using the command “Router(config)#access-list access-list-number {permit|deny} {test-conditions}”.
A global statement identifies the ACL. Specifically, the 1-99 range is reserved for standard IP. This number refers to the type of ACL. In Cisco IOS Release 11.2 or newer, ACL’s can use an ACL name, such as ‘education_group’, rather than a number.
The permit or deny term in the global ACL statement indicates how packets that meet the test conditions are handled by Cisco IOS software. Permit usually means the packet will be allowed to use one or more interfaces that will be specified later. The final term or terms specifies the test conditions used by the ACL statement.

Step 2:  Next you need to apply ACL’s to an interface by using the ‘access-group’ command (example: Router(config-if)#[protocol] access-group access-list-number).
All the ACL statements identified by the access-list-number are associated with one or more interfaces. Any packets that pass the ACL test conditions can be permitted to use any interface in the access group of interfaces.
Diagram 4, Console Text

The ‘access-group’ Command

Description – Displays a single open window giving console text (Following).
“

Router(config)#access-list 2 deny 172.16.1.1

Router(config)#access-list 2 permit 172.16.1.1 0.0.0.255

Router(config)#access-list 2 deny 172.16.0.0 0.0.255.255 

Router(config)#access-list 2 permit 172.0.0.0

0.255.255.255

Router(config)#interface e0

Router(config)#ip access-group 2 in

“

Diagram 5, Console Text

The ‘access-list’ Command

Description – Displays a single open console text screen displaying the following.
“

Router(config)#no access-list 2 

“

Section 11.1.4: The Function Of A Wildcard Mask
Four Diagrams
Diagram 1, Format
32-Bit IP Address and Wildcard Mask
Description – Displays the four octet components of both an IP address and a Wildcard Mask. 
‘Access-list permit 172.16.0.0 0.0.255.255’

IP Address Most Significant Octet : 10101100

Corresponding Wildcard Octet: 00000000

IP Address Following Octet : 00010000

Corresponding Wildcard Octet: 00000000

IP Address Most Significant Octet : 00000000

Corresponding Wildcard Octet: 11111111

IP Address Least Significant Octet : 00000000

Corresponding Wildcard Octet: 11111111

Text “ This wildcard mask will allow a match to any IP value from 172.16.0.0 to 172.16.255.255. Remember that the patch only says this statement should be applied to the packet. The ACL can either permit of deny access to the router.
Diagram 2, Relational

32-Bit IP Address and Wildcard Mask
Description – Displays the four octet components of both an IP address and a Wildcard Mask.
‘Access-list 1 permit 172.16.0.0 0.0.255.255’

IP Address Most Significant Octet : 00000000

Corresponding Wildcard Octet: 00000000

IP Address Following Octet : 00000000

Corresponding Wildcard Octet: 00000000

IP Address Most Significant Octet : 11111111

Corresponding Wildcard Octet: XXXXXXXX

IP Address Least Significant Octet : 11111111

Corresponding Wildcard Octet: XXXXXXXX

Text “ The substitution of X’s is used to reduce the confusion when applying the wildcard mask. This is the convention that will be used to show wildcard masks in the rest of the graphics”

Diagram 3, Relational

32-Bit IP Address and Wildcard Mask
Description – Show how the Wildcard mask is applied to an incoming packets, by matching the IP address, Wildcard mask, and Match Values.   
Example 1:

Text “ In order to use the list statement, the router must first evaluate the ACL Statement. To Do this it must appy the wildcard mask to the IP address stated in the ACL statement.”

‘Access-list 1 permit 172.16.0.0 0.0.255.255’

IP Address:  10101100 00010000 00000000 00000000

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXXX

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX1
Incoming Packet 172.18.4.2

IP Address:  10101100 00010010 00000100 00000010

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXXX

Match Value: 10101100 00010010 XXXXXXXX XXXXXXX1

Compares to: 10101100 00010000 XXXXXXXX XXXXXXXX

(# The Access-list Match Value, and the Incoming Packet Match Value are compared, note that there is a mismatch in the second octet (Bit 1), no match so the packet is rejected)
Text “ The incoming composite value is compared to the internal match value”

Example 2:

‘Access-list 1 permit 172.16.0.0 0.0.255.255’

IP Address:  10101100 00010000 00000000 00000000

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXXX

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX1

Incoming Packet 172.16.4.2

IP Address:  10101100 00010010 00000100 00000010

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXXX

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX1

Compares to: 10101100 00010000 XXXXXXXX XXXXXXXX

(# The Access-list Match Value, and the Incoming Packet Match Value are compared, note that there is now a match, so the packet is permitted)

Example 3:
‘Access-list 1 permit 172.16.0.0 0.0.255.254’

IP Address:  10101100 00010000 00000000 00000000

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXX0

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX0

Incoming Packet 172.16.4.1

IP Address:  10101100 00010010 00000100 00000001

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXX0

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX1

Compares to: 10101100 00010000 XXXXXXXX XXXXXXX0

(# The Access-list Match Value, and the Incoming Packet Match Value are compared, note that there is a mismatch in the rightmost bit, no match so the packet is denied)

Example 4:

‘Access-list 1 permit 172.16.0.0 0.0.255.254’

IP Address:  10101100 00010000 00000000 00000000

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXX0

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX0

Incoming Packet 172.16.4.2

IP Address:  10101100 00010010 00000100 00000001

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXX0

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX0

Compares to: 10101100 00010000 XXXXXXXX XXXXXXX0

(# The Access-list Match Value, and the Incoming Packet Match Value are compared, note that there is now a match, so the packet is permitted)

Text “ With an even address the last bit position will always be zero. Since the composite value and the match value are the same, the packet is accepted by the router. How would the ACL statement above be changed to allow only the odd hosts in the address range of 172.16.0.0 to 172.16.255.255?”

Example 5:

‘Access-list 1 permit 172.16.0.1 0.0.255.254’

IP Address:  10101100 00010000 00000000 00000001

Wildcard Mask: 00000000 00000000 XXXXXXXX XXXXXXX0

Match Value: 10101100 00010000 XXXXXXXX XXXXXXX1

Text “ Permit only the odd addresses by just changing the IP address in the ACL statement to an odd number. This sets the right most bit to a ‘1’ and only odd numbers will have that position be a ‘1’.”

Diagram 4, Console Text Screen
The ‘any’ and ‘host’ Options
Description – Displays the following console text
Command:

“ Router(config)#access-list 1 permit 0.0.0.0 255.255.255.255”

This can also be written as

“ Router(config)#access-list 1 permit any”

Command:

“ Router(config)#access-list 1 permit 172.30.16.29 0.0.0.0”

This can also be written as

“ Router(config)#access-list 1 permit host 172.30.16.29”

Text “ This is the format of the ‘host’ and ‘any’ optional keywords in an ACL statement.”

Section 11.1.5: Verifying The ACL’s
Three Diagrams
Diagram 1, Console Text
Standard ACL
Description – The following text is displayed
“

Router#show ip interface

FastEthernet0/0 is up, line protocol is down


Internet address is 192.168.1.1/24


Broadcast address is 255.255.255.255


MTU is 1500 bytes


Helper address is not set


Directed broadcast forwarding is disabled


Outgoing access list is not set


Inbound access list is 2

Serial0/0, line protocol is down


Internet address is 200.200.2.1/24


Broadcast address is 255.255.255.255


MTU is 1500 bytes


Helper address is not set


Directed broadcast forwarding is disabled


Outgoing access list is not set


Inbound access list is 101

“

Text “ Excerpts from a ‘show ip interface’ command that displays the access list interface assignments  “

Diagram 2, Console Text
Standard ACL Statements
Description: The following console text screen is displayed.
“

Router#show access-lists
Standard IP access list 2


deny 
172.16.1.1


permit
172.16.1.0, wildcard bits 0.0.0.255

deny 
172.16.0.0, wildcard bits 0.0.255.255


permit
172.0.0.0, wildcard bits 0.255.255.255

Extended IP access list 101


Permit tcp 192.168.6.0 0.0.0.255 any eq telnet


Permit tcp 192.168.6.0 0.0.0.255 any eq ftp


Permit tcp 192.168.0.0 0.0.0.255 any eq ftp-data
Router#

“

Text  “ Output from the ‘show access-lists’ command that displays the two access lists that have been configured“.
Diagram 3, Console Text

Standard ACL Syntax Options

Descriptions – The relevant information form the console response to the ‘show running-config ‘ command is given below.
“

interface FastEthernet0/0


ip address 192.168.1.1 255.255.255.0


ip access-group 2 in

!

interface Serial0/0


ip address 200.200.2.1 255.255.255.0


ip address access-group 101 in

!

access-list 2 deny
172.16.1.1

access-list 2 permit
172.16.1.0 0.0.0.255

access-list 2 deny
172.16.0.0 0.0.255.255

access-list 2 permit
172.0.0.0 0.255.255.255 
access-list 101 permit tcp 192.168.6.0 0.0.0.255 any eq telnet


access-list 101 permit tcp 192.168.6.0 0.0.0.255 any eq ftp

!

Line con 0


Transport input none

Line aux 0

Line vty 0 4

!

No scheduler allocate

End

“

Text “ Output from the ‘shoe running-config ‘ command that displays the configuration output, which includes access lists and assignments“

Module 11.2 – Access Control Lists (ACL’s)

Section 11.2.1: Standard ACL’s
Three Diagrams
Diagram 1, Flow Chart
Standard ACL
Description – The flow chart can be understood by following the following state list

State 0: Packet Arrival, goto State 1

State 1: Is this an IP Packet?, Yes goto State 2, No goto State 5

State 2: Is there a standard access list on this interface? Yes goto State 3, No goto State 5

State 3: Does Source Address match ACL List? Yes goto State 4, No goto State 6

State 4: Permit or Deny Condition? Permit goto State 5, Deny goto State 7
State 5: Route Packet to proper Outbound Interface, goto State 0

State 6: Is this the last entry in the ACL?, Yes goto State 7, No goto State 8
State 7: Send destination not found message goto State 0
State 8: Move to next Statement goto State 3
Text – “ A standard routing ACL only processes IP packets. It then goes sequentially down the list of statements. If it does not find a match then the packet is dropped. If the packet source address is matches, then the permit or deny condition is applied. If the packet is not IP, if there is no ACL, or if the packet is permitted by the ACL then it is sent to the routing algorithm. Otherwise it is discarded “

Diagram 2, List and Console Text
Standard ACL Statements
Description  -  Displays a standard ACL list example, along with a list of key-points to note regarding Standard ACL Lists.

“ access-list 2 deny 

172.16.1.1

  access-list 2 permit
172.16.1.0 0.0.0.255

  access-list 2 deny

172.16.0.0 0.0.255.255

  access-list 2 permit
172.0.0.0 0.255.255.255

“

Key-Points

 - Access list number range of 1-99 and 1300-1999

 - Filter only on source IP addresses
 - Wildcards masks

 - Applied to interface closest to destination


Diagram 3, Tabular

Standard ACL Syntax Options

Description – Matches Standard ACL Parameters and their descriptions

Parameter: access-list-number
Description: Number of an ACL. This is a decimal number from 1-99 (for standard IP ACL) and 1300-1999 (expanded IP ACL’s).

Parameter: deny
Description: Denies access if the conditions are matched

Parameter: permit
Description: Permits access if the conditions are matched
Parameter: remark
Description: Add a remark about entries in an IP access in an IP access list to make the list easier to understand and scan.
Parameter: source
Description:  from which the packet is being sent. There are two ways to specify the source:
· Use 32-bit quality in four-part, dotted-decimal notation.

· Use the keyword ‘any’ as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255

Parameter: source-wildcard
Description: (Optional) Wildcard bits to be applied to the source. There are two ways to specify the source-wildcard.
· Use 32-bit quality in four-part, dotted-decimal format.

· Use the keyword ‘any’ as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255

Parameter: log
Description: (Optional) Causes an informational logging message about the packet that matches the entry to be sent to the console. (The level of messages logged to the console is controlled by the logging console command).  The message includes the ACL number, whether the packet was permitted of denied, the source address, and the number of packets, The message is generated for the first packet that matches, and then at five-minute intervals, including the number of packets permitted or denied in the prior five-minute interval.  
Text “ This table show the syntax and options in the standard ACL command”

Section 11.2.2: Extended ACL’s
Six Diagrams

Diagram 1, Flowchart
Extended ACL
Description -The flow chart can be understood by following the following state list

State 0: Packet Arrival, goto State 1

State 1: Is there an Access-List in this Interface, Yes goto State 2, No goto State 6

State 2: Does source address match ACL list entry? Yes goto State 3, No goto State 6

State 3: Does Destination address match any ACL list entry? Yes goto State 4,No goto State 8

State 4: Does Protocol and Port match? Yes goto State 5, No goto State 

State 5: Permit or Deny Condition, Permit goto State 6, Deny goto State 7

State 6: Route Packet to proper Outbound interface, got State 0

State 7: Discard Packet, Send Destination not found message, goto State 0

State 8: Is this the last entry in the ACL? Yes goto State 7

                                                                  No goto State 2 (with next Statement),

Diagram 2, Console Text and List

Extended ACL Statements

Description - Displays a standard ACL list example, along with a list of key-points to note regarding Standard ACL Lists.

“ access-list 114 permit tcp
172.16.6.1 0.0.0.255 any eq telnet
  access-list 114 permit tcp
172.16.6.0 0.0.0.255 any eq ftp
  access-list 114 permit tcp
172.16.6.0 0.0.0.255 any eq ftp-data
  “

Key-Points

 - Access list number range of 100-199 and 2000-2699
 - Source Destination IP Address
 - Layer 4 Protocol number
 - Applied to port closest to source host
Diagram 3, Command Syntax, Table
Extended ACL Statement

Description -  Displays the command switches/options available with the extended ACL command. A table is also given matching Parameters and their descriptions.

Syntax: access-list access-list-number {dynamic dynamic-name {timeout minutes}} {deny|permit|remark} protocol source source-wildcard destination destination-wildcard {precedence precedence} {tos tos} {log|log-input} {time-range time-range-name} icmp-type icmp-code icmp-message igmp-type {operator operand} {port  port number or name} {established}{fragments}
Parameter: access-list-number
Description: Identifies the access list using a number in the range 100-199 {for an extended IP ACL) and 2000-2699 (expanded IP ACL’s).
Parameter: dynamic dynamic-name
Description: (Optional) Identifies this access list as a dynamic access list.
Parameter: timeout minutes
Description: (Optional) Specifies the absolute length of time, in minutes, that a temporary access list entry can remain in a dynamic access list. The default is an infinite length of time and allows an entry to remain permanently.
Parameter: deny
Description: Denies access if the conditions are matched
Parameter: permit
Description: Permits access if the conditions are matched
Parameter: remark
Description: Indicates whether allows or blocks the specified address. Could also be used to enter a remark
Parameter: protocol
Description: Name or number of an internet protocol, It can be one of the keywords eigrp,gre, icmp, ip, ipinip, nos, ospf, plm, tcp, or udp, or an integer in the range from 0 to 255 representing an Internet protocol number. To match any internet protocol (including ICMP,TCP and UDP) use the ip keyword. 
Parameter: source
Description: Number of the Network or host from which the packet is being sent. There are three alternative ways to specify the source:
· Use a 32-bit quantity in four-part dotted decimal format.

· Use the ‘any’ keyword as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255.

· Use ‘host’ source as an abbreviation for a source and source-wildcard of source 0.0.0.0
Parameter: source-wildcard
Description: Wildcard bits to be applied to the source. Each wildcard bit 0 indicates the corresponding bit position in the source. Each wildcard bit set to 1 indicates that both a bit 0 and a bit 1 in the corresponding position of the IP address of the packet will be considered to match to this access list entry.
There are three alternative ways to specify the source wildcard

· Use 32-bit quantiry in four-part dotted decimal notation. Place 1’s in the bit positions you want to ignore

· Use the’any’ keyword as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255.

· Use ‘host’ source as an abbreviation for a source and source-wildcard of source 0.0.0.0

Parameter: destination
Description: Number of the network or host to which the packet is being sent. There are three alternative ways to specify the destination.
· Use 32-bit quantiry in four-part dotted decimal notation. Place 1’s in the bit positions you want to ignore

· Use the’any’ keyword as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255.

· Use ‘host’ source as an abbreviation for a source and source-wildcard of source 0.0.0.0

Parameter: destination-wildcard
Description: Wildcard bits to be applied to the destination. There are three alternative ways to specify the destination wildcard
· Use 32-bit quantiry in four-part dotted decimal notation. Place 1’s in the bit positions you want to ignore

· Use the’any’ keyword as an abbreviation for a source and source-wildcard of 0.0.0.0 255.255.255.255.

· Use ‘host’ source as an abbreviation for a source and source-wildcard of source 0.0.0.0

Parameter: precedence precedence
Description: (Optional) Packets can be filtered by precedence level, as specified by a number from 0 to 7, or by name.
Parameter: tos tos
Description: (Optional) Packets can be filtered by type of service level, as a specified number from 0 to 15, or by name.
Parameter: log 
Description: (Optional) Causes an informational logging message about the packet that matches the entry to be sent to the console. The level of messages logged to the console is controlled by the logging-console command.
The message indicates the access list number, whether the packet was permitted or denied; the protocol, whether it was TCP, UDP, ICMP, or a number; and, if appropriate, the source and destination addresses, and the source and destination port numbers. The message is generated for the first packet that matches, and then at 5 minute intervals, including the number of packets permitted or denied in the prior 5 minute interval.
The logging facility may drop some logging message packets if there are too many to be handled or if there is more than one logging message to be handled in one second. This behaviour prevents the router from crashing due to too many logging packets. Therefore, the logging facility should not be used as a billing tool or as an accurate source of the number of matches to an access-list.
Parameter: log-input
Description: (Optional) Includes the input interface and source MAC address or VC in the logging output.
Parameter: time-range time-range-name
Description: (Optional) Name of the time range that applies to this statement. The name of the time range and its restrictions are specified by the time-range command.
Parameter: icmp-type
Description: (Optional) ICMP packets can be filtered by ICMP message type. The type is anumber from 0 to 255
Parameter: icmp-code
Description: (Optional) ICMP packets that are filtered by ICMP message type can also be filtered by the icmp code. The code is a number from 0 to 255.
Parameter: icmp-message
Description: (Optional) ICMP packets can be filtered by an ICMP message type name or ICMP message type and code name.
Parameter: igmp-type
Description: (Optional) IGMP packets can be filtered by IGMP message type or message name. A message type is a number from 0 to 15.
Parameter: operator
Description: (Optional) Compares source or destination ports, Possible operands include lt (less than) gt (greater than)  eq (equal) neq (not equal) and range (inclusive range).
If the operator is positioned after the source and source-wildcard, it must match the source port
If the operator is positioned after the destination and destination wildcard, it must match the destination port . 
Parameter: port
Description: (Optional) The decimal number or name of a TCP or UDP port. A port number is a number from 0 to 65535. TCP and UDP port names are listed in the section “Usage Guidelines”. TCP port names can only be used w. UDP port names can only be used when flirting UDP.
Parameter: established
Description: (Optional) For the TCP protocol only; indicates an established connection. A match occurs if the TCP Datagram has the ACK, FIN, PSH, RST, SYN, or URG control bits set. The non-matching case is that of the initial TCP datagram to form a connection.
Parameter: fragments
Description: (Optional) The access list entry applies to noninitial fragments of packets; the fragment is either permitted or denied accordingly.

Diagram 4, Tabular
Transport-Application Layer Ports

Description – Matches Application Layer protocols, Transport Layer Protocols and the appropriate Port Numbers.

Application Protocol: HTTP

Transport Layer Protocol: TCP

Port Number: 80

Application Protocol: FTP

Transport Layer Protocol: TCP

Port Number: 21

Application Protocol: Telnet

Transport Layer Protocol: TCP

Port Number: 23

Application Protocol: SMTP

Transport Layer Protocol: TCP

Port Number: 25

Application Protocol: DNS

Transport Layer Protocol: TCP or UDP

Port Number: 53

Application Protocol: TFTP

Transport Layer Protocol: UDP

Port Number: 69

Application Protocol: SNMP

Transport Layer Protocol: UDP

Port Number: 161

Application Protocol: RIP

Transport Layer Protocol: UDP

Port Number: 520

Diagram 5, Tabular

Reserved TCP and UDP Port Numbers

Description – Matches the TCP and UDP reserved port numbers with their Keyword and Descriptions.
Port (Decimal): 0

Keyword: Null (as in no keyword)

Description: Reserved

TCP or UDP: Reserved

Ports (Decimal): 1 through 4

Keyword: Null (as in no keyword)

Description: Unassigned

TCP or UDP: Not Applicable
Port (Decimal): 5

Keyword: RJE

Description: Remote Job Entry

TCP or UDP: TCP,UDP

Port (Decimal): 7

Keyword: ECHO

Description: Echo

TCP or UDP: TCP,UDP

Port (Decimal): 9

Keyword: DISCARD

Description: Discard

TCP or UDP: TCP,UDP

Port (Decimal): 11

Keyword: USERS

Description: Active Users

TCP or UDP: TCP,UDP

Port (Decimal): 13

Keyword: DAYTIME

Description: Daytime

TCP or UDP: TCP,UDP

Port (Decimal): 15

Keyword: NETSTAT

Description: Who is up, or NETSTAT

TCP or UDP: TCP,UDP

Port (Decimal): 17

Keyword: QUOTE

Description: Quote of the day

TCP or UDP: TCP,UDP

Port (Decimal): 19

Keyword: CHARGEN

Description: Character Generation

TCP or UDP: TCP,UDP

Port (Decimal): 20

Keyword: FTP-DATA

Description: File Transfer Protocol(data)

TCP or UDP: TCP,UDP

Port (Decimal): 21

Keyword: FTP

Description: File Transfer Protocol

TCP or UDP: TCP,UDP

Port (Decimal): 23

Keyword: TELNET

Description: Terminal Connection

TCP or UDP: TCP,UDP

Port (Decimal): 25

Keyword: SMTP

Description: Simple Mail Transfer Protocol

TCP or UDP: TCP,UDP

Port (Decimal): 37

Keyword: TIME

Description: Time of day

TCP or UDP: TCP,UDP

Port (Decimal): 39

Keyword: RLP

Description: Resource Location Protocol

TCP or UDP: TCP,UDP

Port (Decimal): 42

Keyword: NAMESERVER

Description: Host Name Server

TCP or UDP: TCP,UDP

Port (Decimal): 43

Keyword: NICNAME

Description: Who Is 

TCP or UDP: TCP,UDP

Port (Decimal): 53

Keyword: DOMAIN

Description: Domain Name Server

TCP or UDP: TCP,UDP

Port (Decimal): 67

Keyword: BOOTPS

Description: Bootstrap Protocol Server

TCP or UDP: TCP,UDP

Port (Decimal): 68

Keyword: BOOTPC

Description: Bootstrap Protocol Client

TCP or UDP: TCP,UDP

Port (Decimal): 69

Keyword: TFTP

Description: Trivial File Transfer Protocol

TCP or UDP: TCP,UDP

Port (Decimal): 75

Keyword: Null (as in no keyword)

Description: Any Private Dial-Out Service

TCP or UDP: TCP,UDP

Port (Decimal): 77

Keyword: Null (as in no keyword)

Description: Any Private RJE Service

TCP or UDP: TCP,UDP

Port (Decimal): 79

Keyword: FINGER

Description: Finger

TCP or UDP: TCP,UDP

Port (Decimal): 80

Keyword: HTTP

Description: Hypertext Transfer Protocol

TCP or UDP: TCP

Port (Decimal): 95

Keyword: SUPDUP

Description: SUPDUP Protocol

TCP or UDP: TCP
Port (Decimal): 101

Keyword: HOSTNAME

Description: NIC Hostname Server

TCP or UDP: TCP
Port (Decimal): 102

Keyword: ISO-TSAP

Description: ISO-TSAP

TCP or UDP: TCP
Port (Decimal): 110

Keyword: POP3

Description: Post Office Protocol for client to receive mails from mail.

TCP or UDP: TCP
Port (Decimal): 113

Keyword: AUTH

Description: Authentication Service

TCP or UDP: TCP
Port (Decimal): 117

Keyword: UUCP-PATH

Description: UUCP Path Service

TCP or UDP: TCP
Port (Decimal): 123

Keyword: NTP

Description: Network Time Protocol

TCP or UDP: TCP, UDP
Ports (Decimal): 133 through159

Keyword: Null (as in no keyword)

Description: Unassigned

Ports (Decimal): 160 through 223

Keyword: Null (as in no keyword)

Description: Reserved

Ports (Decimal): 224 through 241

Keyword: Null (as in no keyword)

Description: Unassigned

Ports (Decimal): 242 through 255

Keyword: Null (as in no keyword)

Description: Unassigned

Diagram 6, Repeat
Refer to Section 11.1.1 Diagram 3 

Section 11.2.3: Named ACL’s
Five Diagrams
Diagram 1, Console Text
IP Named ACL’s
Description – The following Console text is displayed
“

Rtl(config-ext-nacl)#remark ACL to allow access to E-mail and DNS server
Rtl(config-ext-nacl)#permit tcp any host 131.108.101.33 eq smtp
Rtl(config-ext-nacl)#permit udp any host 131.108.101.99 eq domain

Rtl(config-ext-nacl)#deny ip any any log
Rtl(config-ext-nacl)#exit
Rtl(config)#interface fastethernet 0/0

Rtl(config-if)#ip access-group server-access out
Rtl(config-if)#^Z
“
Diagram 2, Console Text
Modifying a Named Access List
Description – The following text screen is displayed
“

router#configure terminal

Enter configuration commands, one per line.

router(config)# ip access-list extended test

router(config-ext-nacl)#permit ip host 2.2.2.2 host


3.3.3.3

router (config-ext-nacl)#permit tcp host 1.1.1.1 host


5.5.5.5 eq www

router (config-ext-nacl)#permit icmp any any

router (config-ext-nacl)#permit udp host 6.6.6.6 10.10.10.0


0.0.0.255 eq domain

router (config-ext-nacl)#^Z

ld00h: %SYS-5-CONFIG_I: Configured from console by

console-1

router#show access-list

Extended IP access list test

permit ip host 2.2.2.2 host 3.3.3.3


permit tcp host 1.1.1.1 host 5.5.5.5 eq www


permit icmp any any


permit udp host 6.6.6.6 10.10.10.0 0.0.0.255 eq domain

router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

router(config)#ip access-list extended test

!- - - ACL entry deleted

router (config-ext-nacl)#no permit icmp any any

!- - - ACL entry added.

router (config-ext-nacl)#permit gre host 4.4.4.4 host 8.8.8.8

router (config-ext-nacl)#^Z

ld00h: %SYS-5-CONFIG_I: Configured from console by


console-1

router#show access-list

Extended IP access list test

permit ip host 2.2.2.2 host 3.3.3.3


permit tcp host 1.1.1.1 host 5.5.5.5 eq www


permit udp host 6.6.6.6 10.10.10.0 0.0.0.255 eq domain


permit gre host 4.4.4.4 host 8.8.8.8
“

Text “ Any deletions will be removed from the ACL and any additions will be made to the end of the ACL”

Diagram 3, Console Text

Creating the Named Access-List

Description – The following Syntax is displayed
“ ip access-list {extended|standard} name
Text “ The command Syntax format for IP named ACL’s”

Diagram 4, Console Text

Named ACL Permit and Deny Statement Syntax

Description – Displays the permit/deny statement Syntax
“

Router(config-ext-nacl)#permit|deny protocol source

source wildcard [operator [port]] destination

destination-wildcard [operator [port]] [established]

[precedence precedence] [tos tos] [log] [time-range time-range-name]

“
Text “ The permit and deny syntax of the named access-list command”

Diagram 5, Console Text 

Named Access  List Examples

Description – The following text is displayed

“

ip interface ethernet0/5 

ip address 192.168.5.1 255.255.255.0

ip access-group Internetfilter out

ip access-group marketing_group in

…

ip access-list standard Internetfilter

permit 10.1.1.1

deny any

ip access-list extended marketing_group

permit tcp any 172.30.0.0 255.255.255 eq telnet

deny udp any any

deny udp any 171.30.0.0 255.255.255 lt 1024
deny ip any log

“
Text “ The configuration shown creates a standard ACL named Internet filter and an extended ACL named marketing_group. The lists are applied to the Ethernet interface 0/5”

Section 11.2.4: Placing ACL’s
Single Diagram

Diagram 1, Relational
Placing ACL’s
Description – Displays two networks communicating across the Internet. The location of Standard ACL’s and Extended ACL’s is displayed. The Emphasis of this diagram is to highlight that Standard ACL’s should be placed as close to the destination as possible while extended ACL’s should be placed as close to the source as possible.
Section 11.2.5: Firewalls
Single Diagram
Diagram 1, Relational
Firewall Architecture

Description – Displays the logical location for the application of a firewall. In this example the firewall is placed between the Host router and any near side internet routers. (Application gateway also provides services at this location.) 
Section 11.2.6: Restricting Virtual Terminal Access
Two Diagrams
Diagram 1, Relational
Restricting Virtual Terminal Access List

Description –  Displays a router and a workstation, The possible terminal connections (i.e. Physical, FastEthernet 0/0, and Virtual VTY 0-4) are shown. 
Diagram 2, Console Text
Creating and Applying a Virtual Terminal Access List
Description – Displays a single open window containing the text of a Cisco-Hyperterminal Session.
“ 

Creating the standard list:

Rt1(config)#access-list 2 permit 172.16.1.0 0.0.0.255

Rt1(config)#access-list 2 permit 172.16.2.0 0.0.0.255

Rt1(config)#access-list 2 deny any

Applying the access-list:

Rt1(config)#line vty 0 4
Rt1(config-line)#login

Rt1(config-line)#password secret

Rt1(config-line)#access-class 2 in

“
Summary
Single Diagram
Diagram 1, Listing

Summary
Description – Lists the following key points

· An ACL is a sequential list of permit and deny statements that apply to addresses or upper-layer protocols.

· The order in which the ACL statements is Important.

· Standard ACL’s check the source address of IP packets that are routed.

· Extended ACL’s are used more often than standard ACL’s because they provide a greater range of control.
