Module 10 – Intermediate TCP/IP
Module overview 
Four Diagrams
Diagram 1, Tabular 

Intermediate TCP/IP
After completing this chapter, students will be able to perform tasks relating to the following:
 - TCP Operation
 - Overview of Transport Layer Ports
Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives for the CCNA 640-801 exam:

 - Troubleshooting

•  Utilise the OSI model as a guide for systematic network troubleshooting
 - Technology

•  Evaluate TCP/IP communication process and its associated protocols

Diagram 3, Tabular

ICND 640-811 Exam

- Troubleshooting

•  Utilise the OSI model as a guide for systematic network troubleshooting
Diagram 4, Tabular

 - Technology

•  Describe how the protocols associated with TCP/IP allow host communication to occur

Module 10.1 – TCP Operation
Section 10.1.1: TCP Operation
Single Diagram

Diagram 1, Relational
Layer 4 – Transport Layer
Description – Displays two directly connected systems. System A is asking how fast it can send data, System B responds by advising that it is busy at the moment and to send data slowly.
Section 10.1.2: Synchronisation or Three-Way Handshake
Two Diagrams
Diagram 1, Format
TCP Segment Format
Description – Displays the components and bit positions within the structure of a TCP Segment. The Source Port and the Destination Port comprise the first 32 bit word. The Sequence Number and Acknowledgment  Number comprise the following two 32 bit words respectively. The next word contains the ‘Hlen’, ‘Reserved’, ‘Code Bits’, and ‘ Window’ structures. The fifth word contains the Checksum and urgent Pointer. ‘Options’ , ‘Padding’ and the data follow. 

Text: The field format of a TCP segment contains a TCP header followed by data. Segments are used to establish connections as well as to carry data and acknowledgments.
Diagram 2, Relational
TCP Three-Way Handshake/Open Connection
Description – Displays two workstations ‘A’ and ‘B’. Three steps in the process are shown. 

1) Workstation A Sends a ‘SYN’ (seq=100, ctl=SYN)

 
Workstation B – ‘SYN’ received

2) Workstation B sends ‘SYN’, ‘ACK’ (seq=300, ack=101, ctl=syn,ack)


Workstation A – ‘SYN’ received

3) Workstation A – Connection Established (seq=101, ack=301, ctl=ack)

Section 10.1.3: Denial of Service Attacks
Single Diagram

Diagram 1, Relational
Denial Of Service Attacks

Description – Displays a workstation and a server successfully performing a three way handshake. A second workstation and server are shown, however in this scenario the workstation is flooding multiple ‘SYN’ requests to the server. The server is responding by sending ‘SYN ACK’s. This consumes or locks the server resources.
Section 10.1.4: Windowing and Window Size
Two Diagrams
Diagram 1, Relational
TCP Window Size =1
Description – Displays the response sequence of sending and receiving stations for a TCP window size of one.

1) Sender : send 1

2) Receiver: receive 1, send ack 2

3) Sender: receive ack 2, send 2

4) Receiver: receive 2, send ack 3

5) Sender: receive ack 3, send 3

6) Receiver: receive 3, send ack 4

.

.

.

Process Continues

Text : This has been simplified for example. Actual window sizes are much larger, typically thousands of bytes.
Diagram 2, Relational

TCP Window Size =3

Description – Displays the response sequence of sending and receiving stations for a TCP window size of three.

1) Sender : send 1, send 2, send 3
2) Receiver: receive 1, receive 2, receive 3, send ack 4
3) Sender: receive ack 4, send 4, send 5, send 6
4) Receiver: receive 4, receive 5, receive 6, send ack 7
5) Sender: receive ack 7, send 7, send 8, send 9
.

.

.

Process Continues
Section 10.1.5: Sequencing Numbers
Two Diagrams
Diagram 1, Relational
TCP Sequence and Acknowledgment Numbers
Description – Displays two stations communicating using TCP. Three partial segment formats are given. (Station ‘A’ is sending to station ‘B’)
Station A: “ I sent #10”, (Source:1028,Dest:23, Seq:10, Ack:1…)

Station B: “ I received #10, now send #11”, (Source: 23,Dest:1028, Seq:2, Ack:11…)

Station A: (Source:1028,Dest:23, Seq:11, Ack:2…)


.


.

The Process Continues

Diagram 2, Repeat

Refer to Section 10.1.2, Diagram 1.

Section 10.1.6: Positive Acknowledgments
Two Diagrams
Diagram 1, Repeat
Refer to Section 10.1.2, Diagram 1.

Diagram 2, Repeat

Refer to Section10.1.4, Diagram 2.

Section 10.1.7: UDP Operation

Two Diagrams

Diagram 1, Tree

Protocol Graph: TCP/IP

Description: Displays the relationship between common protocols.
Tree/GraphLayer 1: Internet, Your LAN, and other LAN’s and WAN’s can all use IP.

Tree/GraphLayer 2: IP supports two fundamental protocols  TCP, and UDP.

Tree/GraphLayer 3: UDP supports DNS and TFTP, whereas TCP supports FTP, HTTP, SMPT, and DNS.

Diagram 2, Format

UDP Segment Format

Description: The UDP format is simpler that the TCP format, they do not contain sequence or acknowledgement fields.

The components and their sizes are listed

Source Port: 16 bits

Destination Port: 16 bits

Length: 16 bits

Checksum: 16 bits

Data: 16 bit words

Module 10.2 – Overview of Transport Layer Protocols
Section 10.2.1: Multiple Conversations Between Hosts
Three Diagrams
Diagram 1, Relational/Playable
Multiple Conversations Between Hosts
Description – Displays a single workstation and a SMTP/WWW server. When played the workstation sends a message to the server, the server responds with a text balloon inquiring as to which service the message is for.
Diagram 2, Tabular

Port Numbers

Description – Matches Application Layer protocols, Transport Layer Protocols and the appropriate Port Numbers.

Application Protocol: HTTP

Transport Layer Protocol: TCP

Port Number: 80

Application Protocol: FTP

Transport Layer Protocol: TCP

Port Number: 21

Application Protocol: Telnet

Transport Layer Protocol: TCP

Port Number: 23

Application Protocol: SMTP

Transport Layer Protocol: TCP

Port Number: 25

Application Protocol: DNS

Transport Layer Protocol: TCP or UDP

Port Number: 53

Application Protocol: TFTP

Transport Layer Protocol: UDP

Port Number: 69

Application Protocol: SNMP

Transport Layer Protocol: UDP

Port Number: 161

Application Protocol: RIP

Transport Layer Protocol: UDP

Port Number: 520

Diagram 3, Relational

Telnet Port Numbers

Description : Displays two computers communicating using TCP, a segment portion is given indicating that the destination port is 23, this informs the receiving station that the segment is for the Telnet application.

Section 10.2.2: Ports for Services
Single Diagram

Diagram 1, Tabular
Reserved TCP and UDP Port Numbers

Description – Matches the reserved port numbers with their Keyword and Description

Port (Decimal): 0

Keyword: Null (as in no keyword)

Description: Reserved
Ports (Decimal): 1 through 4

Keyword: Null (as in no keyword)

Description: Unassigned

Port (Decimal): 5

Keyword: RJE

Description: Remote Job Entry

Port (Decimal): 7

Keyword: ECHO

Description: Echo

Port (Decimal): 9

Keyword: DISCARD

Description: Discard

Port (Decimal): 11

Keyword: USERS

Description: Active Users

Port (Decimal): 13

Keyword: DAYTIME

Description: Daytime

Port (Decimal): 15

Keyword: NETSTAT

Description: Who is up, or NETSTAT

Port (Decimal): 17

Keyword: QUOTE

Description: Quote of the day

Port (Decimal): 19

Keyword: CHARGEN

Description: Character Generation

Port (Decimal): 20

Keyword: FTP-DATA

Description: File Transfer Protocol(data)

Port (Decimal): 21

Keyword: FTP

Description: File Transfer Protocol

Port (Decimal): 23

Keyword: TELNET

Description: Terminal Connection

Port (Decimal): 25

Keyword: SMTP

Description: Simple Mail Transfer Protocol

Port (Decimal): 37

Keyword: TIME

Description: Time of day

Port (Decimal): 39

Keyword: RLP

Description: Resource Location Protocol

Port (Decimal): 42

Keyword: NAMESERVER
Description: Host Name Server
Port (Decimal): 43

Keyword: NICNAME

Description: Who Is 

Port (Decimal): 53

Keyword: DOMAIN

Description: Domain Name Server

Port (Decimal): 67

Keyword: BOOTPS

Description: Bootstrap Protocol Server

Port (Decimal): 68

Keyword: BOOTPC

Description: Bootstrap Protocol Client

Port (Decimal): 69

Keyword: TFTP

Description: Trivial File Transfer Protocol

Port (Decimal): 75

Keyword: Null (as in no keyword)

Description: Any Private Dial-Out Service
Port (Decimal): 77
Keyword: Null (as in no keyword)

Description: Any Private RJE Service
Port (Decimal): 79
Keyword: FINGER
Description: Finger
Port (Decimal): 80

Keyword: HTTP

Description: Hypertext Transfer Protocol

Port (Decimal): 95

Keyword: SUPDUP

Description: SUPDUP Protocol

Port (Decimal): 101
Keyword: HOSTNAME
Description: NIC Hostname Server
Port (Decimal): 102
Keyword: ISO-TSAP
Description: ISO-TSAP
Port (Decimal): 110
Keyword: POP3
Description: Post Office Protocol for client to receive mails from mail.
Port (Decimal): 113
Keyword: AUTH
Description: Authentication Service
Port (Decimal): 117

Keyword: UUCP-PATH

Description: UUCP Path Service

Port (Decimal): 123

Keyword: NTP

Description: Network Time Protocol

Ports (Decimal): 133 through159
Keyword: Null (as in no keyword)

Description: Unassigned
Ports (Decimal): 160 through 223
Keyword: Null (as in no keyword)

Description: Reserved
Ports (Decimal): 224 through 241
Keyword: Null (as in no keyword)

Description: Unassigned
Ports (Decimal): 242 through 255
Keyword: Null (as in no keyword)

Description: Unassigned
Section 10.2.3: Ports For Clients

Three Diagrams
Diagram 1, Repeat
Refer to Section 10.1.2, Diagram 1.

Diagram 2, Repeat

Refer to Section 10.1.7, Diagram 2.

Section 10.2.4: Port Numbering and Well-Known Port Numbers
Single Diagram

Diagram 1, Repeat
Refer to Section 10.2.1, Diagram 2.
Section 10.2.5: Example of Multiple Sessions Between Hosts

Single Diagram

Diagram 1, List

Port Numbers and Socket

Description – Displays the following Port Number/Socket list

· Port Numbers are used to track multiple sessions that can occur between hosts.

·  A port number in combination with th network address combines to form a socket.
Section 10.2.6: Comparison Of MAC Addresses, IP Addresses, and Port Numbers

Three Diagrams

Diagram 1, Relational/Playable
MAC Addresses, IP Addresses, and Port Numbers

Description – Displays two houses and two Post-Offices, each house is connected to a single post office and the post offices are interconnected. When run a message is seen to be sent from the first house to the local post office, this post office forwards the message to the destinations local post office, which itself forwards to the destination house. 
Diagram 2, Relational/Playable
MAC Addresses, IP Addresses, and Port Numbers

Description – The only variation from the previous diagram is the alteration of the senders name to Jane doe rather than John doe.
Diagram 3, Relational/Playable
MAC Addresses, IP Addresses, and Port Numbers

Description – The only variation from the previous diagram is the additional name John Doe appears at the senders location.

The names and locations of the house occupants are representative of how MAC, IP, and Port Numbers are utilised. 
Summary
Single Diagram
Diagram 1, Listing

Summary
Description – Lists the following key points

· TCP is a connection-oriented protocol. Prior to data transmission, the two communicating hosts go through a synchronisation process to establish a virtual connection.
· UDP provides connectionless, unguaranteed transmission of packets at Layer 4 of the OSI model.

· Port numbers are used to keep track of different conversations that cross the network at the same time. Port numbers are needed when a host is communicating with a server running multiple services.
