CCNA 1 Module 6 picture descriptions

Ethernet Fundamentals

Module Overview

This page has four graphics.

Graphic one states that upon completion of this module, the student will be able to perform tasks related to the following:

6.1 Ethernet Fundamentals.

6.2 Ethernet Operation.

Graphic two illustrates the following objectives for the CCNA 640-801 exam.

Technology – Describing network communications using layered models and evaluating rules for packet control.

Graphic three illustrates the following objectives for the ICND 640-811 exam.

Technology – Evaluate rules for packet control.

Graphic four illustrates the following objectives for the INTRO 640-821 exam:

Technology:

*Describe the physical, electrical and mechanical properties and standards associated with optical, wireless, and copper media used in networks.

*Describe the topologies and physical issues associated with cabling common LANs

*Compare the contrast collision and broadcast domains, and describe the process of network segmentation.

*Explain how collision are detected and handled in the Ethernet system.

*Explain the fundamental concepts associated with the Ethernet media access 

  technique.

6.1.1 Evolution of Ethernet

This page has one graphic.

Graphic one has no useful information.

6.1.2

This page has one graphic.

Graphic one contains the Three Part Names of Ethernet Technologies.

Speed – 10

Signal Method – Base

Medium – 2

Speed – 100

Signal Method – Broad

Medium – 5

Speed – 1000

Signal Method – Base

Medium – T

Speed – 10G

Signal Method – Base

Medium – TX, SX, LX
6.1.3 Ethernet and the OSI model

Page has 5 graphics

Graphic 1 depicts the OSI model with the physical layer, half the data link layer and the medium highlighted as covered by the 802.3 standards. Recall that the datalink layer is in 2 parts the Logical Link Controller (LLC) and the Media access Control (MAC) layer. The MAC, Physical and media used are defined in the Ethernet standards 802.3

Graphic 2 shows 2 OSI stacks connected by a repeater at the physical layer

Graphic 3 Is a diagram showing how the various IEEE 802 standards relate to each other. Closest to the network layer (or IP layer in the TCP/IP model) is the Logical Link Control (IEEE 802.2 standard) under this is the 802.1 bridging standard (covered in detail later) Under this the various MAC and physical layers are listed. 

802 overview and Architecture (802.1a)

802.3 – Ethernet

802.4 - Token passing Bus

802.5 – Token Ring

802.6 DQDB Access Method

802.9 – Integrated Services

802.11 – Wireless Lans

802.12 – demand priority (VG)

802.14 – Cable TV

802.15 – Wireless Personal Area Networks

Remember how PDU’s are passed down the stack with service requests to the lower layer (Service Access Points - SAPs). If this is not clear, ask the instructors to explain, its important later.

Graphic 4 Layer 1 versus layer 2

· Layer 1 does not communicate with upper level layers

· Layer 2 does this with the Logical Link Control Layer (LLC)

· Layer 1 cannot identify computers

· Layer 2 uses an addressing process

· Layer 1 can only describe streams of bits

· Layer 2 uses framing to organise or group the bits

· Layer 1 is unable to decipher which computer will transmit binary data from  group that are all trying to transmit at the same time

· Layer 2 uses a system called Media Access Control (MAC)

Graphic 3 expands on the diagram in graphic 3., mapping Ethernet technologies mapped to the OSI model. It shows the LLC above the 802.3 Media Access Control layer. The MAC sits on top of the physical layer, which in Ethernet is separated into 2 sublayers (like the DLL is) The 2 layers are the Physical Signaling Sublayer, closest to the MAC, and the Physical Medium Layer (commonly termed the PHY) Thgese 2 layers describe the cable and connection type, listed below.

10Base5 (500metres) 50 ohm coax N-style

10Base2 (200yards) 50 ohm coax BNC

10BaseT (100m) 100ohm UTP RJ45

100BaseTX (100m) 100ohm UTP RJ45

1000BaseCX (25m) 150 ohm STP miniDB9

1000BaseT(100m) 100ohm UTP RJ45

1000BaseSX (220-550m) MMFibre SC

1000BaseLX (550-5000m) MM or SM Fibre SC

6.1.4 Naming

Page has 2 graphics. Graphic 1 is of 4 workstations named ?, showing they are un-named.

Graphic 2 shows the naming convention used in the MAC.

MAC addresses are 48 bits long and consist of 2 parts (24 bits each) There is the first 24 bits (6 Hex digits) that are allocated to a manufacturer called the Organisational Unique Identifier (OUI). The second 24 bits is assigned to the network interface by the manufacturer. It is the Vendor assigned address. This combination should ensure that every NIC or interface has a unique identification.

6.1.5 Layer 2 framing

Page has 2 graphics

Graphic 1 has several voltage versus time graphs (3) that show how bits are transmitted as voltages. A 1 is transmitted as a 5 volt level on the line. Bits are present for pre-determined times depending on the transmission rate. For example if we are transmitting at 1 bit per second, the 5 volt signal (for a binary 1 in this case) is kept on the line for one second. If we transmit the following 4 bits on this wire 1 0 1 1, the line will have 5 volts on it for 1 second then 0 volts for one second followed by 2 seconds of 5 volts (the 1 1). A byte is 8 bits on the line, a series of 5v and 0v pulses. The diagram also shows a bitstream. This is where several bytes (shown as voltage pulses) follow one another over time. This makes it difficult to tell where one byte finishes and the next one starts. It is for this reason, among others that will be covered later, that frames are used. A generic frame is shown on this page and explained in graphic 2.

Graphic two shows the field names. They are as follows.

A – Start frame Field

B – Address Field

C – Type/length Field

D – Data Field

E – FCS Field

6.1.6 Ethernet frame structure

This page has three graphics.

Graphic one is a table illustrating the 802.3 Ethernet frame and how much of it is used in the FCS Calculation. Frame check sequence is calculated on the destination, source, length/type field, data and padding fields. The FCS is a cyclic redundancy code that will let the receiver know if an error has occurred in the transmission. (ie corrupted data) The fields are as follows and listed by name and the number of bytes or more precisely Octets, in each..

Preamble – 7

SFD (start frame delimiter)  – 1

Destination Address (MAC)– 6

Source (MAC) – 6

Length or Type – 2

Data – 46 to 1500

Pad – 46 to 1500

FCS - 4 

The IEEE 802.3 Ethernet frame fields are listed below. Size first, description second

Octets – 7 Descriptions Preamble

Octets – 1 Descriptions: Start Frame Delimiter (SFD)

Octets – 6 Description: Destination Mac Address

Octets – 6 Descriptions: Source Mac Address

Octets – 2 Description: Length/Type field (Length if less than 0600 in hexadecimal, otherwise protocol Type)

Octet – 46 to 1500 Descriptions: Data* (If less than 46 octets, then a pad must be added to the end)

Octets – 4 Descriptions: Frame Check Sequence (CRC Checksum)

Graphic two is a table showing the Ethernet II Frame Format. (slightly differentto 802.3 version) They are as follows:

Preamble – 8

Destination – 6

Source – 6

Length – 2

Data – 46 to 1500 

Pad – 46 to 1500 

FCS – 4

The Octets and Descriptions are as follows:

Octets – 8 Descriptions: Preamble (ending in pattern 10101011, the 802.3 SFD)

Octets – 6 Descriptions: Destination MAC Address

Octets – 6 Descriptions: Source MAC Address

Octets – 46 to 1500 Descriptions: Data* (if less than 46 octets, then a pad must be added to the end)

Octets – 2 Descriptions: Type Field

Octets – 4 Descriptions: Frame Check Sequence (CRC Checksum)

Graphic three is a frame describing Ethernet II. Ethernet II is the Ethernet frame format that is used in TCP/IP networks.

· Standard introduced by DIX (Digital Equipment Corporation, Intel, Xerox)

· Used by TCP/IP networks

· Uses Type filed to determine higher layer protocol.

· Type examples are as follows:

- 0x0806 = ARP

- 0x0800 = 1Pv4

Please refer to the notes for the relevant information.

6.1.7 Ethernet frame fields

This page has three graphics.

Graphic one illustrates the Ethernet II and IEEE 802.3 Frame Formats.

The IEEE 802.3 Format is as follows: (Octets followed by description)

7 – Preamble

1 – Start of Frame Delimiter (Not in 802.3)

6 – Destination Address

6 – Source Address

2 – Length Type

64 to 1500 – 802.2 Header and Data

4 – Frame Check Sequence

The Ethernet Frame Formats are as follows:

8 – Preamble (different)

6 – Destination Address 

6 – Source Address

2 – Type (different)

64 to 1500 – Data

4 – Frame Check Sequence

Graphic two illustrates a Preamble, which alternates patterns of ones and zeros used to time synchronization in 10 Mbps and slower implementations of the Ethernet. An example of the Preamble is as follows. (note its just a series of alternating 1’s and 0’s 7 octets long (48 bits)

10101010 10101010 10101010 10101010 10101010 10101010 10101010  

6.2.1 MAC

This page has one graphic.

Graphic illustrates 3 different network topologies. Ethernet on a shared bus, Token ring and FDDI. These were discussed briefly in previous sections.

6.2.2 MAC rules and collision detection/backoff

This page has two graphics. 

Graphic one is a pictorial description of the flowchart in the next graphic. We have a shared media LAN with several computers attached. One of the hosts has data to transmit. It first checks the media to see if anyone else is transmitting (carrier detect) As there are several hosts connected to this network segment, we have Multiple Access. If the first hosts sees that the media is free it attempts to transmit. If another host has also checked the media and decided it was free and also transmits, there will be a “collision”. 2 signals on the same piece of wire, both will be corrupted and unintelligible. So while the hosts are transmitting, they keep checking the media, if they see that some other host has transmitted (easily worked out as 2 signals added together means double the voltage) they stop transmitting – Collision Detection – and all hosts on this segment send a jamming signal. The 2 hosts that tried to transmit backoff (wait) for a random amount of time before trying again. (the algorithm used is the truncated binary backoff algorithm)

A very good description of CSMA/CD, slot times and the backoff algoritm is available here

http://www.techfest.com/networking/lan/ethernet3.htm
Graphic two describes collision and avoidance in CSMA/CD network. 

1. Host wants to transmit

2. Is carrier sensed?

3. Assemble frame

4. Start transmitting

5. Is collision detected?

6. Keep transmitting

7. Is the transmission done?

8. Transmission completed

9. Broadcast jam signal

10. Attempts = Attempts + 1

11. Attempts > Too many?

12. Too many collisions; abort transmission

13. Algorithm calculates backoff

14. Wait for t microseconds 

6.2.3 Ethernet Timing

This page has one diagram.

Diagram one is a table describing the Ethernet Speeds and the Bit Times.

Ethernet Speed – 10 Mbps - Bit Time – 100 ns

Ethernet Speed - 100 Mbps - Bit Time – 10 ns

Ethernet Speed – 1000 Mbps = 1 Gbps - Bit Time – 1 ns

Ethernet Speed – 10,000 Mbps = 10 Gbps  - Bit Time - 0.1ns

6.2.4 Interframe spacing and backoff

This page has two graphics.

Graphic one is a table showing the Interframe Spacing. They are as follows,

Speed – 10 Mbps

Interframe Spacing – 96 bit-times

Time Required – 9.6 micro seconds

Speed – 100 Mbps

Interframe Spacing – 96 bit-times

Time Required – 0.96 micro seconds

Speed – 1 Gbps

Interframe Spacing – 96 bit-times

Time Required 0.096 micro seconds

Speed – 10 Gbps

Interframe Spacing 96 bit-times

Time Required – 0.0096 micro seconds

Graphic two is a table showing the Slot Time Parameter. They are as follows

Speed – 10 Mbps

Slot Time – 512 bit-times

Time Interval – 51.2 micro seconds

Speed – 100 Mbps

Slot Time – 512 bit-times

Time Interval – 5.12 micro seconds

Speed – 1 Gbps

Slot Times – 4096 bit-times 

Time Interval – 4.096 micro seconds

Speed – 10 Gbps

Slot Times – not applicable

Time Interval – not applicable

6.2.5 Error Handling

This page has one graphic

Described reasonably well in the text.

6.2.6 Types of Collision

This page has two graphics.

Graphic one is a table summarising the Collision Types: Local, Remote, and Late. The diagram shows  that collisions that occur within the first 64 octets are termed local or remote collisions. See text for the difference. Late collisions occur  after the first 64 octets.

Graphic two shows the voltage versus time graph (from an oscilloscope) of a collision on a 10Base2/10 Base5 network. The area where the collision occurred is a much greater voltage.

6.2.7 Ethernet Errors

This page has two graphics.

Graphic one is a table illustrating the Long Frame. Jabber and Long Frames are both in excess of the maximum frame size. Jabber is significantly larger. The Destination, Source, Length Time, Data and the FCS are greater than 1518 

Graphic two is a table illustrating the Short Frame. Short Frames are properly formed in all but one aspect and have valid FCS checksums, but are less than the minimum frame size (64 Octets)

6.2.8

This page has one graphic.

Graphic one is a table describing the FCS Errors,

Explained well in the text.

6.2.9 Ethernet auto-negotiation

This page has two graphic.

These diagrams are best described in the web pages below.

http://www.ethermanage.com/ethernet/100quickref/ch13qr_1.html
6.2.10 Link establishment and full and half duplex

This page has one graphic.

Graphic one is a table illustrating the Transmission Priority Rank. The list is priority ranked, with the most desirable link configuration at the top.

· 1000BASE-T full duplex

· 1000BASE-T half duplex

· 100BASE-TX full duplex

· 100BASE-TX half duplex

· 10BASE-T full duplex

· 10BASE-T half duplex.

End of module

