Module 10 CCNA Routing Fundamentals and Subnets. (Module Overview)

This page has four graphics.

Graphic one is a list of the of tasks a student will be able to perform upon completion of this module. They are as follows:

10.1 Routed Protocol

10.2 IP Routing Protocols

10.3 The Mechanics of Subnetting.

Graphic two is a table describing the following objectives for the CCNA 640-801 exam:

Planning and Designing:

· Design an IP addressing scheme to meet design requirements.

· Select and appropriate routing protocol based on user requirements

· Design a simple LAN using Cisco Technology.

· Design a simple internetwork using Cisco technology.

Implementation and Operation:

· Implement a LAN.

Graphic three is a table describing the objectives for the ICND 640-811 exam. They are as follows:

Technology:

· Evaluate the characteristics of routing protocols.

· Evaluate rules for packet control.

Planning and Designing:

· Designing an IP addressing scheme to support classful, classless, and private addressing to meet design requirements.

· Select an appropriate routing protocol based on user requirements.

Implementation and Operations:

      Implement a LAN.

Graphic four is a table describing the following objectives for the INTRO 640-821 exam: They are as follows:

Technology:

· Employ IP addressing techniques.

· Describe the principles and practice of packet switching utilizing the Internet Protocol (IP).

· Describe the concepts associated with routing, and the different methods and protocols used to achieve it.

· Describe how an IP address is associated with a device interface, and the association between physical and employ IP address techniques.

10.1.1 Routable and routed Protocols.

This page has two graphics.

Graphic one is a complex network diagram. It contains 3 network segments connected to a single router. Network 192.168.11.0 is connected to Ethernet port 1, network 192.168.10.0 is connected to Ethernet port 2 and network network 192.168.12.0 is connected to Ethernet port 3. The example shows the anding og the IP address 192.168.10.2 with the subnet mask 255.255.255.0, do this on your pegboard.

A Network contains an IP host address and network address. Both are required to have a routed network. A network mask is used to separate the network and host portions of a 32-bit IP address. The ANDing process produces a network address that identifies a specific interface. The data must be routed to this interface to reach the destination network.

Graphic two is a chart showing the IP Address Grouping.

Host Address

192.168.10.1

192.168.10.2

and so on to 192.168.10.253

192.168.10.254

All of the above addresses can be represented by the network address 192.168.10.0. 

All 254 addresses in the sequence of 192.168.10.1 to 192.168.254 can be represented by the network address 192.168.10.0 This allows data to be sent to any one of these hosts by locating the network address. The routing tables need only contain one entry of 192.168.10.0 instead of all 254 individual entries.

10.1.2 IP as a Routed Protocol.

This page has two graphics.

Graphic one is a diagram discussing a Routed Protocol.

The diagram shows a complex interconnection of routers. On one side is a small network with 2 hosts connected to a switch, which in turn connects to a router. 2 other identical networks are also shown. Hosts are named A-F. Connecting these networks together is a cloud of routers. (recall this cloud just illustrates we do not know the path that a packet may take, nor do we particularly care)

The IP protocol takes whichever route is the most efficient based on the routing protocol decision.

If computer A was sending data to computer F (these hosts are on opposite sides of the cloud), what path would the data take? That is decided by the routers, using routing protocols.

Graphic two is a table showing Data encapsulation. This graphic illustrates what happens when a user sends an email. The email is data, this data is passed down the protocol stack and is segmented at the transport layer (data is now termed segments) packetised at the IP layer (segments are now formatted into packets and have a network header pre-pended) The packet is then handed to the Data Link Layer where it is framed (data is now termed a frame and a header and trailer are added) This format is media dependant. Finally it is transmitted as a steam of bits.

Graphic three is illustrating IP Packet Header

 IP Header Information followed by Data (from upper layers)

When data is received from upper layer protocols, the network layer appends the IP header information to the data.

10.1.3 Packet propagation and switching within a router.

This page has two graphics.

Network layer Devices in Data Flow.

The diagram depicts a host (X) communicating with a remote host (Y) via a series of routers. The data to be sent from X is passed down the protocol stack as we have discussed previously. It is sent over the physical layer to the first router where the MAC address is checked, if it matches the MAC of the router interface, the frame is passed to the Network layer where the IP address is checked. The next hop is then determined by the router (we discuss how this happens later), the packet is then passed down the protocol stack (on the outgoing port side) with the source and destination IP addresses unchanged. The Data link layer then places the routers outgoing ports MAC address n the frame as the source address and the MAC address of the next router as the destination address. This process is reprated for each hop across the network cloud. Once the frame reaches the final router the frame is delivered to the host and passed back up the FULL protocol stack. Hence routers are layer 3 devices (but also work at layers 1 & 2), the hosts are layer 7 devices (as well as all the lower layers)

Each router provides its services to support upper-layer functions.

Graphic two Router Protocol Stripping

This multimedia animation shows the same as described above. To be discussed in detail in the lectures.

10.1.4 Connectionless and Connection-oriented Delivery.

This page has two graphics.

Graphic one described in text, just shows packets taking different paths.

Graphic two Uses the telephone analogy for connection oriented services. Explained in text.

10.1.5 Anatomy of an IP Packet.

This page has one diagram depicting the format of an IP header. This is well explained in the text.

10.2.1 Routing Overview.

This page has four graphics.

Graphic one Illustrates the 7 layer OSI model.

The network layer is responsible for routing packets through a network.

Graphic two describes the routing process,.

This is the same network as described in 10.1.2 IP as a Routed Protocol. If computer A was sending data to computer F, what path would the data take? The path is determined by the routing protocols that are used by the routers. Multimedia animation shows a path being selected through the “cloud” No details on how this path is determined is shown.

Graphic three. Routing Metrics.

The network layer is responsible for routing packets through a network.

This graphic lists some of the metrics that are used to determine the “best” path. (best by terms of the chosen metric, as we will see later best does not necessarily mean most efficient or ideal) The graphics is a map of the US with routers scattered across the country, some use a hop count metric, others a $ value and others a speed metric. The list of metrics given are;

Hop count

Bandwidth

Delay

Reliability

Load

Cost

Graphic four shows Data Encapsulation as messages 9data) is passed down the protocol stack. This has been covered in detail in previous sections.

10.2.2 Routing Versus Switching.

This page contains four graphics.

Graphic one illustrates a the OSI model with switches depicted to work at the Data link layer and routers at the network Layer.

Routers and switches may seem to perform the same function. The primary difference is that switches operate at Layer 2 of the OSI model and routers operate at Layer 3. This distinction indicates that routers and switches use different information to send data from a source to a destination.

Graphic two “Layer 2 Switching and Layer 3 Routing”, shows 2 local area networks connected by a wide area network. Each LAN is on a switch and each switch connects to a router. The 2 routers connect together forming the WAN. 

Layer 2 switching takes place within the LAN. Layer 3 routing moves traffic between broadcast domains. This requires the hierarchical addressing format that a Layer 3 addressing scheme like IP provides.

Graphic three ARP Tables and Routing Tables 

Graphic shows a complex network with the ARP tables for each interface on the router and the routing table for each router. Read in conjunction with the text, should be explained well enough then. Each computer and router interface maintains an ARP table for Layer 2 communication. The ARP table is only effective for the broadcast domain to which it is connected. The router also maintains a routing table that allows it to route data outside of the broadcast domain. Each ARP table contains an IP-MAC address pair. The MAC addresses in the graphic are represented by the acronym MAC, since the actual addresses are too long to fit in the graphic. The routing tables also track how the route was learned. In this example, they are directly connected, represented by C, or learned by RIP, represented by R. The tables are used to determine the network IP address for reachable networks, the hop count or distance to those networks, and which interface the data must be routed out of to reach the destination network.

Graphic four is a table illustrating the features, Router and Switch comparisons.

They are as follows:

Features - Speed

Router - Slower

Switch - Faster

Features – OSI Layer

Router – Layer 3

Switch – Layer 2

Features – Addressing used

Router = IP

Switch - MAC

Features - Broadcasts

Router - Blocks

Switch - Forwards

Features - Security

Router - Higher

Switch – Lower

The speed and security are relative comparisons and depend on the configurations of the device.

10.2.3 Routed Versus Routing.

This page contains two graphics.

Graphic one is a diagram illustrating the Routed Protocol.

Displays a path from one host to another through a network cloud. Captioned “Routed protocol transport data from one end-station to another.”

Graphic two is a diagram illustrating the Routing Protocol.

It depicts 3 networks 10.120.2.0, 172.16.3.0 and 172.16.2.0, connected to a cloud. Network 10.120.2.0 connected to a router Ethernet port. This router has 2 serial connections S0 and S1 that lead into the cloud. This router has the routing information below.

Network Protocol - Connected

Destination Network – 10.120.2.0

Exit interface – E0

Network Protocol - RIP

Destination Network – 172.16.2.0

Exit interface – S0

Network Protocol - IGRP

Destination Network – 172.16.3.0

Exit interface – S1

Routing protocols are used between routers to determine paths and maintain routing tables.

After the path is determined a router can route a routed protocol.

Routing protocol = RIP, IGRP.

10.2.4 Path Determination.

This page contains three graphics.

Graphic one illustrates 3 LANs connected to a cloud. The hosts on each LAN are connected via a switch to an edge router that allows access to the cloud. Hosts are named A-F. If computer A was sending data to computer F, what path would the  data take? That is determined by the information in the routing table.

Graphic two is a map showing a house and a university. There are many streets in between. Which is the best route from the house to the university? There are many possible choices, but which is the fastest, the safest, the shortest, and the most reliable? The same questions are asked and answered when routing data.

Graphic three is a flowchart of the routing process. It replicates the steps in the text, which are repeated below;

The router compares the IP address of the packet that it received to the IP tables that it has.

The destination address is obtained from the packet.

The mask of the first entry in the routing table is applied to the destination address.

The masked destination and the routing table entry are compared.

If there is a match, the packet is forwarded to the port that is associated with that table entry.

If there is not a match, the next entry in the table is checked.

If the packet does not match any entries in the table, the router checks to see if a default route has been set.

If a default route has been set, the packet is forwarded to the associated port. A default route is a route that is configured by the network administrator as the route to use if there are no matches in the routing table.

If there is no default route, the packet is discarded. A message is often sent back to the device that sent the data to indicate that the destination was unreachable.

While some steps have been left out for clarity, this is the fundamental process used by a router to route data.

10.2.5 Routing Tables.

This page has one graphic.

Graphic one is a diagram illustrating the Routing Tables.

4 LANs are shown connecting to 2 routers (2 LANs on each router) The routers are connected together via a serial WAN. 

Network 1 with network address 192.168.11.0, is connected to router A on interface E0, IP address 192.168.11.1

Network 2 with network address 192.168.12.0, is connected to router A on interface E1, IP address 192.168.12.1

Network 3 with network address 192.168.21.0, is connected to router B on interface E0, IP address 192.168.21.1

Network 4 with network address 192.168.22.0, is connected to router B on interface E0, IP address 192.168.22.1

Router A, S0 with IP address 192.168.20.1 is connected to Router B, S1, IP address 192.168.20.2

The routing table in router A is below

Learned Network Address – C 192.168.11.0 Hop 0 Interface E0

Learned Network Address – C 192.168.12.0 Hop 0 Interface E1

Learned Network Address – C 192.168.20.0 Hop 0 Interface S0

Learned Network Address – R 192.168.21.0 Hop 1 Interface S0

Learned Network Address – R 192.168.22.0 Hop 1 Interface S0

The routing table in router B is below

Learned Network Address – C 192.168.21.0 Hop 0 Interface E0

Learned Network Address – C 192.168.22.0 Hop 0 Interface E1

Learned Network Address – C 192.168.20.0 Hop 0 Interface S1

Learned Network Address – R 192.168.11.0 Hop 1 Interface S1

Learned Network Address – R 192.168.12.0 Hop 1 Interface S1

10.2.6 Routing Algorithms and Metrics.

This page has one graphic.

Graphic one is a table listing the Routing algorithms and Metrics.

They are as follows:

Protocol - RIP

Metric – Hop Count

Maximum number of routers - 15

Origins – Xerox

Protocol – IGRP

Metric – Bandwidth, Load, Delay, Reliability

Maximum number of routers – 255

Origins – Cisco

Routing metrics are the values used to determine the best path to the next hop.

10.2.7 IGP and EGP.

This page has two graphics.

Graphic one depicts 2 network clouds connected together. It shows that within each cloud, interior routing protocols are used, RIP & IGRP for example. However to connect the 2 clouds we use Exterior Gateway Protocols, for example BGP. The 2 clouds are referred to as Autonomous Systems.

An autonomous system is a collection of networks under a common administrative domain. IGPs operate within an autonomous systems. EGPs connect different autonomous systems.

Graphic two Routing This is a repeat of the animation in 10.2.4 Path Determination.
If computer A was sending data to computer F, what path would the data take? The path is determined by the routing protocols that are used by the routers.

10.2.8 Link state and distance vector.

This page has one graphic. Again a repeat of 10.2.4 Path Determination.
10.2.9 Routing Protocols.

This page has one graphic. Again a repeat of 10.2.4 Path Determination.
10.3 The Mechanics of Subnetting.

10.3.1 Classes of network IP addressing.

This page has 1 graphic.

Graphic one is a table of the IP Address Bit Patterns. This is from a previous section and shows that;

Class A addresses use the first octet as the network portion and 3 octets for the host addresses.

Class B addresses use the first two octets as the network portion and last 2 octets for the host addresses.

Class C addresses use the first three octets as the network portion and last octet for the host addresses.

Class D addresses are used for multicast groups. There is no need to allocate octets or bits to separate network and host addresses. Class E addresses are reserved for research use only.

10.3.2 Introduction to and reason for subnetting.

This page has three graphics.

Graphic one Subdividing the Host Octets of a class C Address. In this example the class C address 192.168.10.0 is going to be further subnetted. By default, there is 8 bits for the host addresses. In this example we extend the network portion from 24 bits (first 3 octets) to 27 bits, taking up 3 additional bits from the host portion, leavin just 5 for the hosts (ie we can now only have 32 hosts (actually less but we will look at that later)) but we can now have 8 extra networks (again its actually less, but will cover that later too) 

Graphic Two Subdividing the Host Octets of a Class B Address.

Graphic three Subdividing the Host Octets of a Class A Address.

These 2 graphics just show that we can do the same for class A & B as we saw in the class C example.

10.3.3 Establishing the subnet mask address.

This page contains four graphics.

Graphic one is a table illustrating the Subnetting Chart (Bit Position and Value)

They are as follows:

Bits borrowed - 1

Value - 128

Bits borrowed - 2

Value - 64

Bits borrowed - 3

Value - 32

Bits borrowed - 4

Value - 16

Bits borrowed - 5

Value - 8

Bits borrowed - 6

Value - 4

Bits borrowed - 7

Value – 2

Bits borrowed - 8

Value – 1

Graphic two is a Subnetting Chart (Subnet Mask Identifier)

They are as follows:

Slash format - /25

Mask - 128

Bits borrowed - 1 

Value - 128
Slash format - /26

Mask - 192

Bits borrowed - 2 

Value - 64
Slash format - /27

Mask - 224

Bits borrowed - 3 

Value - 32
Slash format - /28

Mask - 240

Bits borrowed - 4 

Value - 16
Slash format - /29

Mask - 248

Bits borrowed - 5 

Value - 8
Slash format - /30

Mask - 252

Bits borrowed - 6 

Value - 4
Slash format – N/A

Mask - 254

Bits borrowed - 7 

Value - 2
Slash format – N/A

Mask - 255

Bits borrowed - 8 

Value – 1

A Class C address with a /25 mask (due to the default network portion being 24 bits) only borrows one bit as shown in the table above. However, a Class B address with a /25 mask borrows nine bits. (due to the default network portion being 16 bits)
Graphic three is a table describing subnetting.

With the subnet mask, if 3 bits are borrowed we have a 1 in the first 3 positions of the octet. This gives the value 224. Bit 8 = 128 + bit 7 = 64 + bit 6 = 32 => 224. So for example a class C subnet mask is 255.255.255.0, if we borrow 3 bits it becomes 255.255.255.224

Graphic four is a table of the subnetting chart. It is as follows:

Slash format - /25

Mask - 128

Bits borrowed - 1

Value - 128

Total Subnets 

Usable Subnets

Total Hosts

Usable Hosts

Slash format - /26

Mask - 192

Bits borrowed - 2

Value - 64

Total Subnets - 4

Usable Subnets - 2

Total Hosts - 64

Usable Hosts - 62

Slash format - /27

Mask = 224

Bits borrowed - 3

Value - 32

Total Subnets - 8

Usable Subnets - 6

Total Hosts - 32

Usable Hosts - 30

Slash format - /28

Mask - 240

Bits borrowed - 4

Value - 16

Total Subnets - 16

Usable Subnets - 14

Total Hosts - 16

Usable Hosts - 14

Slash format - /29

Mask - 248

Bits borrowed - 5

Value - 8

Total Subnets - 32

Usable Subnets - 30

Total Hosts - 8

Usable Hosts - 6

Slash format - /30

Mask – 252 

Bits borrowed - 6

Value - 4

Total Subnets - 64

Usable Subnets - 62

Total Hosts - 4

Usable Hosts - 2

Slash format – N/A

Mask - 254

Bits borrowed - 7

Value - 2

Total Subnets - 

Usable Subnets

Total Hosts

Usable Hosts

Slash format – N/A

Mask - 255

Bits borrowed - 8

Value - 1

Total Subnets

Usable Subnets

Total Hosts

Usable Hosts

A Class C address with a /25 mask only borrows one bit as shown in the chart above. However, a Class B address with a /25 mask borrows nine bits.

10.3.4 Applying the Subnet Mask

This page has two graphics.

Graphic one is a table illustrating the Subnet Scheme.

They are as follows:

Subnetwork # - 0

Subnetwork ID 0 192.168.10.0

Host Range – 1--.30

Broadcast ID – 192.168.10.31

Subnetwork # - 1

Subnetwork ID – 192.168.10.32

Host Range - .33--.62

Broadcast ID – 192.168.10.63

Subnetwork # - 2

Subnetwork ID – 192.168.10.64

Host Range - .65--.94

Broadcast ID – 192.168.10.95

Subnetwork # - 3

Subnetwork ID – 192.168.10.96

Host Range - .97--.126

Broadcast ID – 192.168.10.127

Subnetwork # - 4

Subnetwork ID – 192.168.10.128

Host Range - .129--.158

Broadcast ID – 192.168.10.159

Subnetwork # - 5

Subnetwork ID – 192.168.10.160

Host Range - .161--.190

Broadcast ID – 192.168.10.191

Subnetwork # - 6

Subnetwork ID – 192.168.10.192

Host Range - .193--.222

Broadcast ID – 192.168.10.223

Subnetwork # - 7

Subnetwork ID – 192.1`68.10.224

Host Range - .225--.254

Broadcast ID – 192.168.10.255

Please note 0 and 7 are not useable.

Graphic two is of a subnetting chart. They are as follows:

Slash format - /25

Mask - 128

Bits borrowed - 1

Value - 128

Total Subnets

Usable Subnets

Total Hosts

Usable Hosts

Slash format - /26

Mask - 192

Bits borrowed - 2

Value - 64

Total Subnets - 4

Usable Subnets - 2

Total Hosts - 64

Usable Hosts - 62

Slash format - /27

Mask - 224

Bits borrowed - 3

Value - 32

Total Subnets - 8

Usable Subnets - 6

Total Hosts - 32

Usable Hosts - 30

Slash format - /28

Mask - 
240

Bits borrowed - 4

Value - 16

Total Subnets - 16

Usable Subnets - 14

Total Hosts - 16

Usable Hosts - 14

Slash format - /29

Mask - 248

Bits borrowed - 5

Value - 8

Total Subnets - 32

Usable Subnets - 30

Total Hosts - 8

Usable Hosts - 4

Slash format - /30

Mask - 252

Bits borrowed - 6

Value - 4

Total Subnets - 64

Usable Subnets – 62

Total Hosts - 4

Usable Hosts - 2

Slash format – N/A

Mask - 254

Bits borrowed - 7

Value - 2

Total Subnets 

Usable Subnets

Total Hosts

Usable Hosts

Slash format – N/A

Mask - 255

Bits borrowed - 8

Value - 1

Total Subnets

Usable Subnets

Total Hosts

Usable Hosts

A Class C address with a /25 mask only borrows one bit as shown in the chart above. However, a Class B address with a /25 mask borrows nine bits.

10.3.5 Subnetting Class A and B networks.

This page contains five graphics.

Graphic one subdividing the Hosts Octets of a Class B Network. This graphic shows an example of subnetting a class B address by borrowing 12 bits. Do this with the pegboard.

Graphic two subdividing the Host Octets of a Class A Network This graphic shows an example of subnetting a class A address by borrowing 20 bits. Do this with the pegboard.

Graphic three is table of Subnetting. They are as follows:

Mask - 128

Bits Borrowed - 1

Value - 128

Subnets - 2

Mask - 192

Bits Borrowed - 2

Value - 64

Subnets - 4

Mask - 224

Bits Borrowed - 3

Value - 32

Subnets - 8

Mask - 240

Bits Borrowed - 4

Value - 16

Subnets - 16

Mask - 248

Bits Borrowed - 5

Value - 8

Subnets - 32

Mask - 252

Bits Borrowed - 6

Value - 4

Subnets - 64

Mask - 254

Bits Borrowed - 7

Value - 2

Subnets - 2

Mask - 255

Bits Borrowed - 8

Value - 1

Subnets – 256

Graphic four is a table of the Class A and B Hosts. They are as follows:

Two to the power of – 0 Equals - 1

Two to the power of – 1 Equals – 2 

Two to the power of – 2 Equals - 4

Two to the power of – 3 Equals - 8

Two to the power of – 4 Equals - 16

Two to the power of – 5 Equals - 32

Two to the power of – 6 Equals - 64

Two to the power of – 7 Equals - 128

Two to the power of – 8 Equals - 256

Two to the power of – 9 Equals - 512

Two to the power of – 10 Equals - 1024

Two to the power of – 11 Equals - 2048

Two to the power of – 12 Equals - 4096

Two to the power of – 13 Equals - 8192

Two to the power of – 14 Equals - 16384

Two to the power of – 15 Equals - 32768

Two to the power of – 16 Equals - 65536

Two to the power of – 17 Equals - 131072

Two to the power of – 18 Equals - 262144

Two to the power of – 19 Equals - 524288

Two to the power of – 20 Equals - 1048576

Two to the power of – 21 Equals - 2097152

Two to the power of – 22 Equals – 4194304

Graphic five is not accessible, it’s a calculator that asks you to give the subnet for a given network requiring X networks and Y hosts per subnet. A worksheet will be provided to practice these.

10.3.6 Calculating the resident subnetwork through ANDing.

This page has two graphics.

Graphic one is a table showing the Logical ANDing Process. They are as follows:

0 AND 0 = 0

0 AND 1 = 0

1 AND 0 = 0

1 AND 1 = 1

Graphic two is a table that calculates the Subnet ID. Use the up/down arrows to see the anding process.

Packet address – 201.10.11.65 – 
11001001.00001010.00001011.01000001 AND

Mask – 25.255.255.224 – 

11111111.11111111.11111111.11100000

Subnetwork ID – 201.10.11.64 – 
11001001.00001010.00001011.01000000

Repeat this on your pegboards

Module 10 Summary:

· A protocol is a set of rules that determines how computers communicate with each other across networks.

· Routed protocols transport data across a network

· Routing protocols allow routers to choose the best path for data from source to destination.

· Subnetting allows network administrators to divide networks into segments.

