Cisco Discovery 1 Module 5 Picture Descriptions

 Module 5.0 – Chapter Introduction
5.0.1 – Introduction

Slideshow
The diagram depicts two people communicating in a teleconference with a woman located in another part of the world or in another department.  Slide one text “Members of the human network need to be able to communicate from anywhere, at any time.”

Slide two text “Locating each other and establishing reliable communications channels between us requires a system of global addresses that is both flexible and dynamic”

Slide three text “In this chapter, you will learn the basics of the IP addressing structure that enables users all over the world to communicate across the network.”

Slide four text “After completion of this chapter, you should be able to: 

- Describe the purpose of an IP address and Subnet Mask and how they are used on the Internet. 

- Describe the types of IP Addresses available. 

- Describe the methods of obtaining an IP Address. 

- Describe the use of NAT on a home or small business network using an ISR.”

5.1 – IP Addresses and Subnet Masks

5.1.1 – Purpose of the IP Address

Single Diagram

Diagram 1, Animation

The animation shows a user sending a packet (in this case a request for a web page). The packet is being given the www.cisco.com web server’s IP address and being sent out via the Internet cloud to a server on the other side of the cloud. It then shows a reply packet (the web page data) being sent back via the Internet cloud to the PC. This reply has the IP address of the PC that made the request. 

5.1.2 – IP Address Structure

Three Diagrams

Diagram 1, Image

Screen shot of the Internet protocol (TCP/IP) properties window in Windows. The IP address text box in highlighted and the address in the box is 192.168.1.5. 

A is women sitting at her work station looking at her PC (showing the before mentioned screen) The PC has a speech bubble that says “I see you have assigned me an IP address of 11000000101010000000000100000101. Now other hosts can find me.

Diagram 2, Animation

The diagram depicts how long series of ones and zeros are converted into something humans can understand. Your instructor will take you through examples using the IP pegboard.

Diagram 3, Activity

IP addressing game. This activity is inaccessible.

5.1.3 – Parts IP Address

Two Diagrams

Diagram 1, Image

Diagram depicts two network clouds. Each cloud contains a similar network with 3 hosts connected to a switch. The switch connects to a router. The routers in each cloud connect to each other. Each device has its own IP address, the key concept here is that in the first cloud all devices are on the 192.168.18.0 network and all devices in the second cloud are on network 192.168.5.0. 

A “more information” link displays the following text

Multiple Logical networks on one physical network
With IP addressing, multiple logical networks can exist on one physical network, if the network portion of their host addresses is different. Example: three hosts on a single physical local network have the same network portion to their IP address (192.168.50) and three other hosts have a different network portion (192.168.70). The hosts with the same network number in their IP addresses will be able to communicate with each other but will not be able to communicate with the other hosts without the use of routing. In this case, we have one physical and two logical IP networks.
Diagram 2, Activity

State which PCs belong to which network address (based on their IP address). 

Networks

A: 192.168.55.0

B: 172.16.0.0

C: 10.0.0.0

PC 1: 192.168.55.89

PC 2: 172.16.144.152

PC 3: 192.168.55.1873

PC 4: 172.16.188.13

PC 5: 10.119.37.130

PC 6: 172.16.227.146

PC 7: 10.147.234.248

5.1.4 – How IP Addresses and Subnet Masks Interact

Three Diagrams

Diagram 1, Animation

The animation shows how “anding” is used to obtain a network address. When a doted decimal address is displayed as a binary address you can obtain the network address by anding with the subnet mask. 

In this example the address of H1 is 192.168.1.44 with a subnet mask of 255.255.255.0. By anding these together we get 192 (192 and 255 = 192) . 168 (168 and 255 = 168) . 1 (1 and 255 = 1) . 0 (44 and 0 = 0) so the network address is 192.168.1.0 By the same process H2, 192.168.1.66 anded with 255.255.255.0 = 192.168.1.0. Therefore the hosts are on the same network.

See the pegboard exercises for a full explanation.

Diagram 2, Image

Shows that a network address with a network portion of 24 Bits and a host portion of 8 Bits can have 254 host addresses. 

Diagram 3, Image

It’s a lab.

Hands on lab
Using the Windows calculator with network addresses.
Module 5.2 - Types of IP Addresses

5.2.1 - IP Address Classes and Default Subnet Masks

Two Diagrams

Diagram 1, Tabular
IP Address Classes and Default Subnet Masks

Address Class - A

1st octet range (decimal) - 1 – 127
1st octet bits - 00000000 - 01111111
Network and Host parts of an address - N.H.H.H
Default subnet mask (decimal and binary) - 255.0.0.0,  11111111.00000000.00000000.00000000
Numbers of possible networks and hosts per network - 126 nets (2^7-2) 16,777,214 hosts per net (2^24-2)
Address Class - B

1st octet range (decimal) - 128 - 191
1st octet bits - 10000000 - 10111111
Network and Host parts of an address - N.N.H.H
Default subnet mask (decimal and binary) - 255.255.0.0, 11111111.11111111.00000000.00000000
Numbers of possible networks and hosts per network - 16,382 nets (2^14-2) 65,534 hosts per net (2^16-2)
Address Class - C

1st octet range (decimal) - 192 - 223
1st octet bits - 11000000 - 11011111
Network and Host parts of an address - N.N.N.H
Default subnet mask (decimal and binary) - 255.255.255.0, 11111111.11111111.11111111.00000000
Numbers of possible networks and hosts per network - 2,097.150 nets (2^21-2) 254 hosts per net (2^8-2)
Address Class - D

1st octet range (decimal) - 224 - 239
1st octet bits - 11100000 - 11101111
Network and Host parts of an address - Not for commercial use as a host
Address Class - E
1st octet range (decimal) - 240 - 255
1st octet bits - 11110000 - 11111111
Network and Host parts of an address - Not for commercial use as a host
All zeros (0) and all ones (1) are invalid host addresses.
Diagram 2, Activity

This activity is inaccessible. 
5.2.2 - Public and Private IP Addresses

Three Diagrams 

Diagram 1, Tabular
Public and Private IP Addresses

Address Class - A
Number of Network Numbers Reserved - 1
Network Addresses - 10.0.0.0
Address Class - B
Number of Network Numbers Reserved - 16
Network Addresses - 172.16.0.0 - 172.31.0.0
Address Class - C
Number of Network Numbers Reserved - 256
Network Addresses - 192.168.0.0 - 192.168.255.0
Diagram 2, Image

Public and Private IP Addresses

The Movie depicts three private networks, which all connect to the Internet thorough ISP Routers. All three networks are able to transmit addresses within their network, but as soon as packets reach the ISP Router, the address is blocked, preventing the other networks from seeing the address. Details of the networks are below or skip to next heading.

Network 1, is a Class C Private Network with the Network Address 192.168.1.0

Network 2, is a Class A Private Network with the Network Address 10.0.0.0

Network 3, is a Class B Private Network with the Network Address 172.16.0.0

Network 1 has one Switch (Switch1), with three PC's attached (PC1, PC2, PC3)

PC1 Address - 192.168.1.1

PC2 Address - 192.168.1.2

PC3 Address - 192.168.1.3

Network 2 has three switches (Switch1, Switch2, Switch3), Switch1 has  three PC's attached (PC1, PC2, PC3),  Switch2  has three PC's attached (PC4, PC5, PC6), Switch3 has four PC's attached (PC7, PC8, PC9, PC10).

Switch1

PC1 Address - 10.0.0.1

PC2 Address - 10.0.0.2

PC3 Address - 10.0.0.3

Switch2

PC4 Address - 10.0.0.4

PC5 Address - 10.0.0.5

PC6 Address - 10.0.0.6

Switch3

PC7 Address - 10.0.0.7

PC8 Address - 10.0.0.8

PC9 Address - 10.0.0.9

PC10 Address - 10.0.0.10

Network 3 has two Switches (Switch1, Switch2), Switch1 has three PC's attached (PC1, PC2, PC3), Switch2 has four PC's attached(PC4, PC5, PC6, PC7)

Switch1

PC1 Address - 172.16.0.1

PC2 Address - 172.16.0.6

PC3 Address - 172.16.0.7

Switch2

PC4 Address - 172.16.0.2

PC5 Address - 172.16.0.3

PC6 Address - 172.16.0.4

PC7 Address - 172.16.0.5

Diagram 3, Activity

Public and Private IP Addresses

Decide to Pass or Block each IP address depending on whether it is Public (the Internet) or Private (small local network) Class A, B and C only.

Choose PASS or BLOCK for the following addresses (Done At ISP Router)

106.203.129.20

202.212.92.19

16.140.190.230

56.174.95.242

150.223.27.139

5.2.3 - Unicast, Broadcast and Multicast Addresses

Four Diagrams

Diagram 1, Image

Unicast, Broadcast and Multicast Addresses

The picture depicts a frame being sent from PC (HostA) to Server (HostB), and shows the corresponding Ethernet frame and IP Packet Header. HostA has a caption above it, which says "I need to send this frame to H2"
Unicast IP and MAC destination addresses combine to deliver packet frame

Source HostA
IP: 192.168.1.5
MAC: 00-07-E9-63-CE-53
Destination HostB
IP: 192.168.1.200
MAC: 00-07-E9-42-AC-28
Ethernet Frame
Dest MAC - 00-07-E9-42-AC-28
Source MAC - 00-07-E9-63-CE-53
Dest IP - 192.168.1.200
Source IP - 192.168.1.5
User Data

Trailer

IP Packet

Dest IP - 192.168.1.200
Source IP - 192.168.1.5
User Data

Diagram 2, Image

Unicast, Broadcast and Multicast Addresses

The picture depicts a frame being sent from PC(HostA) to All other hosts(Broadcast), and shows the corresponding Ethernet frame and IP Packet Header. HostA has a caption above it, which says "I need to send this frame to all hosts".

Broadcast IP and MAC destination addresses deliver packet/frame to all hosts
Source HostA
IP: 192.168.1.5
MAC: 00-07-E9-63-CE-53
Destination ALL Hosts

Three PC's (PC1, PC2, PC3) Two Servers (Server1, Server2)

Ethernet Frame

Dest MAC - FF-FF-FF-FF-FF-FF
Source MAC - 00-07-E9-63-CE-53
Dest IP - 192.168.1.255

Source IP - 192.168.1.5
User Data

Trailer
IP Packet

Dest IP - 192.168.1.255

Source IP - 192.168.1.5
User Data

Diagram 3, Image

Unicast, Broadcast and Multicast Addresses

The picture depicts a frame being sent from PC (HostA) to the Host group(Multicast), and shows the corresponding Ethernet frame and IP Packet Header. HostA has a caption above it, which says "I need to send this frame to a group of hosts".

Multicast IP and MAC destination addresses deliver packet/frame to specific group of member hosts

Source HostA
IP: 192.168.1.5
MAC: 00-07-E9-63-CE-53
Destination Host Group

Three PC's (PC1, PC2, PC3) Two Servers (Server1, Server2)

Ethernet Frame

Dest MAC - 01-00-5E-0f-64-C5
Source MAC - 00-07-E9-63-CE-53
Dest IP - 224.15.100.197

Source IP - 192.168.1.5
User Data

Trailer
IP Packet

Dest IP - 224.15.100.197

Source IP - 192.168.1.5
User Data

Diagram 4, Activity

Unicast, Broadcast and Multicast Addresses

Digram depicts a small Lan with one Switch (Switch1)

Switch1 has 5 Hosts attached (H1, H2, H3, H4, H5)

H1 - Source Host

H2 - 192.168.100.2, 225.5.77.126 group

H3 - 192.168.100.3, 237.192.126.17 group

H4 - 192.168.100.4, 237.192.126.17 group

H5 - 192.168.100.5, 225.5.77.126 group

Choose the Host(s), which will receive a packet given the following addresses.

A = 192.168.100.2

B = 192.168.100.255

C = 237.192.126.17
5.3 – How IP Addresses are Obtained

5.3.1 – Static and Dynamic Address Assignment

2 diagrams

Diagram 1, Image
The diagram depicts the TCP/IP Protocols Properties windows that is displayed in the Windows XP operating system.  This box displays the typical static entries for network addressing.  When the option, ”Use the following IP Address” is selected, the following fields are displayed:

IP Address: 192.168.1.32

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.1

When the option to “Use the following DNS server addresses” is selected the following fields are displayed:

Preferred DNS server: 172.16.33.5

Alternate DNS server: 172.16.33.6

Diagram 2, Image

The diagram depicts the TCP/IP Protocols Properties window that is displayed in the Windows XP operating system.  This box displays the typical dynamic entries for network addressing.  When the option, “Obtain IP address automatically” is selected, a DHCP server assigns the address to the client.  The ipconfig/all command shows the information the client obtained from the DHCP server. 

5.3.2 – DHCP Servers

The diagram depicts a network that has automatic IP address assignment activated.  The network consists of four circles grouping each DHCP service. The groups are as follows-

Single home PC

Corporate Network

The Internet

Home/Small Business Network

A single home PC is configured as a DHCP client and which is then connected to a Router acting as a DHCP server within the Internet cloud. 

The Corporate Network has 6 PCs connected to two switches, 3 per switch.  One switch has a DHCP server attached which handles DHCP requests for this network. A  router connects to the ISP. The small home business has a single DHCP server and 3 DHCP clients.  The DHCP server in the small home business is connected to the ISP router via an integrated wireless router.

Also contained within the Internet cloud is the ISP DHCP server that assigns IP addresses to hosts within the ISP.

5.3.3 – Configuring DHCP

3 Diagrams 

Diagram 1, Image

The diagram depicts the DHCP process. 

Client sends a DHCP Discover packet.

Servers send a DHCP Offer packet

Client sends a DHCP Request packet

Server sends a DHCP Acknowledge packet

A more information link displays the following text.

“The DHCP server may be located on another network. DHCP clients are still able to obtain IP addresses as long as the routers in-between are configured to forward DHCP requests.”

Diagram 2, Image

Diagram depicts a DHCP screen capture from a router. Explore this in the associated laboratory session.

Diagram 3, Packet Tracer Exploration

The diagram depicts a launch window for the activity Configuring DHCP on Multi-Function Devices. 

5.4 – Address Management

5.4.1 – Network Boundaries and Address Space

One Diagram

Diagram 1, Image

Shows the boundary between the Internet and the Local Network. The image depicts a wireless router, connecting to the Internet. On the local network side, a PC connects to the wireless router’s port labeled default gateway. The router also acts as a DHCP server for the local network host. The gateway has an internal address of 192.168.1.1 and a subnet mask of 255.255.255.0. The local host (the DHCP client) has an IP address of 192.168.1.101, subnet mask of 255.255.255.0 and a default gateway address of 192.168.1.1 .

5.4.2 –Address Assignment

Two Diagrams

Diagram 1, Animation

The diagram depicts a network consisting of the ISP cloud that includes a DHCP server and router. The ISP router connects to the clients integrated router that has the clients PCs attached. The diagram depicts how a DHCP client (gateway router) receives a DHCP external public address from a DHCP server via its ISP. The ISP cloud has a DHCP server, which gives an external public IP address on the integrated router at the client network. This integrated router then assigns internal private addresses to the DHCP clients within the local network. It also shows how clients on the private network obtain internal private addresses from the DHCP server on the integrated router. 

Each client on the private network has an internal private IP address, a subnet mask and a default gateway address. 

Diagram 2, Image

The diagram illustrates several ways host may connect to an ISP.

A PC directly connected to the ISP modem receive public IP address information from the ISP. 

On the other hand any PCs connected to the switch ports of the integrated router receives IP address information from the integrated router. The integrated router directly connected to the ISP receives public IP address information from the ISP. 

Finally, any PCs connected to the gateway device receive IP information from the gateway device. A gateway device directly connected to the ISP received IP address information from the ISP.

5.4.3 –Network Address Translation

2 Diagrams

Diagram 1, Animation

Depicts the network address translation that occurs when packets pass between the local areas network side and the network side of a router. The router translates the addressing from the public address to the private host address of the intended destination. To do this it uses an address translation table where port numbers are used to keep track of where packets are destined and the source. 

In this example a small network of 3 PCs is connected to a linksys wireless router. The Linksys router is connected to a router, which in turn is connected to a webserver. The PCs have the IP addresses 192.168.1.2 through 4. Host 192.168.1.2 sends a request to the webserver 200.100.75.99 on port 37654 via the linksys router (192.168.1.1) As the packet passes to the gateway, the source address is changed to that of the linksys router (200.100.50.2 with port address 46623) and the packet is passed on through the network. The webserver responds to the linksys router and as the port is known to be that of the request from 192.168.1.2, the packet is translated back to that address.

Diagram 2, Packet Tracer Lab

The diagram depicts a launch window for the Packet Tracer 4.1 lab named, “Examine NAT on a Multi-function device.” 

Module 5.5 - Chapter Summary

5.5.1 - Summary
One Diagram

Diagram 1, Image/Tabular

Summary

Slide 1
Without an IP address a host cannot participate on the Internet. This chapter discussed the importance of IP addressing, its hierarchical structure and the methods of obtaining an address for a networking device.
Each logical IP address is made up of two parts; the network ID and the unique host ID on that network.
An IP address is a series of 32 binary bits (ones and zeros) that is grouped into four 8-bit bytes called octets.
The four octets are each converted into a decimal number, which is referred to as dotted-decimal notation.
The IP address and subnet mask work together to determine which portion of the IP address represents the network address and which portion represents the host address.
Slide 2
IP addresses are classified in many different ways.
IP addresses are grouped into 5 classes. Classes A, B and C are commercial. Class D is for multicasting and Class E is experimental.
Each class of IP address has its own default subnet mask.
IP addresses are also classified as public or private. Public addresses are unique and are used on the Internet.

Private addresses can be used internally by hosts in any organization. Private addresses must be translated to Internet routable addresses in order for hosts to communicate on the Internet.

Hosts can use IP addresses to communicate one-to-one (unicast), one-to-many (multicast) or one-to-all (broadcast).

Address Class - A

1st octet range (decimal - 1 - 127
1st octet bits - 00000000 - 01111111
Network and Host parts of an address - N.H.H.H
Default subnet mask (decimal and binary) - 255.0.0.0,  11111111.00000000.00000000.00000000
Numbers of possible networks and hosts per network - 126 nets (2^7-2) 16,777,214 hosts per net (2^24-2)
Address Class - B

1st octet range (decimal) - 128 - 191
1st octet bits - 10000000 - 10111111
Network and Host parts of an address - N.N.H.H
Default subnet mask (decimal and binary) - 255.255.0.0, 11111111.11111111.00000000.00000000
Numbers of possible networks and hosts per network - 16,382 nets (2^14-2) 65,534 hosts per net (2^16-2)
Address Class - C

1st octet range (decimal) - 192 - 223
1st octet bits - 11000000 - 11011111
Network and Host parts of an address - N.N.N.H
Default subnet mask (decimal and binary) - 255.255.255.0, 11111111.11111111.11111111.00000000
Numbers of possible networks and hosts per network - 2,097.150 nets (2^21-2) 254 hosts per net (2^8-2)
Address Class - D

1st octet range (decimal) - 224 - 239
1st octet bits - 11100000 - 11101111
Network and Host parts of an address - Not for commercial use as a host
Address Class - E
1st octet range (decimal) - 240 - 255
1st octet bits - 11110000 - 11111111
Network and Host parts of an address - Not for commercial use as a host
All zeros (0) and all ones (1) are invalid host addresses.

Slide 3

IP addresses can be assigned either statically or dynamically.
If assigning addresses statically, the IP address, subnet mask and the default gateway must all be configured manually.
Static addresses are typically required for servers that are accessed from the Internet.
DHCP is the preferred method of assigning IP addresses on large networks since it reduces the burden on network support staff.
The Integrated Services Router (ISR), as well as other multi-function devices, acts as a DHCP client to receive its unique IP configuration from the ISP and then acts as a DHCP server to assign IP addresses to internal hosts on the local network.
Slide 4 
Private IP addresses from inside an organization must be translated to a unique public IP address before the packet goes onto the Internet.
Routers provide a boundary that separates local networks from the Internet.
A host’s default gateway is the router interface connected to the local network that is used to communicate with destinations on other networks.
Many gateway routers translate private LAN IP addresses to Internet routable IP addresses using a process called Network Address Translation (NAT).
When more than one private IP address is translated to a single public IP address, the router keeps track of each source IP address and port number being translated, so return traffic is directed to the correct host.

The picture depicts an ISP Router, which is connected to a DHCP Server. An ISR connects to the ISP Router, the following is the addressing scheme used by the ISR.

ISR and ISP Address Assignment

ISR DHCP Client External Public Address - 192.150.45.3
ISR DHCP Server Internal Private Address - 192.168.1.1
Internal Private Address
DHCP Client1
IP Address:  192.168.1.2
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

DHCP Client2
IP Address: 192.168.1.3
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

DHCP Client3
IP Address: 192.168.1.4
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
