Module 16.0 - Advanced Security

Module 16.0 – Introduction

Single Diagram

Diagram 1, Tabular

Table:

Computer Security

Outline Customer’s Security Requirements

Select Security Components

Implement Security Plan

Perform Preventive Maintenance

Troubleshoot Security

Module 16.1 - Outline Security Requirements

Single Diagram

Diagram 1, Pictorial

Local Security Policy

Description – The picture identifies an equilateral triangle split into three layers, the first/top layer has Security Applications, The second/middle layer has Security Hardware, and the third/bottom layer has Local Security Policy. The centre of the triangle has a key going through it.

Section 16.1.1 - Outline A Local Security Policy

Single Diagram

Diagram 1, Pictorial

Emergency Checklist in the Security Policy

Description – The picture identifies the Emergency checklist Table of contents page in the Security policy. The page contains the following lines of text…

Security Policy

Emergency Checklist Table of Contents (Example)

Data Loss

-Due to equipment theft

-Due to wiretapping

-Due to internal personnel

-Due to external personnel

-Due to temporary personnel/contractors/vendors

Power related emergencies

-Building or floor power outage

-Local power outage

-Large or regional power outage

Terrorist Action

-Terrorist attacks leads to evacuation

-Terrorist attacks leads to lockdown

Theft

-Physical theft of network device

-Physical theft of desktop computer

-Physical theft of laptop

Section 16.1.2 - Explain When And How To Use Security Hardware

Multiple Diagrams

Diagram 1, Pictorial

Physical Security

Description – The picture identifies 4 interlocked circles with ACCESS in the first, DATA in the second, INFRA - STRUCTURE in the third and COMPUTERS in the fourth.

Diagram 2, Pictorial

A USB Security Dongle

Description – The picture identifies a USB Security Dongle.

Section 16.1.3 - Explain When And How To Use Security Application Software

Single Diagram

Diagram 1, Tabular

Security Applications

Table:

Software Firewall

Intrusion Detection

Application and OS Patches

Module 16.2 - Select Security Components Based On Customer Needs

Single Diagram

Diagram 1, Pictorial

Security Components

Description – The picture identifies multiple types of security implementations including, a chain and Padlock, Locked Gates and a Deadlock.

Section 16.2.1 - Describe And Compare Security Techniques

Multiple Diagrams

Diagram 1, Pictorial

Hash Encoding

Description – The picture identifies the Hash Encoding process which is as follows, Sender sends Message, Hash algorithm produces message digest, Message recovered by receiver, Digest tested against tampering.

Diagram 2, Pictorial

Symmetric Encryption

Description – The picture identifies the Symmetric Encryption process, which is as follows, Sender sends message, Sender enters secret encryption key to encode message, Message Received by receiver, Receiver enters identical secret key to decode encrypted message.

Diagram 3, Pictorial

Asymmetric Encryption

Description – The picture identifies the Asymmetric Encryption process which is as follows, Sender sends message, Sender enters secret private key to encode message, Message received by receiver, Receiver enters sender’s readily available public key to decode message.

Diagram 4, Pictorial

Virtual Private network

Description – The picture identifies the security encryption process of a VPN, which is as follows, Senders enters message to be encrypted, Sender provides valid token, Receiver receives message, Receiver provides valid token.

Section 16.2.2 - Describe And Compare Access Control Devices

Multiple Diagrams

Diagram 1, Pictorial

Tow-Factor Security Technique

Description – The picture identifies two security techniques, Password and Biometrics Smart Card which when put together make a better encryption.

Diagram 2, Pictorial

Identify Data Security Devices

Description – The following is an interactive media activity, which required dragging and dropping the correct item next to it’s corresponding definition. The items were…

Smart card – Uses an embedded integrated circuit chip to store data safely

Key fob – Protects a computer from unauthorized users

Biometric device – Use physical characteristics of the user as an aid to positive identification

Section 16.2.3 - Describe And Compare Firewall Types

Single Diagram

Diagram 1, Tabular

Hardware and Software Firewalls

Table:

Hardware Firewall

Free standing and uses dedicated hardware

Initial cost for hardware and software updates can be costly

Multiple computers can be protected

Little impact on computer performance

Software Firewall

Available as third-party software and cost varies

Windows XP operating system provides software firewall

Typically protects only the computer it is installed on

Uses the CPU, potentially slowing the computer

Module 16.3 - Implement Customer’s Security Policy

Single Diagram

Diagram 1, Pictorial

Security Costs

Description – The picture identifies three types of security implementations, Biometrics, Firewalls and Keycards.

Section 16.3.1- Configure Security Settings

Multiple Diagrams

Diagram 1, Tabular

Folder Permissions

Table:

Folder Permissions

Read – See files and subfolders in the folder and view folder ownership, permission, and attributes.

Write – Create new files and subfolders within the folder, change folder attributes and view folder ownership and permissions.

List Folder Contents – See the names of the files and subfolders in the folder.

Read and Execute – Move through folders to reach other files and folders, even if the users do not have permission for those folders, and perform actions permitted by the Read permission and List Folder Contents permission.

Modify – Delete the folder plus perform actions permitted.

Diagram 2, Tabular

File Permissions

Table:

File Permissions

Read – Read the file and view file attributes, ownership, and permissions.

Write – Overwrite the file, change file attributes, and view file ownership and permissions.

Read and Execute – Run applications, plus perform the actions permitted by the Read permission.

Modify – Modify and delete the file, plus perform the actions permitted by the Write permission and Read and Execute permission.

Full Control – Change permissions and take ownership, plus perform the action permitted by all other NTFS file permissions.

Diagram 3, 

Wireless Security Configuration

Description – The picture identifies the following tools, which are used in Wireless Security

Configure Wireless Security:

Configure WEP

Configure WPA

MAC address filter

Disable any unused wireless connections

Change default ASSID

Select appropriate antennae

Diagram 4, Pictorial

WEP

Description – The picture identifies the WEP configuration screen on a Linksys Router.

Diagram 5, Pictorial

MAC Address Filtering

Description - The picture identifies The MAC Address Filtering tool.

Section 16.3.2 - Describe Configuring Firewall Types

Single Diagram

Diagram 1, Pictorial

Windows XP Firewall

Description – The picture identifies the Windows XP Firewall Application window.

Section 16.3.3 - Describe protection Against Malicious Software

Single Diagram

Diagram 1, Pictorial

Phishing Attack Example

Description – The picture identifies an Anti-Phishing Program Window

Module 16.4 - Perform Preventive Maintenance On Security

Single Diagram

Diagram 1, Pictorial

Security Preventive Maintenance

Description – The picture identifies a Multiple Laptops, one of which is open with the word HELP! Written on the screen.

Section 16.4.1 - Describe The Configuration Of Operating System Updates

Single Diagram

Diagram 1, Pictorial

Operating System Updates

Description – The picture identifies the options available with Windows Update, which are Automatic download, Download updates, Notify, don’t download, and Turn off automatic updates.

Section 16.4.2 – Maintain Accounts

Single Diagram

Diagram 1, Pictorial

User Account Maintenance

Description – The picture identifies multiple computer users, and the various sections of the computer that they can access.

Section 16.4.3 – Explain Data Backup Procedures, Access To Backups And Secure Physical Backup Media

Single Diagram

Diagram 1, Tabular

Backup Types

Table:

Type of Backup – Full or Normal Backup

Description – Archives all selected files

Type of Backup – Incremental Backup

Description – Archives all selected files that have changed since last full or incremental backup

Type of Backup – Differential Backup

Description – Archives all selected files that have changed since last full or incremental backup

Type of Backup – Daily Backup

Description – Archives all selected files that have changed on the day of the backup

Type of Backup – Copy Backup

Description – Archives all selected files

Module 16.5 Troubleshoot Security

Single Diagram

Diagram 1, Tabular

Troubleshooting Process

Table:

Troubleshooting Process

Gather Data from the Customer

Verify the Obvious Issues

Try Quick Solutions First

Gather Data from the Computer

Evaluate the Problem and Implement the Solution

Close with the Customer

Section 16.5.1 Review The Troubleshooting Process

Multiple Diagrams

Diagram 1, Tabular

Open-Ended Questions

Table:

List of open-ended questions about security errors. (This list is not comprehensive)

Are there any network resources that you can access by wireless?

When did the problem start?

What problems are you experiencing

What security software is installed on your computer?

How are you connected to the Internet?

What type of firewall are you using?

Describe your work environment?

When did you last back up your computer?

What type of back was performed?

What group are you a member of?

Diagram 2, Tabular

Closed-Ended Questions

Table:

List of closed-ended questions about security errors. (This list is not comprehensive)

Do you have a firewall?

Does your company have a security policy?

Has anyone else used your computer?

Is your security software up to date?

Have you scanned your computer recently for viruses?

Have you ever had any problems like this before?

Have you changed your password recently?

Have you received any error messages on your computer?

Have you shared your password?

Do you back up your computer?

Do you have permissions for the resource?

Diagram 3, Tabular

Verify the Obvious Issues

Table:

Verify the Obvious Issues

Does the access point appear to be on?

Does anyone else have this problem?

Have you been able to connect to the Internet since the wireless router was upgraded?

Does this problem occur only at your desk or alt other areas of the office as well?

Have you been able to connect through wireless at any other locations?

Is automatic updates turned on?

Is the firewall configured properly?

Diagram 4, Tabular

Try Quick Solutions First

Table:

Try Quick Solutions First

Check the wireless signal strength at different locations in the area.

Attempt to connect to the access point with security temporarily turned off to see if a security setting is the problem

Log off and then log back on

Reboot the device

Verify permissions on a resource

Run an antivirus scan or a spyware scan

Diagram 5, Tabular

Gather Data from the Computer

Table:

Gather Data from the Computer

Check firewall logs.

Check Task Manager.

Check dates on virus definitions.

Check permissions.

Check account type.

Check with your system administrator.

Verify that the CAPS and NUM lock keys are not on.

Diagram 6, Tabular

Evaluate the Problem and Implement the Solution

Table:

Evaluate the Problem and Implement the Solution

Problem solving experience

Other technicians

Internet search

News groups

Manufacturer FAQs

Computer manuals

Device manuals

Online forums

Technical websites

Diagram 7, Tabular

Close with the Customer


Table:

Close with the Customer

Discuss the solution Implemented with the customer

Have the customer verify problem has been solved

Provide customer with all paperwork

Document steps taken to solve the problem in the work order and the technician’s journal

Document any components used in the repair

Document the time spent to resolve the problem

Section 16.5.2 Identify Common Problems And Solutions

Single Diagram

Diagram 1, Tabular

Common Problems and Solutions

Table:

Problem Symptom – A customer reports that a backup that was started the night before is still going

Possible Solution – Advise the customer to implement a different type of backup that saves time

Problem Symptom – A visiting consultant using a quest account cannot access needed files

Possible Solution – Grant access tot the files for the duration of the visit. When the consultant leaves, disable the account.

Problem Symptom – A user refuses your request to e-mail you their student ID number and password.

Possible Solution – Inform the user that there was no such request. Gather information and warn others against this phishing attack.

Problem Symptom – A user can locate a file on the server but cannot download it.

Possible Solution – Change the user permissions on this file from read to read and execute.

Problem Symptom – A user cannot connect to the network using a wireless router even after the proper security key has been installed.

Possible Solution – Verify that the user’s MAC address is listed in the MAC address filter table.

Section 16.5.3 Apply Troubleshooting Skills

Single Diagram

Diagram 1, Pictorial

Description – The picture identifies people working in a help desk environment.

