Module 8.0 - Fundamental Networks

Module 8.0 – Introduction

Single Diagram

Diagram 1, Pictorial

Networks

Description – The picture identifies two technicians working computer equipment, which has been stored in cabinets

Module 8.1 - Explain The Principles Of Networking

Single Diagram

Diagram 1, Pictorial

Networks Are All Around Us

Description – The picture identifies network devices, which include a Mobile Telephone and a Laptop.

Section 8.1.1 - Define Computer Networks

Single Diagram

Diagram 1, Pictorial

Data Networks Share Many Types of Data

Description – The picture identifies 4 devices a Laptop, Printer, PC and Router. The PC is attempting to send a job to the Printer, which is directly connected to the Laptop. This is achieved by the PC sending to the Router, the Router sending to the laptop and the laptop printing the job.

Section 8.1.2 - Explain The Benefits Of Networking

Multiple Diagrams

Diagram 1, Pictorial

Share Resources

Description – The picture identifies 4 PC’s which are connected to a Server. The Server has multiple items, which it shares to the 4 PC’s which include Files, Printer, Scanner, Applications, and Modems

Diagram 2, Tabular

Advantages and Disadvantages of Networking Activity

Description – The Table is an interactive media activity which requires dragging and dropping PRO’s and CON’s into correct position.

Table:

CON

Networks have to be administered

Can be difficult to troubleshoot

PRO

Peripherals can be shared

Centralized backup of data

Networks allow group access to documents

Module 8.2 - Describe Types Of Networks

Single Diagram

Diagram 1, Pictorial

Types of Networks

Description – The picture identifies the difference between a Local Area Network and a Wide area Network. The picture has a large building, which represents a LAN, and a small building which is connected via World Wide Web to the large building, this represents a WAN.

Section 8.2.1 - Describe A LAN

Single Diagram

Diagram 1, Pictorial

Local Area Network (LAN)

Description – The picture identifies 5 Nodes connected to a central Server, all of the Nodes and Server are in the same location (building)

Section 8.2.2 - Describe A WAN

Single Diagram

Diagram 1, Pictorial

Wide Area Network (WAN)

Description – The picture identifies two separate locations, each with 5 nodes connected to a central Server. 

Section 8.2.3 - Describe A WLAN

Multiple Diagrams

Diagram 1, Pictorial

Wireless Local Area Network

Description – The picture identifies 2 PC’s 4 Laptops and a Router, all of the PC’s and Laptops are connected wirelessly to the Router.

Diagram 2, Tabular

Network Types

Description – The Table is an interactive media activity which requires matching the correct description with the Network Type

Table:

LAN – This type of network uses cable connections in a single administrative group

WAN – This type of network uses many technologies to connect distant networks

WLAN – This type of network uses access points and wireless NIC’s for connectivity

Section 8.2.4 - Explain Peer–To-Peer Networks

Single Diagram

Diagram 1, Pictorial

Peer-to-Peer Network

Description – The picture identifies 4 Nodes which have been connected in a Bus topology

Section 8.2.5 - Explain Client/Server Networks

Single Diagram

Diagram 1, Pictorial

Client/Server Network

Description – The picture identifies 4 Nodes, 1 Printer and a Server, All of the Nodes and Printer have been connected to the Server via a Star topology

Module 8.3 - Describe Basic Networking Concepts And Technologies

Single Diagram

Diagram 1, Pictorial

Basic Network Concepts

Description – The picture identifies a Linksys Router, Power Supply and Mini Tower. There is a Person plugging an Ethernet cable into the Router.

Section 8.3.1 - Explain Bandwidth And Data Transmission

Single Diagram

Diagram 1, Pictorial

Highway Analogy

Description – The Picture identifies different Network devices and Terminology as being similar to Cars, traffic Signals and Lanes

Bandwidth is like the number of lanes – Picture of a 2, 4 and 7 lane road

Network Devices are like on-ramps, traffic signals, signs and maps – Picture of on-ramp, traffic light, stop sign, right arrow and a map

Traveling data is like traveling vehicles – Picture of 2 cars

Section 8.3.2 - Describe IP Addressing

Single Diagram

Diagram 1, Tabular

IP Address Classes

Table:

The following table identifies the network portion of the following IP Address classes

Class A - 1 of 4

Class B - 2 of 4

Class C - 3 of 4

Class D addresses are used for multicast groups. There is no need to allocate octet or bits to separate network and host addresses. Class E addresses are reserved for research use only.

Section 8.3.3 - Define DHCP

Multiple Diagrams

Diagram 1, Pictorial

TCP/IP Properties

Description – The picture identifies the TCP/IP properties window with the ‘Obtain the IP Address from a DHCP Server’ Radial button checked

Diagram 2, Pictorial

Obtaining an IP Address Automatically

Description – The picture identifies the Internet Protocol (TCP/IP) Properties window with both the ‘Obtain an IP address automatically’ and ‘Obtain DNS Server address automatically’ radial buttons checked

Section 8.3.4 - Describe Internet Protocols And Applications

Multiple Diagrams

Diagram 1, Tabular

Protocols

Table:

Protocol - Description

TCP/IP – A protocol used to transport data on the Internet

NETBEUI\NETBIOS – A small, fast protocol designed for a workgroup network that requires no connection to the Internet

IPX/SPX – A protocol used to transport data on a Novell Netware Network

HTTP/HTTPS – A protocol that defines how files are exchanged on the Web

FTP – A protocol that provides services for file transfer and manipulation

SSH – A protocol that is used to connect computers together securely

Telnet – A protocol that uses a text-based connection to remote TCP/IP computer

POP – A protocol used to download e-mail messages from an e-mail server

IMAP – A protocol used to download e-mail messages from an e-mail server 

SMTP – A protocol used to send mail in a TCP/IP network

Diagram 2, Tabular

Details of Common Protocols

Table:

TCP/IP – The TCP/IP suite of protocols has become the dominant standard for internetworking. TCP/IP represents a set of public standards that specify how packets of information are exchanged between computers over one or more networks.

IPX/SPX - Internetwork Packet Exchange/Sequenced Packet Exchange is the protocol suite employed originally by Novell Corporations network operating system, Netware. It delivers functions similar to those included in TCP/IP. Novell in its current releases supports the TCP/IP suite. There remains a large installed base of Netware networks that continue to use IPX/SPX

NetBEUI – NetBIOS Extended User Interface is a protocol used primarily on small Windows NT networks. NetBEUI cannot be routed or used by routers to talk to each other on a large network. NetBEUI is suitable for small peer-to-peer networks, involving a few computers directly connected to each other. It can be used in conjunction with another routable protocol such as TCP/IP. This gives the network administrator the advantages of the high performance of NetBEUI within the local network and the capability to communicate beyond the LAN over TCP/IP.

AppleTalk – AppleTalk is a protocol suite to network Macintosh computers. It is comprised of a comprehensive set of protocols that span the seven layers of the OSI reference model. The AppleTalk protocol was designed to run over LocalTalk, which is the Apple LAN physical topology. They are also designed to run over major LAN types, notably Ethernet and Token Ring.

HTTP – Hypertext Transfer Protocol governs how files such as text, graphics, sounds, and video are exchanged on the World Wide Web (WWW). The Internet Engineering Task Force (IETF) developed the standards for HTTP. 

FTP – File Transfer Protocol is a protocol that provides services for file transfer and manipulation. FTP allows multiple simultaneous connections to remote file systems.

SSH – Secure Socket Host used to securely connect to a remote computer.

Telnet – Telnet is an application used to connect to a remote computer, but lacks security features.

POP – Post Office Protocol is used to download e-mail from a remote mail server.

IMAP – Internet Message Access Protocol is also used to download e-mail from a remote mail server.

SMTP – Simple Mail Transfer Protocol is used to send e-mail to a remote e-mail server.

Diagram 3, Tabular

Network Protocols Activity

Description - The Table is an interactive media activity which requires matching the correct description with the Network Type
Table:

IPX/SPX – A protocol used to transport data on a Novell Netware network

Netbeui/Netbios – A small, fast protocol designed for a workgroup network that requires no connection to the Internet

TCP/IP – A protocol used to transport data on the Internet 

Telnet – A protocol that uses a text-based connection to a remote TCP/IP computer

SMTP – A protocol used to send mail in a TCP/IP network

Section 8.3.5 - Define ICMP

Multiple Diagrams

Diagram 1, Pictorial

Ping Command Switches

Description – The picture identifies a Command Prompt window with the results of entering the ping \? Command

Diagram 2, Pictorial

Use the Ping Command to Find an IP Address

Description – The picture identifies a command prompt window with the following lines of text

C:\>ping cisco.com

Pinging cisco.com [198.133.219.25] with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 198.133.219.25:

Packet: Sent=4, Received=0, Lost=4 <100% loss>.

C:/>

Module 8.4 - Describe The Physical Components Of A Network

Single Diagram

Diagram 1, Pictorial

Physical Network Components

Description – The picture identifies the following Physical Network components a Wireless Access Point (WAP45A), Internet, EtherFast Cable DSL Firewall Router (BEFSX41), 10/100 LAN Card (LNE100TX), EtherFast 10/100 Card Bus PC Card (PCMPC200), EtherFast 10/100 Compact USB Network Adaptor (USB 100m), Wireless PC Card (WPC54A)

Section 8.4.1 - Identify Names, Purposes And Characteristics Of Network Devices

Multiple Diagrams

Diagram 1, Pictorial

Hubs

Description – The picture identifies a Linksys 4 port Hub

Diagram 2, Pictorial

Switches

Description – The picture identifies an 8 port Linksys Switch

Diagram 3, Pictorial

Routers

Description – The picture identifies a Cisco Wireless Router and a Cisco Wired Router

Diagram 4, Pictorial

Wireless Access Points

Description – The picture identifies a Cisco Wireless Access point

Diagram 5, Pictorial

Multipurpose Devices

Description – The picture identifies a Linksys Wireless/Wired Router

Section 8.4.2 - Identify Names, Purposes And Characteristics Of Common Network Cables

Multiple Diagrams

Diagram 1, Pictorial

Twisted-Pair Cabling

Description – The picture identifies a cable which has had the outer jacket removed to expose the eight wireless colored Blue, White/Blue, Brown, White/Brown, Orange, White/Orange, Green, White/Green

Diagram 2, Pictorial

Coaxial Cable

Description – The picture identifies a cable which has had the outer shield removed to exposed the wire inside.

Diagram 3, Pictorial

Fiber-Optic Cabling

Description – The picture identifies Multimode and SingleMode Fiber cables which have had the outer jacket stripped back to expose the glass fibers

Module 8.5 - Describe LAN Topologies And Architectures

Multiple Diagrams 

Diagram 1, Pictorial

Physical Topology

Description – The picture identifies The PHYSICAL layout of the network e.g. which computers are located in each office, Server/Printer room

Diagram 2, Pictorial

Logical Topology

Description – The picture identifies the LOGICAL network Topology, and is listed as follows

Network Type - Ethernet

Network Address - 192.168.2.0

Router Firewall

Department Server

Mail Server – 192.168.2.1

Web Server – 192.168.2.2

File server – 192.168.2.3

Admin Group – 192.168.2.4, 192.168.2.5, 192.168.2.6

Classroom 1 – 192.168.1.1, 192.168.1.2, 192.168.1.3

Classroom 2 – 192.168.1.4, 192.168.1.5, 192.168.1.6

Classroom 3 – 192.168.1.7, 192.168.1.8, 192.168.1.9

Section 8.5.1 - Describe LAN Topologies

Single Diagram 

Diagram 1, Pictorial

LAN Physical Topologies

Bus Topology – All Computers connected in a LINE

Star Topology – Switch in Centre with Multiple Computers connected around outside

Hierarchical or Extended Star Topology – Switches in Centre Connect to Multiple Star topologies

Ring Topology – Computers connected same as a Bus Topology except last computer connects to first

Mesh Topology – Multiple computers interconnected to each other (INTERNET)

Section 8.5.2 - Describe LAN Architectures

Single Diagram

Diagram 1, Tabular

LAN Architectures

Table:

Architecture – Physical Topology – Logical Topology

Ethernet – Bus, Star, Extended Star – Bus

Token Ring – Star – Ring

Fiber-Distributed Data Interface (FDDI) – Double Ring – Ring

Module 8.6 - Identify Standards Organizations

Single Diagram

Diagram 1, Tabular

Table

Standards Organizations

CCITT – Comit Consutatif International Tiphonique et Tigraphique – This committee defines international communications standards. The CCITT defined the standard for sending fax documents and the standards that define data transmission over telephone lines such s V.90 that allows transmission up to 56000 bps. After 1992, this organization became the ITU Telecommunication Standardization Sector (ITU-T).

IEEE – The IEEE is a non-profit, technical professional association of more than 377,000 individual members in 150 countries. Founded in 1984 the organization is composed of engineers, scientists and students. Through its members, the IEEE is a leading authority in technical areas ranging from computer engineering biomedical technology, and telecommunications to electric power, aerospace, and consumer electronics

IEEE has more than 800 active standards with 700 under development. The IEEE is best known for developing standards for the computer and electronics industry. In particular, the IEEE 802 standards for local-area networks are widely followed.

ISO – International Organization for Standardization (ISO) is an international organization composed of national standards bodies from over 140 countries. American National Standards Institute (ANSI), for example is a member of ISI. ISO is a non-governmental organization established to promote the development of standardization and related activities. ISO’s work results in international agreements, which are published as International Standards.

ISO has defined a number of important computer standards, the most significant of which is perhaps the Open Systems Interconnection (OSI) model, a standard architecture for designing networks.

ISO together with International Electrotechnical Commission (IEC) and International Telecommunication Union (ITU) have built a strategic partnership with World Trade Organization (WTO).

IAB – The Internet Architecture Board (IAB) is a committee that oversees the technical and engineering development of the Internet by the Internet Society (ISOC). This committee oversees the Internet Engineering Task Force (IETF) and the Internet Research Task Force (RTF). When the Internet transitioned to a public entity in 1992, the name was changed to what it is today from the Internet Architecture board, originally formed by the US Department of Defense.

IEC – Founded in 1906, the International Electrotechnical Commission (IEC) is the global organization that prepares and publishes international standards for all electrical, electronic, and related technologies. The IEC was founded because of a resolution passed at the International Electrical Congress held in ST. Louis (USA) in 1904. The membership consists of more than 60 participating countries, including all the world’s major trading nations and a growing number of industrialized countries. The IEC’s mission is to promote, through its members, international cooperation on all questions related to electrotechnologies including electronics, magnetics and electromagnetics, electroacoustis, multimedia, telecommunication, and energy production and distribution, as well as associated general disciplines such as terminology and symbols, electromagnetic compatibility, measurement and performance, dependability, design and development, safety, and the environment.

The IEC is one of the bodies recognized by the World Trade Organization (WTO) and entrusted by it for monitoring the national and regional organizations agreeing to use the IEC’s international standards as the basis for national or regional standards as part of the WTO’s Technical Barriers to Trade Agreement.

ANSI – American National Standards Institute (ANSI) is a private, non-profit organization that administers and coordinates the U.S. voluntary standardization and conformity assessment system. ANSI identifies industrial and public requirements for national consensus standards and coordinates and manages their development, resolves national standards problems, and ensures effective participation in international standardization. Since 1918, the Institute’s mission is to enhance both the global competitiveness of U.S business and quality of life by promoting and facilitating voluntary consensus standards and conformity assessment systems and safeguarding their integrity.

ANSI does not develop standards itself. Rather it facilitates development by establishing consensus processes among qualified groups. This is why their acronym is seen on many standards.

TIA/EIA – Telecommunications Industry Association (TIA) and Electronic Industries Alliance (EIA) are trade associations that jointly develop and publish a series of standards covering

Structured voice and data wiring or LANs These industry standards evolved after the U.S. telephone industry deregulation in 1984, which transferred responsibility for on premises cabling to the building owner. Prior to that, AT&T used proprietary cables and systems.

Module 8.7 - Identify Ethernet Standards

Single Diagram

Diagram 1, Pictorial

Interoperability Between Standards

Description – The picture identifies 4 PC’s connected to a Switch, 3 Laptops connected to a Wireless Access Point, The Wireless Access Point and Switch Connect to a Router which then goes out to the Internet.

Section 8.7.1 - Explain Cabled Ethernet Standards

Single Diagram

Diagram 1, Tabular

Cabled Ethernet Standards

Table:

10BASE-T

Media - EIA/TIA Category 3, 4, 5 UTP, two pair

Maximum Segment Length – 100 m (328 feet)

Topology – Star

Connector – ISO 8877 (RJ-45)

100BASE-TX

Media – EIA/TIA Category 5, 5e UTP, two pair

Maximum Segment length – 100 m (328 feet)

Topology – Star

Connector – ISO 8877 (RJ-45)

1000BASE-T

Media – EIA/TIA Category 5, 5e UTP, four pair

Maximum Segment Length – 100 m (328 feet)

Topology – Star

Connector – ISO 8877 (RJ-45)

Section 8.7.2 - Explain Wireless Ethernet Standards

Single Diagram

Diagram 1, Tabular

Wireless Ethernet Standards

Table:

IEEE 802.11a

Bandwidth – Up to 54 Mbps

Frequency – 5 GHZ band

Range – 150ft (45.7 m)

Interoperability – Not interoperable with 802.11b, 802.11g, 802.11n

IEEE 802.11b

Bandwidth - Up to 11 Mbps

Frequency – 2.4 GHZ band

Range – 300 ft (91 m)

Interoperability – Interoperable with 802.11g

IEEE 802.11g

Bandwidth – Up to 54 Mbps

Frequency – 2.4 GHz band

Range – 300 ft (91 m)

Interoperability – Interoperable with 802.11b

IEEE 802.11n (pre standard)

Bandwidth Up to 540 Mbps

Frequency – 2.4 GHz

Range – 984 ft (250 m)

Interoperability – Interoperable with 802.11b, 802,11g

Module 8.8 - Explain OSI And TCP/IP Data Models

Single Diagram

Diagram 1, Tabular

TCP/IP Model vs. OSI Model

Table:

TCP/IP Model

Application

Transport

Internet

Network Access

OSI Model

Application

Presentation

Session

Transport

Network

Data-Link

Physical

Section 8.8.1 - Define The TCP/IP Model

Multiple Diagrams

Diagram 1, Tabular

TCP/IP Model

Table:

TCP/IP Model – Application

Layer – 4

Description – Where high-level protocols such as SMTP and FTP operate

TCP/IP Model – Transport

Layer – 3

Description – Where flow-control and connection protocols exist

TCP/IP Model – Internet

Layer – 2

Description – Where IP addressing and routing take place

TCP/IP Model – Network Access

Layer – 1

Description – Where MAC addressing and physical components of the network exist

Diagram 2, Tabular

TCP/IP Application Layer Protocols

Table:

HTTP – Hypertext Transfer Protocol (HTTP) – HTTP governs how files such as text, graphics, sounds, and video are exchanged on the Internet or World Wide Web (WWW). HTTP is an Application layer protocol. A web server runs an HTTP service or daemon. A daemon is a program that services HTTP requests. These requests are transmitted by HTTP client software, which is another name for a Web browser.

TELNET – Telnet is an application that you can use to access, control , and troubleshoot remote computers and network devices.

FTP – File Transfer Protocol (FTP) is a set of rules governing how files are transferred. FTP allows multiple simultaneous connections to remote file systems.

SMTP – Simple Mail Transport Protocol (SMTP) provides messaging services over TCP/IP and supports most Internet e-mail programs.

DNS – Domain Name System (DNS) translates domain names, such as www.cisco.com to IP addresses

HTML – Hypertext Markup Language (HTML) is a page description language. Web designers use HTML to indicate to web browser software how the page should look. HTML includes tags to indicate boldface type, italics, line breaks, paragraph breaks, hyperlinks, and insertion of tables, among other instructions.

Diagram 3, Tabular

TCP/IP Transport Layer Protocols

Table:

TCP – Transmission Control Protocol (TCP) is the primary Internet protocol for the reliable delivery of data. TCP includes facilities for end-to-end connection establishment, error detection and recovery, and metering the rate of data flow into the network. Many standard applications, such as email, web browser, file transfer, and telnet, depend on the services of TCP.

UDP – User Datagram Protocol (UDP) offers a connectionless service for delivery of data. UDP uses lower overhead than TCP and doesn’t handle issues of reliability. Network management applications, network file system, and simple file transport use UDP.

Diagram 4, Tabular

TCP/IP Internet Layer Protocol

Table:

IP – Internet Protocol (IP) provides source and destination addressing, much like the address and return address on a postal envelope. In conjunction with routing protocols, IP provides packet forwarding information from one network to another.

ICMP – Internet Control Message Protocol (ICMP) is used fro network testing and troubleshooting. It enables diagnostic and error messages. ICMP echo messages are used by the ping application to test if a remote device is reachable

RIP – Routing Information Protocol (RIP) operates between router devices to discover paths between networks. In an intranet, routers depend on a routing protocol to build and maintain information about how to forward packets toward the destination. RIP chooses routes based on the distance or hop count to the destination.

ARP – Address resolution Protocol (ARP) is used to map the MAC address of a node on the network when its IP address is known. End stations as well as routers use ARP to discover MAC addresses.

Section 8.8.2 - Define The OSI Model

Single Diagram

Diagram 1, Tabular

OSI Model

Table:

OSI Model – Application

Layer – 7

Description – Responsible for network services to applications

OSI Model – Presentation

Layer – 6

Description – Transforms data formats to provide a standard interface for the Application layer

OSI Model – Session

Layer – 5

Description – Establishes, manages and terminates the connections between the local and remote application

OSI Model – Transport

Layer – 4

Description – Provides reliable transport and flow control across a network

OSI Model – Network

Layer – 3

Description – Responsible for logical addressing and the domain of routing

OSI Model – Data-Link

Layer – 2

Description – Provides physical addressing and media access procedures

OSI Model – Physical

Layer – 1

Description – Defines all the electrical and physical specifications for devices

Section 8.8.3 - Compare OSI And TCP/IP

Multiple Diagrams

Diagram 1, Pictorial

OSI Model and TCP/IP Model Compared

Description – The picture identifies the OSI and TCP/IP reference models with double-ended arrows from the Transport Layer of OSI to the Transport Layer of TCP/IP, the Network Layer of the OSI to the Internet Layer of TCP/IP,

the Data-Link Layer of OSI to the Network Interface Layer on TCP/IP, the Physical Layer of OSI to the Network Interface Layer of TCP/IP model

Diagram 2, Tabular

Match the OSI Model to the TCP/IP Model

Module 8.9 - Describe How To Configure A NIC And A Modem

Single Diagram 

Diagram 1, Pictorial

Network Cards and Modems

Description – The picture identifies an Internal Modem, Internal Network Interface Card (NIC) and a UTP Ethernet Cable

Section 8.9.1 - Install Or Update A NIC Driver

Single Diagram

Diagram 1, Pictorial

Adapter Properties in Device Manager

Description – The picture identifies the Properties window for a Network Adapter with the advanced tab selected.

Section 8 9 2 - Attach Computer To Existing Network

Multiple Diagrams

Diagram 1, Pictorial

Link Lights

Description – The picture identifies a Network Interface Card with a red circle highlighting the position of the link lights

Diagram 2, Pictorial

Ipconfig Command

Description – The picture identifies a Command Prompt Window displaying the following lines of text

C:\>ipconfig /all

Windows IP Configuration

Host Name..:rick

Primary Dns Suffix..:

Node Type..:Hybrid

IP Routing Enabled..:No

WINS Proxy Enabled..:No

DNS Suffix Search List..:ph.cox.net

Ph.cox.net

Ethernet adapter Local Area Connection

Connection-specific-DNS Suffix..:ph.cox.net

Description..:Broadcom 440x 10/100 Intergrated Controller

Dhcp Enabled..:Yes

Autoconfiguration Enabled..:Yes

IP Address..:192.168.1.112

Subnet Mask..:255.255.255.0

Default Gateway..:192.168.1.1

DNS Servers..:69.2.15.25 69.2.15.30 69.6.15.30

Lease Obtained..:Tuesday, April 03, 2007 3:10:02 AM

Lease Expires..:Wednesday, April 04, 2007 3:10:02 AM

Diagram 3, Pictorial

Ping Command

Description – The picture identifies a Command Prompt Window with the following lines of text

C:\>ping 192.168.1.112

Pinging insightlearning.com[192.168.1.112] with 32 bytes of data

Reply from 192.168.1.112: bytes=32 time=32ms TTL=111

Reply from 192.168.1.112: bytes=32 time=30ms TTL=111

Reply from 192.168.1.112: bytes=32 time=32ms TTL=111

Reply from 192.168.1.112: bytes=32 time=30ms TTL=111

Ping statistics for 192.168.1.112:

Packets: Sent=4, Received=4, Lost=0 (0% loss),

Approximate round trip times in mill-seconds:

Minimum=28ms, Maximum=32ms, Average=30ms

Section 8.9.3 - Describe The Installation Of A Modem

Multiple Diagrams

Diagram 1, Pictorial

Modems

Description – The picture identifies an Internal Modem

Diagram 2, Tabular

AT Commands

Table:

AT Command - Description

AT – Attention code that precedes all modem action commands

AP – Dial the phone number, xxxxxxx, using pulse dialing.

ATDTxxxxxxx – Dial the phone number, xxxxxxx, using tone dialing.

ATA – Answer the phone immediately.

ATHO – Hang up the phone immediately.

ATZ – Reset the modem to its power up settings.

ATF – Reset modem parameters and settings to the factory defaults

AT+++ - Break the signal, change from data mode to command mode.

P – Signifies pulse dialing.

T – Signifies tone dialing.

W – Indicates that the modem will wait.

Module 8.10 - Identify Names, Purposes And Characteristics Of Other Technologies Used To Establish Connectivity

Single Diagram

Diagram 1, Pictorial

Connectivity

Description – The picture identifies a hand pointing to the word Internet, with the acronym WWW behind it.

Section 8.10.1 - Describe Telephone Technologies

Multiple Diagrams

Diagram 1, Tabular

ISDN Types

Table:

BRI – ISDN Basic Rate Interface offers a dedicated 128 kbps connection using two 64 kbps B channels

ISDN BRI also uses on 16kbps D channel for call setup, control, and teardown.

PRI – ISDN Primary Rate Interface offers up to 1.544 Mbps over 23 B channels in North America and Japan or 2048 Mbps over 30 B channels in Europe and Australia. ISDN PRI also uses one 64 kbps D channel for call maintenance.

BISDN – Broadband ISDN manages different types of service all at the same time BISDN is mostly used only in network backbones.

Diagram 2, Tabular

DSL Types

Table:

ADSL – Asymmetric DSL currently is the most common implementation. It has speeds that vary from 384 kbps to more than 6 Mbps downstream. The upstream speed is typically lower.

HDSL – High Data Rate DSL provides equal bandwidth in both directions. It is 1.544 Mbps in North America and 2.048 Mbps in Europe.

SDSL – Symmetric DSL provides the same speed. Up to 3Mbps, for uploads and downloads.

VDSL – Very High Data Rate DSL is capable of bandwidths between 13 and 52 Mbps downstream, and 16 Mbps upstream.

IDSL – ISDN DSL is actually DSL over ISDN lines. It is a set of CCIT/TU standards for digital transmission over ordinary telephone copper wire, as well as over other media, with a top speed of 144 Kbps. ISDN is available in areas that do not qualify for other DSL implementations. An ISDN adapter at both ends, user side in place of the modem and service provider, is required. ISDN is generally available in urban areas in the United States and Europe from the local phone company.

Section 8.10.2 - Define Power Line Communication

Single Diagram

Diagram 1, Pictorial

Power Line Communication

Description – The picture identifies a PLC connection, in particular the loss of voltage from source to destination. As the signal leaves the substation it has High voltage, when the signal reaches the antenna the Voltage has dropped to Medium, when the signal reaches the destination the signal is low.

Section 8.10.3 - Define Broadband

Single Diagram

Diagram 1, Pictorial

Broadband Technologies

Description – The picture identifies a Broadband Router, a Satellite Dish and a Line filter.

Section 8.10.4 - Define VoIP

Single Diagram

Diagram 1, Pictorial

VoIP Phones

Description – The picture identifies various Corded and Cordless Linksys IP Phones and Corded and Cordless Cisco IP Phones.

Module 8.11 - Identify And Apply Common Preventive Maintenance Techniques Used For Networks

Single Diagram

Diagram 1, Pictorial

Network Preventive Maintenance

Description – The picture identifies two people using a Laptop to do some maintenance on a network.

Module 8.12 - Troubleshoot A Network

Single Diagram

Diagram 1, Tabular

Troubleshooting Process

Table:

Troubleshooting Process

Gather Data from the Customer

Verify the Obvious Issues

Try Quick Solutions First

Gather Data from the Computer

Evaluate the Problem and Implement the solution

Close with the Customer

Section 8.12.1 - Review The Troubleshooting Process

Multiple Diagrams

Diagram 1, Tabular

Open-Ended Questions

Table:

What problems are you experiencing with your computer or network?

What software has been installed on your computer recently?

What were you doing when the problem was identified?

What error messages have you received on your computer?

What type of network connection is the computer using

Diagram 2, Tabular

Closed-Ended Questions

Has anyone else used your computer recently?

Can you see any shared files or printers?

Have you changed your password recently?

Can you access the Internet?

Are you currently logged into the network?

Diagram 3, Tabular

Verify the Obvious Issues

Table:

Troubleshooting Process

Table:

Verify the Obvious Issues

Loose cable connections

Improperly installed NIC

Check NIC link lights

Low wireless signal strength

Invalid IP address

Diagram 4, Tabular

Try Quick Solutions First

Table:

Try Quick Solutions First

Check that all cables are connected to the proper locations

Unseat and then reconnect cables and connectors

Reboot the computer or network device

Log in as a different user

Repair or re-enable the network connection

Contact the network administrator

Diagram 5, Tabular

Gather Data from the Computer


Table:

Gather Data from the Computer

Ping is used to check network connectivity. It sends a packet to the specified address and waits for a reply

Nslookup is used to query Internet domain name servers. It returns a list of hosts in a domain or the information from one host

Tracert is used to determine the route taken by packets when they travel across the network. It shows where communications between your computer and another computer are having difficulty.

Net View is used to display a list of computers in a workgroup. It shows available shared resources on a network.

Diagram 6, Tabular

Evaluate the Problem and Implement the Solution

Table:

Evaluate the Problem and Implement the Solution

Problem Solving Experience

Other Technicians

Internet Search

News Groups

Manufacturer FAQs

Computer Manuals

Device Manuals

Online Forums

Technical Websites

Diagram 7, Tabular

Close with the Customer

Table:

Close with the Customer

Discuss the solution implemented with customer

Have the customer verify problem has been solved

Provide customer with all paperwork

Document steps taken to solve the problem in the work order and the technician’s journal

Document any components used in the repair

Document the time spent to resolve the problem

Section 8.12.2 - Identify Common Network Problems And Solutions

Single Diagram

Diagram 1, Tabular

Common Problems and Solutions

Problem Symptom - Computer is not able to connect to a popular website

Possible Solution – Check DNS settings, hardware and/or software firewall settings

Problem Symptom – Computer has an IP Address of 169.254.x.x

Possible Solution – Check to make sure the DHCP server is operational an can be pinged

Problem Symptom – Computer is not able to connect to the network

Possible Solution – Check for loose network cables

Problem Symptom – Computer is not able to print using the network printer

Possible Solution – Check user permissions and status of network printer

Module 8.13 – Summary

Single Diagram

Diagram 1, Pictorial

Networks

Description – The picture identifies two technicians working computer equipment, which has been stored in cabinets

