Module 15.0 – Introduction 

Module overview 

Single Diagram

Diagram 1, Pictorial 

Network Equipment Room
Description: Displays a series of locked, glass fronted, cabinet doors, which helps protect vital computing equipment stored in the individual cabinets.
Module 15.1 – Identify Potential Safety Hazards and Implement Proper Safety Procedures Related to Networks

Section 15.1.0: Worker Wearing Safety Glasses

Single Diagram
Diagram 1, Pictorial

Worker Wearing Safety Glasses

Description: Displays an image of an administrator correctly wearing safety glasses, in this scenario she is working with brittle optic fibre bundles.
Section 15.1.1: Explain Fibre-Optic Safety

Single Diagram
Diagram 1, Pictorial

Adhere to Fibre-Optic Safety Guidelines

Description: Displays a melange of causes of injury and safety methods, including pouring dangerous liquids into a beaker, and handling optic fibre strands, in these cases safety glasses and rubber gloves are used. In the scenario of attaching and detaching fibre optic cables, the LEDs, laser emitters and the cables themselves are never directly looked into, warning signs and other light detection methods are in use.   
Section 15.1.2: Explain Cable, Cable Cutters, and Cable Cutting Safety Hazards

Single Diagram
Diagram 1, Pictorial

Cable Safety

Description: Displays an image of a technician proceeding with due caution while handling cables. The image is intended to highlight the dangers of incorrect handling of tools such as the crimping tools, direct skin contact with exposed cables, and the additional risk when handling copper cables (Over Optic Fibre) that they by be electrically charged. 
Module 15.2 – Design a Network Based on the Customers Needs

Section 15.2.0: A Computer Network with Wired and Wireless Components

Single Diagram
Diagram 1, Pictorial

A Computer Network with Wired and Wireless Components

Description: Displays an image of a star based network with a wireless supporting switch/hub at the centre. Various desktop and wireless Laptop PC’s are connected to the switch/hub, which itself connects to the world wide web.
Section 15.2.1: Determine a Topology

Single Diagram
Diagram 1, Network Topologies

Types of Network Topologies

Description: Displays images of the different network topologies
Bus: Displays a single straight line, at intermittent points along the line Terminals are connected

Ring: Displays a number of terminals arranged in a circle or ring. Each terminal is only directly connected to the terminals immediately to the left and right (To each side) of each terminal.

Star: As with the ring topology a number of terminals are arranges in a circle or ring, however in a star topology there is also a single central terminal or device. Each outer terminal only has a single direct connection, this connects it to the central device. The advantages of a star topology is its simplicity and ease of implementation, however it does introduce a single point of failure – if the central device fails no individual terminals can communicate with each other. 

Extended Star: This topology ‘Extends’ the star. Instead of each terminal in the circle or ring only connecting to the central or hub device, they each now support terminals in an extended (outer) ring. It should be noted that none of the outer circle terminals have a direct connection with the hub or centre, they must connect via a terminal on the inner circle. 

Hierarchical: This topology at first glance resembles an up-side-down tree, each terminal can connect to terminals above and below it, however each terminal in the tree may only have a single upward connection but supports multiple downward connections. In this approach the ‘Terminals’ spread out like branches of a tree as one progresses down through he layers.    
Mesh: In this approach every terminal has a direct connection to every other terminal. This is the most robust topology and may be suitable for small networks. The cost and feasibility are realised to be impractical as the number of computers or terminal in the network increase.  

3 terminals use 3 connections

4 terminals use 6 connections

5 terminals use 10 connections

6 terminals use 15 connections 

7 terminals use 21 connections

Etc….

Section 15.2.2: Determine Protocols and Network Applications

Two Diagrams

Diagram 1, Tabular

Protocol Details

Description: Displays a table matching Protocols with their descriptions
Protocol: TCP/IP (Transport Control Protocol/Internet Protocol)

Description: This suite of protocols has become the dominant standard for internetworking. TCP/IP represents a set of public standards that specify how packets of information are exchanged between computers over one or more networks.

Protocol: IPX/SPX (Internet Packet eXchange/Sequenced Packet eXchange)

Description: This is the only protocol suite employed originally by Novell Corporation networking operating system, NetWare. It delivers functions similar to those included in TCP/IP. Novell in its current releases supports the TCP/IP suite. There remains a large installed base of NetWare networks that continue to use IPX/SPX
Protocol: NetBEUI (Net Bios Extender User Interface)
Description: This protocol is used primarily on small Windows NT networks. NetBEUI cannot be routed, or used by routers to talk to each other on a large network. NetBEUI is suitable for small peer-to-peer networks involving a few computers directly connected to each other. It can be used in conjunction with another routable protocol such as TCP/IP. This gives the administrator the high performance of the NetBEUI within the local network, and the capability to communicate beyond the LAN over TCP/IP. 
Protocol: AppleTalk
Description: This is a protocol suite to network Mackintosh computers. It consists of a comprehensive set of protocols that span the seven layers of the OSI reference model. The AppleTalk protocol was designed to run over LocalTalk, which is the Apple LAN physical topology. It is also designed to run over major LAN types, notably Ethernet and Token Ring. 
Protocol: HTTP (Hypertext Transfer Protocol)
Description: This protocol governs how files such as text, graphics, sound, and video, are exchanged on the WWW (World Wide Web). The IETF (Internet Engineers Task Force) developed the standards for http.
Protocol: FTP (File Transfer Protocol)
Description: This protocol provides services for transferring files. FTP allows multiple simultaneous connections to remote file systems.
Protocol: SSH (Secure Socket Host)
Description: This protocol is used to securely connect to a remote computer
Protocol: Telnet
Description: This is an application used to connect to a remote computer, but lacks security features
Protocol: POP (Post Office Protocol)
Description: This protocol is used to download e-mail from a remote mail server
Protocol: IMAP (Internet Message Access Protocol)
Description: As with POP this protocol is used to download e-mail from remote mail servers
Protocol: SMTP (Simple Message Transfer Protocol)
Description: This protocol is used to send e-mail to a remote e-mail server
Diagram 2, Tabular

Protocol Ports

Description: Displays a table matching the protocols with their associated ports and their purposes
Protocol: HTTP

Port: 80
Purpose: Transport web pages over a TCP/IP network

Protocol: HTTPS 

Port: 443

Purpose: Securely transports web pages over a TCP/IP network

Protocol: SMTP 

Port: 25

Purpose: Sends e-mail over a TCP/IP network

Protocol: Telnet/SSH 

Port: 23/22

Purpose: Provides for connections to computers over a TCP/IP network

Protocol: FTP/TFTP 

Port: 20/21

Purpose: Transport files over a TCP/IP network

Protocol: DNS 

Port: 53

Purpose: Translates URLs to IP addresses

Protocol: DHCP

Port: 67

Purpose: Automates assignment of IP addresses in a network

Module 15.3: Determine the Components for Your Customers Network
Section 15.3.0: Organised Cable Installation

Single Diagram
Diagram 1, Pictorial

Organised Cable Installation

Description: Displays the port view of a number of racked switches, A number of blue and red RJ45 cables can be seen connecting to the various ports (Generally these are straight through and Crossover cables repectively). 
Section 15.3.1: Select Cable Types

Single Diagram
Diagram 1, Pictorial

Twisted Pair Cable

Description: Displays close up views of Cat5e and Cat6 RJ45 connections. The Cat 5e is an enhanced version of the Cat 5 that adds specifications for far end crosstalk. It was formally defined in 2001 in the TIA/EIA -568-B standard, which no longer recognises the original Cat 5. Cat 6 features more stringent specifications for crosstalk and system noise. The cable standard is suitable for 10BASE-T/100BASE-TX and 1000BASE-T(Gigabit Ethernet) connections. It provides performance of up to 250 MHz.
Section 15.3.2: Select ISP connection Type

Single Diagram
Diagram 1, Tabular

Protocol Details

Description: Displays a table matching Protocol detail Types with their advantages/disadvantages, and speeds
Type: POTS: 

Advantages: Very Common 

Disadvantages: Very slow speeds, cannot receive phone calls while connected
Speed: MAX 56 kbps
Type: ISDN
Advantages: High speeds than POTS 

Disadvantages: Still much slower than other broadband technologies
Speed: BRI (Basic Rate Interface) – Up to 128 kbps, PRI (Primary Rate Interface) – Up to 2.048 Mbps
Type: DSL 

Advantages: Low Cost 

Disadvantages: Must be close to carrier
Speed: 256-24 Mbps
Type: Cable 

Advantages: Very high speed 

Disadvantages: Slow Upload speeds
Speed: 384 kbps-27 Mbps
Type: Satellite 

Advantages: Available when DSL and Cable are not
Disadvantages: Significant lag, more expensive than other broadband technologies
Speed: 9 kbps – 24 Mbps
Type: Wireless 

Advantages: Scalable to customer needs
Disadvantages: Very expensive Limited Market availability
Speed: up 45 Mbps
Section 15.3.3: Select Network Cards

Single Diagram
Diagram 1, Pictorial

Wireless Network Interfaces

Description: Displays images of four common wireless interfaces including , USB, PCI (Desktop application), External, and PCMCIA (Laptop application)
Section 15.3.4: Select The Network Device

Two Diagrams

Diagram 1, Pictorial

Home Networking Devices

Description: Displays a wireless AP (Access Point) which is supporting the wireless devices along with communicating with a wireless router, which itself connects using a cable modem.
Diagram 2, Activity

Network Devices Activity

Description: Match the following terms with their description
Terms: Hub, Switch, Modem, Internet, Multi-function Device

Descriptions

a) Supports multiple wired devices from the outer ring in an extended star topology

b) Supports multiple wired devices and outer ring devices from the inner ring in an extended star topology

c) Supports Wireless, Wired, and inner ring devices in an extended star topology

d) Connects the Central Device of an extended Star topology network to the internet 

e) Is commonly represented as a cloud

Module 15.4: Implement The Customers’ Network
Section 15.4.0: Installation Checklist

Single Diagram
Diagram 1, Pictorial

Installation Checklist

Description: Displays a list of the items includes in the Installation Checklist

· All parts are in

· Installation scheduled

· Backups are available

· Access to needed passwords

· Extra supplies handy

· Install components

· Test components 

Section 15.4.1: Install and Test the Customers’ Network

Single Diagram
Diagram 1, Pictorial

Network Installation

Description: Displays four small images, each with a tick indicating that checks, installations, and configurations have been conducted if required. The images include a RJ-45 cable, a PCI card, a wireless switch or hub, and the computer command line where the ping and other connectivity/function tests can be performed. 
Section 15.4.2: Configure The Customers’ Internet and Network Resources

Three Diagrams

Diagram 1, Screenshot

Internet Explorer Options

Description: Displays a screenshot of the Internet Explorer Options screen. The ‘General’ tab is selected, here the user can select the default home page, how to store/handle temporary internet files, and the size and the period over which page links are savded for quick access. 
Diagram 2, Screenshot

Shared Drive

Description: Displays a screenshot of the ‘My Computer’ page. This page is divides into sections including file access, HDD access, Access to devices with removable storage, network devices and more. In this example the ‘Network Devices’ connection is selected 
Diagram 3, Screenshot

Folder Permissions

Description: Displays the screenshot of the STarStation 2.0 Properties screen, here the authority to read, write, modify etc can be set to users/groups using a series of checkboxes. 
Module 15.5: Upgrade the Customers Network
Section 15.5.0: Network Upgrades
Single Diagram
Diagram 1, Checklist
Network Upgrades
Description: Displays a list of the basic key points regarding network upgrades, The Cable type selection, The type of NIC, and the additional Functionality. 
Section 15.5.1: Install and Configure Wireless NIC

Single Diagram
Diagram 1, Pictorial

Wireless NIC

Description: Displays images of two different PCI NIC cards with antennas.
Section 15.5.2: Install and Configure Wireless Routers

Single Diagram
Diagram 1, Pictorial

Wireless Router Setup

Description: Displays images of the physical device and the configuration pages for a Linksys wireless router.
Section 15.5.3: Test Connection

Four Diagrams

Diagram 1, Screenshot

Network Connections

Description: Shows a screenshot of the ‘Network Connections’ screen. This screen lists the configured connections including wireless and Ethernet LAN connections including 1394 connections. The Wireless Network Connection is highlighted
Diagram 2, Screenshot

Connection Status

Description: Shows an image of the ‘Wireless Network Connection Status’ screen with the ‘General’ tab selected. Here the signal strength, speed and various other parameters can be viewed, including the number of packets sent and received.
Diagram 3, Screenshot

Address Type

Description: Shows an image of the ‘Wireless Network Connection Status’ screen with the ‘Support’ tab selected. Here thw connection status parameters can be viewed, including the IP address, Subnetmask, Default Gateway, and the IP Assignment method (Static/DHCP/etc). 
Diagram 4, Tabular

Ipconfig Command Switches

Description: Displays table listing the ipconfig Command switches and their purpose

Command Switch: /all
Purpose: Displays full configuration of all network adapters 
Command Switch: /release
Purpose:  Releases the IP address of a network adapter
Command Switch: /renew
Purpose:  Renews the IP address of a network adapter
Command Switch: /flushdns
Purpose:  Empties the cache that stores the DNS information
Command Switch: /registerdns
Purpose:  Refreshes DHCP leases and re-registers the sdapter with DNS
Command Switch: /displaydns
Purpose:  Shows DNS information in the cache
Module 15.6: Describe Installation, Configuration And Management Of A Simple Mail Server
Section 15.6.0: E-Mail Protocols

Five Diagrams

Diagram 1, Screenshot

E-Mail Protocols

Description: Displays a screen shot of the ‘Internet Connection Wizard’ , here the supporting type of mail server can be selected (POP3, IMAP, HTTP). Also the address for the incoming mail server and the address for the SMTP outgoing mail server.
Diagram 2, Tabular
E-mail Protocol Comparison
Description: Displays a table matching the e-mail Protocols With their advantages/disadvantages/port number, and wether they send and/or receive mail.
Protocol: SMTP

Advantages: Delivers e-mail from one server ot another, Can send mail directly to the desination

Disadvantages: Client Upload Only

Port: 25

Send Mail: Yes

Receive Mail: No

Protocol: POP

Advantages: Simple Supports intermittent connections

Disadvantages: Download only, Cannot manage the mail on the Server

Port: 110

Send Mail: No

Receive Mail: YES

Protocol: IMAP

Advantages: Simple, more features than POP, stores mail on server, faster than POP, Allows simultaneous access by multiple clients

Disadvantages: Requires more disk space and CPU resources

Port: 143

Send Mail: NO

Receive Mail: YES

Diagram 3, Screenshot

Exchange Server Installation Screen

Description: Displays a screen shot  of the ‘ Microsoft Exchange ActiveSync Administration Tool Installation Wizard’, This is simply the initial screen to guide the user through the process.
Diagram 4: Screenshot

Exchange MMC

Description: Displays a screenshot of the ‘Exchange management Screen’. This screen is divided into four segments, the Console tree, the Result pane, The Work Pane,  and the Action pane.
Diagram 5, Screenshot

Creating a New User in Exchange

Description: Displays a screenshot of a ‘New Object – User’ screen, Here a new users name, User name, and domain can be set.
Module 15.7: Describe Preventive Maintenance Procedure For Networks
Section 15.7.0: Cable Maintenance

Single Diagram

Diagram 1, Pictorial

Cable Maintenance

Description: Displays an image of a situation where many cables are present, so cable ties, cable labels, and colour coding is used to simplify configuration and diagnosis. These also reduce likely hood of damage to hardware and reduce the risks for the operator from tripping etc. 
Module 15.8: Troubleshoot The Network
Section 15.8.0: Troubleshooting Process

Single Diagram

Diagram 1, List

Troubleshooting Process

Description: Displays a list of the steps involved in the troubleshooting process
· Gather Data from the Customer

· Verify the Obvious Issues

· Try Quick Solutions First

· Gather Data from the Computer

· Evaluate the Problem and Implement the Solution

· Close with the Customer

Section 15.8.1: Review The Troubleshooting Process

Seven Diagrams

Diagram 1, List

Open-Ended Questions

Description: Displays a list of the open ended questions regarding network errors (Not Inclusive)

· When did the problem start

· What problems are you experiencing

· Is there anything else you can tell me about the problem

· What other users are having the problem

· What type of equipment is having the problem

· What are the affects of the problem

· Describe your work environment

· When did you last backup your computer

· What type of backup was performed

· What group are you a member of

Diagram 2, List

Closed-Ended Question

Description: Displays a list of the closed ended questions regarding network errors (Not Inclusive)

· Has any equipment changed
· Have any peripherals been added
· Have any other computers been added to the network

· Have you rebooted the equipment

Diagram 3, List

Verify The Obvious Issues

Description: Displays a list of the Obvious issues to be aware of

· What is your IP information

· Are the settings on the network equipment correct

· Is there activity on the wireless router

· Is there activity on the modem

· Is your wireless client configured correctly

· Has your network connection been disabled

Diagram 4, List

Try Quick Solutions First

Description: Lists the quick solutions which should be tried

· Restart the equipment
· Renew the IP address

· Flush the DNS

· Rollback a driver (If applicable)

· Return to previous saved restore point

Diagram 5, List

Gather Data From The Computer

Description: Displays a list of the computer data sources

· Device Manager

· Event Viewer

· ipconfig

· Ping the Localhost

· Ping the Default Gateway

· Ping a popular website

· Verify wireless router configuration

· Verify e-mail client configuration

Diagram 6, List

Evaluate the problem and Implement the Solution

Description: Displays a list of the other sources of available information
· Problem Solving Experience

· Other Technician

· Internet Search

· News Groups

· Manufacturer FAQs

· Computer Manuals

· Device Manuals

· Online Forums

· Technical Websites

Diagram 7, List

Troubleshooting Process

Description: Displays a list of the steps in closing with the customer

· Discuss the solution implemented with the customer

· Have the customer verify that the problem has been solved

· Provide the customer with all paperwork

· Document the steps taken to solve the problem in the work order an in the technicians journal

· Document any components used in the repair

· Document the amount of time spent to resolve the problem

Section 15.8.2: Identify Common Problems And Solutions
Single Diagram
Diagram 1, Tabular
Description: Displays a table matching the common Problems with their possible solution
Problem: Users report that a network printer is increasingly unreliable, the network cable travels under a desk and has become frayed and pinched

Possible solution: Replace and reroute the network printer cable

Problem: The users connection status screen shows less than a dozen packets sent and received even though the computer has been on for hours

Possible solution: The wireless connection has failed, Reset the wireless adapter card click ‘Repair’ to refresh the IP address and check again

Problem: A user is making many changes in the configuration of a WRTN300N wireless router, but the changes do not seem to stay in effect 
Possible solution: The user must click ‘Save Settings’ at the bottom of each page after making any changes

Problem: A user receives a warning message that HDD space is low
Possible solution: Locate the folder where the webbrowser or temporary internet files are stored and verify that the folder size is a problem. Use ‘Disk Cleanup’ to delete the temp files, the browser cleanup utility, or manually delete them.

Problem: A network has become slow as more users are added. All users connect to a 24-port hub
Possible solution: Replace the hub with a switch
Section 15.8.3: Apply Troubleshooting Skills

Single Diagram
Diagram 1, Pictorial

Description: No Relevant information
Module 15.9: Summary

Single Diagram
Diagram 1, Pictorial

Description: Repeated diagram, see Diagram 1 in the Module overview
